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Executive Summary

The issue of privacy protection is raising discussion in society, every time certain ICT
developments allow for or simplify the collection, combination or application of new
sets of person related data. Location based services (LBS) are amongst these new
ICT developments that potentially put the privacy of individuals at risk. LBS tech-
nology allows for tracking and tracing the location of mobile phones or other termi-
nal equipment, for example car navigation systems. These are widely available and
becoming increasingly precise in defining a location, opening new possibilities for
commercial and government use of location information. The increased possibility to
know people’s whereabouts, both in a geographical and temporal sense, is posing the
question of possibility versus desirability with regard to location privacy.

The EU-Directive on privacy and electronic communications (2002/58/EC, O] L
201) has anticipated this new ICT development. In addition to ‘traffic data’, neces-
sary for the transmission of a communication, the directive uses the term ‘location
data’, being the geographic position of the terminal equipment. Processing of any
data for LBS is only allowed if the supplier has got prior, informed consent from the
user. The user should have the possibility to block the processing of his location data
(him being tracked) in an easy manner when he prefers so. Through the directive the
EU has chosen for a strict OPT-IN regime including on-the-fly OPT-OUT.
However, the directive allows national legislation to override the EU provisions for a
number of cases. For example, national laws can restrict the privacy protection when
this is “a necessary, appropriate and proportionate measure within a democratic soci-
ety to safeguard national security, defence, public security, and the prevention, inves-
tigation, detection and prosecution of criminal offences or of unauthorised use of the
electronic communication system” (article 15). This poses the question to what ex-
tent government may collect and use tracking information to prevent terrorist at-
tacks, or to satisfy other national security purposes, and consequently limit location
privacy.

This research centralised around the question:

“How should the right to location privacy of users of mobile phones and other terminal equipment be
balanced with the tracing and tracking interests of the (national) security sector?”

Research methodology

The research has been accomplished through a literature review on the concepts of
privacy and national security. For both concepts, both literature from privacy and na-
tional security scholars have been studied as well as policy documents and court rul-
ings. Special attention was provided to the rulings of the European Court of Human
Rights concerning the balancing of privacy and national security interests. The aspect
of location privacy and the role of location technology builds on a literature study
which results were used as a basis for the interviews with several knowledgeable ex-
petrts. The case studies on the Netherlands, Germany and Canada were performed
through literature studies on the current legislation, court rulings on privacy and na-
tional security. Confirmation with the findings was sought through interviews which
were partly accomplished through email communications.

Conclusions
How far the right to privacy should reach with respect to the location data from mo-
bile devices used by intelligence and security agencies to protect the national security



depends on the totality of the circumstances. As for general interferences with the
right to privacy also interferences with location privacy are very context-sensitive. A
true balancing should be accomplished on a case-by-case basis. It is not a priori to be
determined whether and to what extent location privacy is at stake. In all case studies
similar requirements were found that should be taken into account in the decision
what means to use in which instances. From the available published data, we expect
that the use of these means varied among the case studies significantly, however. A
proper balancing strongly builds on the balancing process, especially when balancing
is very context-sensitive. This process should be just with adequate safeguards against
abuse.

The Canadian framework for deciding to use a special means, which is here tele-
communication data, to neutralise a national security threat, meets the requirements
of respecting the totality of the circumstances and adequate safeguards most ade-
quately. The law does not specify which means or data could be used in what specific
circumstances, but leaves this decision to an independent authority (Federal judge).
The use of the special means is reviewed actively by an independent review commis-
sion, and information on the number and type of special means by the security and
intelligence agency is published.

OTB Research Institute for Housing, Urban and Mobility Studies



Contents

1

1.1
1.2
1.3
1.4

2

2.1
2.2
221
222
223
23
2.4
241
242
243
244
25

3.1
3.1.1
3.1.2
3.1.3
3.14
3.2
3.3
3.3.1

3.3.2

3.3.3
3.4

3.4.1
3.4.2

3.4.3
3.4.4
3.4.5
3.4.6
3.5

3.5.1
352
353
354
3.6

4.1
4.2

INtrodUCHiON wooeveeeiieecteeteeete e 13
APPIOACH i s 13
ReSEALCh SCOPE...iiiniiiiiiiiiiiic s 14
Research methodology ... 14
Reading GUIe ...c.cveiueriiceieiicerricieceecee et nseseaesenens 15
PLIVACY euvvrrriiiiiiiiiiniiiicciiiiinniec e ssssasse e e esssassres s s seees 17
Privacy defined. ..ot 17
The Right to Privacy: the limited access approach........cccocccuvicivivinciniace. 19
Privacy as a right to have freedom of movement.....coceeceereeuerrereecrenreneens 19
Informational PLIVACY ....cveeueureieriericierrecereeree et nseseaees 20
Privacy of COMMUNICATIONS..c.c.cviirerririeerrmeeeerrieereeeeeiensesteereneeesesseseaesseeees 21
Privacy fUNCHOMS c.ecvvieiierieicieiriictece ettt 21
Perceptions Of PrIVACY .....covevieeiiiniciiie s 22
Privacy and people’s NEEdS.......cciuviiiininiiciiiniiinic s 22
Privacy and CONEXt ..o 23
Privacy and CUltUre .c.c.cceereeiereeicirceeece ettt seseeeseseaes 23
Changing attitudes towards PriVACY .....c.coueieieviniiericiiniiee e, 24
CONCIUSION ..ttt 25
Privacy as a fundamental human right......ccoveiniiieennniineinnnnnnenn. 26
United NatiONS.....cieiiiiiiii s 26
Universal Declaration of Human Rights (1948) ..., 26
International Covenant on Civil and Political Rights (1970) ..........c.c....... 26
Siracusa principles (1984) ... 27
Summary of United Nations privacy princCiples .....coeveeeerereeererneceerreneens 28
OECD principles for personal data processing (1981).......cccvvviciricunnnn 28
Council of Europe privacy principles.........ocurcnicniiciniciiieicnicnienans 30
Convention for the Protection of Human Rights and Fundamental

FLeedOms ... s 30

European Personal Data Processing Protection: Council of
Europe’s Convention for the Protection of Individuals with regard

to Automatic Processing of Personal Data (Convention no. 108)............ 31
Guidelines on human rights and the fight against terrofism........cccceuveueees 32
European Court of Human Rights ....c.ccccevvenicrinicenenccencennccenneeeens 32
ECtHR’s interpretation of the concept Of Privacy ......c.cccceveervenecrerrennens 33
Private and family life, home and correspondence

(COMMUNICALIONS) w.voviviiiiiiiiiii s 33
When is interference justified? ..o 34
Whether an interference is necessary in a democratic SOCIEty .........oeuuee. 37
Margin of APPreciation. ... 38
Conclusions ECtHR ..o 39
Privacy law in the European Union.........ccvevnicreniciniiennecereeennens 39
Data quality MEASULES ...c.cvvviueueeriireriiiieieieeereeereeeie et senens 40
SECULILY MEASULES.....viiiiiiiiiiccce s 40
Independent SUPEIVISION ......covuevivriciniciriic s 40
Data processing principles extracted from Directives .......c.ccccovevviericnnace. 40
CONCIUSION ..t 41
) IFTo22 12 To3 a1 o3 4 ) 2T o S 42
Location INFOrMAtioN ...ttt eeseeteeeese b neseaessaseene 42

How sensitive is location information? ........ocveevevveeeviecieneeeeeeeeeesveeseeenan 43



421
422
423
4.3
44
4.5
4.6
4.7

5.1
52
53
53.1
53.2
53.3
54
5.4.1
5.4.2
5.4.3
55
55.1
552
553
5.5.4
5.6
5.7
5.8
5.8.1
5.8.2
5.8.3
5.8.4
5.9
5.10

6.1
6.2
6.3
6.3.1
6.3.2
6.3.3
6.4
6.5

7.1
7.2
7.2.1
7.2.2
7.3

Location information as special personal data ..........ccccecuvicivicininincinnnnn. 44

Location information as traffic data.........cccccveeieivicniciniciniciinicicae, 45
Detailed location information in telecommunications...........cceecuviunence. 45
Location privacy and people’s perception and behaviout ........coeeeurenee. 46
Location privacy behaviour research ......oocevnievnicennicreenicerieenn, 48
Location information compared to personal data ........ccccovveeerveveecrerrenneen 49
Location privacy & theory ... seseeeseneens 51
SUMMALY i 52
National SECULILY cccuuuuriiieiiiiiiiiiitiieiiireerere e eeea 54
SECULILY ..ttt 54
What is NatioNal SECULILY? ...ovvnierrerriieerririerereiiereriere e sseeesensessees 54
Aspects of NAtIoNAl SECULILY......cvevrinieereiriicie e 55
Timeliness Of SOCIELY’S NOLMS ....cuviuivirinieiieiiiieeiiee e 55
National security and Culture ..., 56
Changing national secufity threats. ... 56
When is it necessary within a democratic SOCIELY? .......oeveuriieriinicnsirinans 57
SIracusa PLINCIPIES......ccuiuiiiiiceicieieicierr e 57
Johannesbutrg Principles.....c.ciieeirinieeeriieirieeeeereeeie e 57
The European Court of Human Rights ...c..cocccevieevnicrenccnnccenneceenn. 58
Means to satisfy national SECULItY NEEdS......oveverriieerririirereeriiierrieereereiees 59
Physical sSurveillance ..o 60
DataveillanCe. ..ottt 60
Psychological surveillance........cvcvviiiiiiinniicicens 61
Issues questioning intelligence OPErations ... 61
Surveillance benefiting national SECULILY ..o 62
Potential impact of surveillance 0n SOCIELY ...c.cvvrverrerecrerreieereeieerenreeeereen. 63
Effectiveness of surveillance in protecting national secufity..........cee.eee.. 63
Secondary use of INfOrMALION. c..ovieieeriiieeiririceeecere s 64
Inaccurate infOrmMatioN.. ..o 64
Data DOUBLNG.....c.oviiiiiiiriiiiiiiic s 66
Competence of intelligence SEIVICES ... 66
Just action to protect national security INErests ......coevivnmevricnsiniennn, 67
CONCIUSION oot 68
The ambivalent role of (location) technology .........cccceevuvreeirnnnnnnn. 70
INtrOdUCHON. ... 70
Developments in society and technology..........ccccvivicinicinicininincininn. 70
Privacy invading technology ... 72
Devices that actively reveal location Information..........cceeeeererereueereeerenenen. 72
Devices that passively reveal location information .........ceeeeeereercecrennenne 78
Ex-post continuous tracking: Navigation satellites .........cccoveerrnierrurenen 79
Privacy enhancing Strate@ies.....coiieeniniereiriierrieeeesieeneeseseseeesesensens 79
CONCIUSIONS ..ottt 81
The Netherlands: Balancing privacy and national security ........... 83
Privacy in the Nethetlands .....ccoevcernncenienceeeneceeneeeneene 83
National security in the Netherlands ......cocccceveneenneernneeneenceennen. 85
Role of location information in protecting national secufity ................... 85
Practice of SUIVEIANCE. ..ccvueereeccieieieieiiccrr et 86
Balancing national security needs with Privacy ........cevnivniennin. 87

OTB Research Institute for Housing, Urban and Mobility Studies



7.3.1

7.3.2

7.3.3

7.3.4

7.3.5

7.3.6

7.4
7.5

8.1

8.2

8.3

8.3.1

8.3.2

8.3.3

8.3.4

8.3.5

8.3.6

8.4
8.5

9.1
9.2
9.3
9.4
9.4.1
9.4.2
9.4.3
9.4.4

9.4.5

Principle 1: Interference for national security purposes must have
some basis in domestic law, law must be accessible to all, and the

means of interference should be foreseeable for citizens.........ccoovvucunee. 88
Principle 2: A fair balance has to be struck between the demands of

the general interest and the interest of the individual. .........cccovvviirinnnen. 89
Principle 3: Interference should be proportionate to the legitimate

AN PULSUCA. vttt sseasaenens 91
Principle 4: Interference is only allowed if adequate and effective
guarantees against abUSE EXISt....viivieeiiniiiiiiieeee s 96
Principle 5: guaranteed accuracy of the data for the purposes of

L8 OO OO 99
Principle 6: individual participation in the process whenever

POSSIDIE. oottt e 99
Developments in law in the Nethetrlands.......ccvveeeniiencennicennenes 100
CoNCIUSION ...iviiiiiciic s 101
The Netherlands: Balancing privacy and law enforcement.......... 103
Value of location information for law enforcement .......coeceeereceereercenen 103
Reliability of cell-phone data........cccceereeeernnicivniceniienneeeenenseees 104
Balancing law enforcement needs with privacy .......cccecevneereneceerenneens 105

Principle 1: interference for law enforcement purposes must have
some basis in domestic law, law must be accessible to all, and the

means of interference should be foreseeable for citizens........coceoeeuenenes 105
Principle 2: a fair balance has to be struck between the demands of

the general interest and the interest of the individual. .......ccccccuviuviinncce 106
Principle 3: interference should be proportionate to the legitimate

AN PULSUCA. wvvreeeereieeieiieienreee e seeseeesenseseeeseeseaesensensaes 108
Principle 4: interference is only allowed if adequate and effective
guarantees against aAbUSE EXIST. c.ovveerrieererririerriierereeeereeenseeeseseeeens 113
Principle 5: guaranteed accuracy of the data for the purposes of

LU ] oSO PO TO PO OOTOPPTOPOPOTROTI 113
Principle 6: individual participation in the process whenever

POSSIDIE. ottt 113
Developments in Law enfOrCemMEnt ..c.oweeeeerrerecrerreeeremneeerenseseeerenneens 114
Balancing law enforcement with privacy INterests....ooveeeeerrenecrereeeens 115
Canada: balancing privacy and national security.....cc.cccceeeeruvenennn. 117
Privacy in Canada ...c.occreccueinenicrnincereeeeneeie et seneerenenes 117
National security in Canada ..o 119
Practice of sUrveillance ... 120
Balancing national security needs With PLIVACY c....ccceereereerrenieereeneceereeneens 122

Principle 1: Interference for national security purposes must have
some basis in domestic law, law must be accessible to all, and the

means of interference should be foreseeable for citizens.........occeveneee. 122
Principle 2: A fair balance has to be struck between the demands of

the general interest and the interest of the individual. .......cccccvuviiucinines 125
Principle 3: Interference should be proportionate to the legitimate

AN PULSUCA. wvvreeeererieienieierrere et see e s aseacsensensans 126
Principle 4: Interference is only allowed if adequate and effective
UArantees aZaNSt AbUSE EXIST.c.evreerrereeererrerieererreeererseeeienreeiereeeeesenseneeens 130

Principle 5: guaranteed accuracy of the data for the purposes of
18 OO OO 132



9.4.6

9.5
9.6

10
10.1
10.1.1
10.1.2
10.2
10.3
10.4
10.4.1

10.4.2

10.4.3

10.4.4

10.4.5

10.4.6

10.5

1
11.1
11.2
11.2.1
11.2.2
11.2.3
11.2.4
11.3
11.3.1

11.3.2

11.3.3

11.3.4

11.3.5

11.3.6

11.4
11.5

12
12.1

Principle 6: individual participation in the process whenever

POSSIDIE. oo 132
Developments Canada ... 133
Summary 01 Canada. ... 133
Germany: balancing privacy and national secufity ........ccceeeueeennn. 137
Privacy i GeIMAany ...c.ocveeeeceieeeecrereieeiereierress e sesensesesesens 137
Right tO PIIVACY ..ot 137
Specific aspects of privacy in legislation......c.ooveeevereeerecernencerernenienenn. 138
Protecting National security in Germany ..........coeceeeeeveevevrererncsereececnns 139
Practice of surveillance.........ooviiiiviciiiniiiicc 141
Balancing national security needs with PLivVACY ......cccevveveererrinieerrenicrenen. 142

Principle 1: Interference for national security purposes must have
some basis in domestic law, law must be accessible to all, and the

means of interference should be foreseeable for citizens. ........ccoeeucuunee. 142
Principle 2: A fair balance has to be struck between the demands of

the general interest and the interest of the individual.........cccccccuviiiniiines 146
Principle 3: Interference should be proportionate to the legitimate

AN PULSUC. ettt 146
Principle 4: Interference is only allowed if adequate and effective
guarantees against aAbUSE EXIST ..c.euuierrrricereeriienriierrerienessiseeereneerenseiees 152
Principle 5: guaranteed accuracy of the data for the purposes of

USE. eiviuitiniitesi ittt ettt s 153
Principle 6: individual participation in the process whenever

POSSIDIE. oot 154
Balancing national security and privacy ... 154
Balancing privacy and national security needs and interests........ 158
Balancing national security and human rights ..o 158
Parties involved in balancing privacy and national security............c........ 159
USEL it 160
TeleCOM PLOVIACT c..vuvmiuurrerieiieririierrieeierreeeereeeeere e seesreneseaenseseasaensenis 160
Security and Intelligence SELVICE ...t seeeesieneene 160
Independent AULROLILY . ..ccuvviererriiicrrcerrere et 161
Balancing through six balancing principles.......cocovivevniceernicicrniriennn. 161

Principle 1: Interference for national security purposes must have
some basis in domestic law, law must be accessible to all, and the

means of interference should be foreseeable for citizens. .......cccceucuucce 161
Principle 2: A fair balance has to be struck between the demands of

the general interest and the interest of the individual.........cccccccuviiiniiines 163
Principle 3: Interference should be proportionate to the legitimate

AN PULSUC. ettt 164
Principle 4: Interference is only allowed if adequate and effective
gUArantees against aAbUSE EXIST. .o.evuierrurireerrerieeienieetseeeer s nseiees 170
Principle 5: Guaranteed accuracy of the data for the purposes of

USE. eiviritiniites ittt s 174
Principle 6: Individual participation in the process whenever

POSSIDIE. vttt 174
Privacy enhancing architeCtures. ..., 175
SUMMATLY .ottt 175
L0703 1ol 15 53 103 1N 177
General concept of privacy and its perception........ccoucuveeivcenicrrccuneenn. 177

OTB Research Institute for Housing, Urban and Mobility Studies



12.2 Concept of national SECULILY ... 178

12.2.1 Role of technology ... 178
12.3 Balancing national secufity and privacy........cnviiinienns 179
12.3.1 Other findings from the case-studies ........ccccevereerernereereereeeerreeersereenenn. 181
12.4 Role of Technology in balancing..........cceecevriervnicenenieninieennicennenees 182
12,5 Technological develOPmMENLtS .........cccvreeeerririerrinieeenriiereieeseeenseeaenns 183
12.6 International develOPMmMENtS .......cccvvvieeverrerieriinieienrceeseeee e 183
12.7 Less privacy, MOLe SECULILYP ..o 184
12.8 SUMMALT oo 184
REfEIENCES ..uuvrireniriieeieieecteeecceeeccte e are e ee e s aae e e s nnesssnnnns 186

LAtEIAtULE..cvovieecriicti s 186

WEDSILES wovuveieeecececmrienereieieretetetet ettt s bbbt s seasa e st aesene 197
Appendix Case 1aW ......ueeeieiiiiiiiniiiiiiiiiiiiiie e 199
European Court of Human Rights judgments .......cceveeerneerrnicernnienneeenneneenenn. 199
Dutch case 1aw £efeffed 0. ..ot 200
Canadian Case 1aw £eferfed t0.. e eae 201
German case law referred t0 ., 202
United States CASE AW .....cccoeueuiuiuririiieirrirrree ettt se e senenes 202
ApPPendix INtEIVIEWEES ..ceveeiiiriiiuriieeiiiiiiiiiiiieeeiiniiiniieeeeiesisieeeecesssmsssseeees 203

Appendix glossary of ACIONYIMS ....ccvvureerirrurereiiineensirneeninieneeneereessssnneessssnnes 205






1 Introduction

The issue of privacy protection is raising discussion in society, every time certain ICT devel-
opments allow for or simplify the collection, combination or application of new sets of per-
son related data. Location based services (LBS) are amongst these new ICT developments
that potentially put the privacy of individuals at risk. LBS may be defined as geographically-
oriented information services to users across mobile telecommunication networks (Karimi &
Hammad 2004, p.350). LBS technology allows for tracking and tracing the location of mobile
phones or other terminal equipment, for example car navigation systems. These are widely
available and becoming increasingly precise in defining a location, opening new possibilities
for commercial and government use of location information. Information about people’s
whereabouts, especially in combination with existing location information about a person
(see De Jong et al. 1997), may reveal detailed information about personal profiles, relation-
ships, and other aspects of personal live. The increased possibility to know people’s where-
abouts, both in a geographical and temporal sense, is posing the question of possibility ver-
sus desirability with regard to location privacy.

The EU-Directive on privacy and electronic communications (2002/58/EC, O] L 201) has
anticipated this new ICT development. In addition to ‘traffic data’, necessary for the trans-
mission of a communication, the directive uses the term ‘location data’, being the geographic
position of the terminal equipment. Processing of any data for LBS is only allowed if the
supplier has got prior, informed consent from the user. The user should have the possibility
to block the processing of his location data (him being tracked) in an easy manner when he
prefers so. Through the directive the EU has chosen for a strict OPT-IN regime including
on-the-fly OPT-OUT.

However, the directive allows national legislation to override the EU provisions for a num-
ber of cases. For example, national laws can restrict the privacy protection when this is “a
necessary, appropriate and proportionate measure within a democratic society to safeguard
national security, defence, public security, and the prevention, investigation, detection and
prosecution of criminal offences or of unauthorised use of the electronic communication
system” (article 15). This poses the question to what extent government may collect and use
tracking information to prevent terrorist attacks, or to satisfy other national security put-
poses, and consequently limit location privacy.

This research centralised around the question:

“How should the right to location privacy of users of mobile phones and other terminal equipment be balanced
with the tracing and tracking interests of the (national) security sector?”

1.1  Approach

The research report consists of three major components. First, since balancing the rights and
limits to privacy is closely related to ethical and legal principles prevalent in a (western) soci-
ety, the research explored core ethical and legal principles underlying the concept of privacy,
and applies these principles to location privacy.

In addition, the research aimed to clarify the ambiguous concept of national security. A lit-
erature study together with examples from relevant national and international legislation and
case law were used to provide information about situations where an appeal on national se-



curity may invade privacy in general, or location privacy more specific. Further, the research
studied how the exemption of national security relates to other exemptions that may restrict
privacy rights.

Finally, the research addresses the ambivalent role of technology. On the one hand technol-
ogy may diminish location privacy and enhance national security through the possibility to
trace and track mobile devices. On the other hand, technology also allows users to choose
through privacy enhancing technologies not to be traced or tracked. The impact of technol-
ogy on the balance between location privacy and national security will be studied, and the re-
search will further address the implications the decision support model may have on tech-
nology or technological developments.

The outcomes of each of these aspects were used as the basis for the case studies.

1.2 Research scope

The general concept of privacy, national security and the feelings with regard to their balanc-
ing will be applied to the specific issue of location privacy, and more specifically to the trac-
ing and tracking of mobile terminal devices by public authorities. In this respect, focus was
on the tracking and tracing of mobile phones.

Personal data acquired from users of mobile devices is the focus of this study. More specific,
the research objective is to address the acquisition of personal data through the real-time use
of mobile equipment. Therefore, the research only addresses other personal data processes
(not real-time) if this is relevant for the study.

Further, the main focus is on limiting the right to privacy for purposes of national security.
National security is in this context combating setious crime and terrorism by (inter)national
security and intelligence agencies. Other limitations such as law enforcement, disaster man-
agement, medical purposes were not the primary focus.

Also technical issues that concern data storage are not included in this study. The study does
not research the impact on location privacy of the collection and use of location data for
commercial purposes. Moreover, the research did not research the impact on location pri-
vacy on the collection and use of location data for commercial purposes.

1.3 Research methodology

The research methodology of this research is characterised as case study. Germany and Can-
ada were selected since these are comparable to the Netherlands with respect to socio-
economic development, but were assessed by Rothenberg et al. (through 2004-2006) to be
countries with significant privacy safeguards in place. As opposed to the Netherlands which
was assessed to have few privacy safeguards (Rothenberg et al. 2000).

The research has been accomplished through a literature review on the concepts of privacy
and national security. For both concepts, both literature from privacy and national security
scholars have been studied as well as policy documents and court rulings. Special attention
was provided to the rulings of the European Court of Human Rights concerning the balanc-
ing of privacy and national security interests.

The aspect of location privacy and the role of location technology builds on a literature study
which results were used as a basis for the interviews with several knowledgeable experts.

The case studies on the Netherlands, Germany and Canada were performed through litera-
ture studies on the current legislation, court rulings on privacy and national security. Confir-
mation with the findings was sought through interviews which were partly accomplished
through email communications.



It should be noted that the research found resistance in the national intelligence and security
agencies to cooperate. In the Netherlands, the national intelligence and security agency did
not respond to requests for information, and the Review commission was unable to respond.
In Germany, general questions about applicable law and the German legal system were an-
swered, questions concerning the interpretation of the law and the operational activities of
the intelligence service were considered to be too far reaching.

Based on these experiences, it was decided to dedicate for the Netherlands a separate case
study to law enforcement, while for the other countries the scope was broadened to include
case law that addressed law enforcement and privacy.

1.4 Reading guide

Chapter 2 addresses privacy. It will define privacy, look into the concepts, functions and per-
ceptions of privacy in different contexts, and cultures. Finally, it will address location privacy.
Chapter 3 provides an overview of international legislation on privacy and the underlying
principles of these treaties, directives or guidelines. Chapter 4 lays down the issue of location
information and its relation with privacy and national security. In chapter 5, national security
is the focus. It explores internationally used definitions of national security, functions of pro-
tecting the national security and the need to use location information in protecting it. Chap-
ter 6 addresses the technological means to protect or limit our privacy. Chapter 7 is the first
chapter of the case-studies. In this chapter the situation concerning privacy and national se-
curity in the Netherlands will be analysed. For those interested in the balancing of privacy
and law enforcement interests in the Netherlands are referred to chapter 8. The situation in
Canada in balancing national security and privacy for mobile devices is discussed in chapter 9
and fro Germany in chapter 10. Chapter 11 brings together the theory on privacy, national
security, and the findings from the case studies. In chapter 12 the conclusions of this re-
search are presented.
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2 Privacy

“You may not know about Acxiom, but it knows a lot about you”
(O’Hatrow Jr. 2005, p.34)

In this chapter we will use a literature study on privacy to clarify the complex concept of pri-
vacy, its relation to other human rights and the speciality of location privacy. The literature
study is based on a variety of sources with Westin (1967; 2003), Marx (1998), Raab and Ben-
nett (1998), Walters (2001), IPTS (2003), and Margulis (2003) as the prominent literature.

2.1 Privacy defined

Anyone may have some idea of what privacy means to him. Phrases that try to capture the
concept such as ‘My home is my castle’, and “The right to be let alone’ (Warren and Brandeis
1890, p.193; Cooley 1880) are often used to indicate what privacy is. Others have described
privacy as a vague catch-all phrase that includes a variety of concerns, such as respect for the
personhood, dignity, and autonomy of the individual, private property, and solitude (Marx
1998, p.173).

However, the exact extent and meaning of privacy as a concept is difficult to capture in
words because privacy is an elastic concept (Allen, 1988). Depending on one’s perceptions
different definitions of privacy may be developed. As a consequence, the relationships be-
tween privacy and cognate concepts (e.g., deception, secrecy, anonymity) are debatable be-
cause the boundaries of the concepts are unclear and depending on specific circumstances
(cf. Margulis 2003, 244). For example, where does privacy end and secrecy start?

Margulis (, p.415) found that many definitions of privacy share a common core of key ele-
ments. Key is control over transactions (interactions, communications) that regulate access
to self and that as a consequence, reduce vulnerability and increase decisional and behav-
ioural options (Margulis , p.415). This, also, involves when personal information will be ob-
tained and what uses will be made of it by others (, p.431). At a conceptual level, privacy may
be defined as: “individuals their freedom of self-determination, their right to be different and
their autonomy to engage in relationships, their freedom of choice, their autonomy as re-
gards - for example - their sexuality, health, personality building, social appearance and be-
haviour, and so on” (IPTS 2003, p.139).

From a more practical standpoint, privacy is the “voluntary and temporary withdrawal of a
person from the general society through physical or psychological means, either in a state of
solitude or a small group intimacy or, when among larger groups, in a condition of anonym-
ity or reserve” (Westin 1967, p.7).

A review of the definitions of privacy gives some insight in its meaning. A description of the
functions of privacy and privacy rights, may increase the transparency of privacy as a con-
cept.

Privacy stages

Four stages of privacy can be distinguished: (1) solitude, (2) intimacy, (3) anonymity, and (4)
reserve (see Westin 1967). In the state of solitude the individual is separated from the group
and freed from the observation of other persons (Margulis 2003, 412). It is the most com-
plete state of privacy that individuals can achieve (see also Gavison 1980 cited by Mell 1996).
In the state of intimacy a limited number of individuals exercises corporate seclusion so that



they may achieve an intimate, relaxed, and frank relationship (Westin 1967). Anonymity re-
lates to be nameless in social interaction (Gavison 1980); the invisibility of individuals in
public places, where he is free from identification and surveillance. In this state the individual
is able to merge into the mass. Knowledge or fear that one is under systematic observation in
public places destroys the sense of relaxation and freedom that men seek in open spaces and
public arenas (cf. Closed Circuit TV (CCTV) in public areas). Also anonymous relations and
anonymous publication of ideas fall in the category. Finally, in a state of reserve a psycho-
logical barrier against unwanted intrusion is created; this occurs when the individual’s need to
limit communication about himself is protected by the willing discretion of those sut-
rounding him (Westin 1967, p.31).

Four privacy stages:
e Solitude: to be free from observation by others;
e Intimacy: to be able to exercise corporate seclusion;

e Anonymity: to be free from identification and surveillance in public
places;

e Reserve: to be able to limit communication about himself.

The importance of the four states is not necessarily equal. For example, research (see Westin
2003, 445 citing Harris Interactive and Westin 2001 and 1994) found that, in the US, citizens
highly value intimacy (81% of US citizens values it as extremely important), where solitude
(66%), reserve (55%) and anonymity (47%) were considered less important.

These general stages can also be applied to the current information society. In doing so, to
be free from observation by others, incorporates no surveillance of modern communication
means such as email, MSN, VolP, digital TV, cell-phones (both conversation and location
information), CCTV. Intimacy would require guaranteed peer-to-peer communication. Ano-
nymity is the ability to use the Internet, and other modern technology without being recog-
nized or identified. This will be extremely difficult since a defining characteristic of the in-
formation age is ‘the disappearance of disappearance’ (Haggerty et al. 2000, p.619), eliminat-
ing anonymity, in theory if not in practice. One may question whether this stage can ever be
reached if one does not want to embrace the sort of primitive lifestyles enjoyed by the Una-
bomber and some extremist groups, since networked information technology effectively re-
moves the right to seclusion from those who wish to participate in the information age (Levi
and Wall 2004, p.206). Reserve specifically addresses communication and is in this context
(almost) identical to intimacy.



2.2 The Right to Privacy: the limited access approach

The limited access approach is widely used to utilize the concept of privacy (see, for example,
Westin 1967; Altman 1975; Gavison 1980; Mell 1996; Walters 2001; Camp and Osorio 2002;
and Margulis 2003, 416). It discusses how individuals and groups control or regulate access
to themselves (Margulis 2003, 4106). It reflects the individualist cultural model of the individ-
ual that prevails in western societies such as the US and Europe (Margulis 2003, p.425).
Controlling or regulating access to oneself can be divided in four types of privacy rights (cf.
Sietsma 2007, p.21; Walters 2001, p. 10; Camp and Osorio 2002, p.8-9; IPTS 2003, 170;
Koops and Leenes 2005; Banisar 2002; EPIC/ PI 2002, p.3):

1. Privacy of the body, which concerns the protection of people’s physical selves
against invasive procedures such as genetic tests, drug testing and cavity searches;

2. Privacy of the mind or psychological privacy; privacy as a right to have freedom to
think and keep information which one does not want to reveal for himself: limited
access to one’s thoughts and state of mind.

3. Territorial privacy, or privacy in private places, which concerns the setting of limits
on intrusion into the domestic and other environments such as the workplace or
public space. This includes searches, video surveillance and ID checks.

4. Behavourial privacy; privacy as a right to have freedom to behave as one likes.

Behavourial privacy can further be categorised in:
a. Physical privacy; privacy as a right to have freedom of movement: a state or condi-
tions of limited physical access to a person;
b. Informational privacy; privacy as a right to control access to and dissemination of in-
formation about oneself: limited access to one’s personal information, and
c. Privacy of communications.

Here, location information most often involved aspects of behavourial privacy. Bodily, and
psychological privacy remain unaddressed in this study. Territorial privacy is only addressed
if this appears to be relevant. This may be in instances of where the location of an event or
behaviour takes place.

2.2.1 Privacy as a right to have freedom of movement

Privacy as a right to have freedom of movement may include both the concept of privacy as
a right of autonomy and privacy as a right to seclusion; privacy as the degree of access to a
person (including no access). The most basic autonomy right is the right to decide how to
live one’s life; the right to make choices and decisions (Feinberg 1986, p.54 cited by Lips et
al. 2004, p.116). Autonomy implies that people are free if they and only they know wherte to
go, when and how. The approach assumes that watched people are not free (see Buruma
2001, p. 33). The right to autonomy is interpreted rather absolute: no-one should know
where one is, or what one is doing there. CCTV in public areas are unacceptable. The real-
time location data from a cell-phone should not be used for tracing and tracking purposes.

Less far-reaching than autonomy is the view of privacy as a right to seclusion. Privacy as a
right to seclusion refers to ‘the right to be let alone’ (Cooley 1880). Privacy in this respect is
the ability to avoid unwanted contact and exposure of certain personal information (Camp
and Osorio 2002, p.8). The critical element is the ability to refuse contact (Camp and Osorio
2002, p.9); the user of a device is in control. It is okay to be followed, but no interference
please! Spontaneous happy birthday messages on the cell-phone from the service provider
are not appreciated. The real-time location data from a cell-phone can be used for tracing



and tracking, but it is only accepted if it does not interfere with the activity of the individual.
This approach assumes that knowledge that one may be tracked would not influence once
behaviour (cf. Peissl 2002).

2.2.2 Informational privacy

Although the continuous tracking may not directly interfere with or influence one’s behav-
iour or movements, the processed information can be stored, analyzed, and contribute to a
profile of a user. As a consequence, the user may be confronted with unrequested special ad-
vertisements in the mailbox.
Informational privacy is the right to control information about oneself. The more informa-
tion about an object is known, the better someone can utilize, manipulate or control this ob-
ject. This applies to objects but also to people (ECP.NL 2005, p.16). A worst case example is
the use of the Dutch population registration in the second world war by the Nazi’s. The in-
clusion of one’s religion in the registration was very useful to select those with Jew behind
their names. If we manage to protect our personal information from the outside world, we
will be more difficult to be influenced. In the information age, being able to control one’s
identity depends on the extent one’s personal information has been provided to be included
in a certain database. Informational privacy addresses the extent to which the individual is in
control of the use of his personal information (Walters 2001, p.11; Westin 1967; Fried 1968;
Rachels 1975; Lessig 1999). Warren and Brandeis (1890) addressed this aspect as follows:
“The common law secures to each individual the right of determining, ordinarily, to
what extent his thoughts, sentiments, and emotions shall be communicated to others.
Under our system of government, he can never be compelled to express them (ex-
cept when upon the witness stand); and even if he has chosen to give them expres-
sion, he generally retains the power to fix the limits of the publicity which shall be
given them. The existence of this right does not depend upon the particular method
of expression adopted. It is immaterial whether it be by word or by signs, in painting,
by sculpture, or in music. In every such case the individual is entitled to decide
whether that which is his shall be given to the public.”

Informational privacy has also been referred to as privacy as a property right (Raab and Ben-
nett 1998, p.265). The individual has the control over his personal information and has the
power to keep it confidential or to exploit it (IPTS 2003, 183). From this perspective ptivacy
rights may be traded against other benefits for the individual. For example, one may allow
the surveillance of his cell-phone in return for improved services based on a person’s profile
(Camp and Osorio 2002, p.9). Surveillance without any personal compensation would be un-
acceptable. Flaherty (1999) suggested the introduction of an information royalty system so
that we are paid for the use of the commercial valuable personal data. In fact, this happens
when people voluntarily trade personal information for tangible benefits, e.g., free email, bo-
nus miles, discounts, or refunds (see Regan 2002; Mell 1996). A more questionable return
may be national attention through ‘voyeur television’ (Westin 2003, 444) such as the Big
Brother television show. The informational privacy right may also include the ability to
masque one’s real identity not to be bothered with not requested information such as direct
mailing or spam (see Prins 2000, cf. Marx 1998). Prins (20006; see also Koops and Leenes
2005, p.186/7) criticizes the effectiveness of information as a property right approach: How
to control the use of the personal data once it is out there? What to do with ‘take it or leave
it” contracts? What will be the administrative burden for paying for citizens’ personal data?



2.2.3 Privacy of communications

Privacy of communications or relational privacy covers the security and privacy of mail, tele-
phones, email and other forms of communication (cf. website GILC). It concerns the pri-
vacy of the content of the communication, i.e. the conversation. Issues like if, when, how,
how often, and where a conversation takes place are not part of this right. This research cen-
tralises around the where question of mobile communication, however. Although relational
privacy is irrelevant in this respect, legislation, jurisprudence, and privacy preferences or feel-
ings puts location privacy at similar levels of importance as relational privacy. Therefore, this
privacy right is addressed to the extent relevant.

2.3 Privacy functions

Privacy is a servant to many masters: it is not an end in itself, but merely a means to achiev-
ing other goals (Koops and Leenes 2005, p.134). These goals or functions may be individual-
ity, autonomy, dignity, integrity, emotional release, self-evaluation, creativity, and limited and
protected communication (Westin 1967, p.13; Pedersen 1999; Margulis 2003). Privacy allows
for the development of individuality through protecting personal autonomy, supporting
healthy functioning in society by “providing needed opportunities to relax, to be one’s self,
to emotionally vent, to escape from the stresses of life, to manage bodily and sexual func-
tions, and to cope with loss, shock, and sorrow” (Westin 1967).

Privacy is important for the stimulation of personal relations because it allows for own
choices to show your deepest personal thoughts and feelings. Without any bias or fear peo-
ple may go further than they would otherwise and may arrive at more thoughtful, more crea-
tive and innovative solutions. Increased surveillance through, for example, databases with
highly detailed personal information will have a 'chilling effect' on our willingness to deviate
from the norm and on our willingness to question authority (Onsrud et al. 1994). Actions
that are perceived negatively by the majority will be discouraged (Onsrud et al. 1994; Walters
2001, p.11). Privacy guarantees that each person is unique, and that one may act and think
differently than the majority IPTS 2003, 139).

In fact, one may argue that the increased transparency of individuals undermines the core
values of democratic societies since it would substantially increase the likelihood of a “con-
formist, robotic public secking to avoid exposure to the risks inherent in functioning in soci-
ety” (Trubow 1990). The EU Article 29 Data Protection Working Party explains the impact
privacy interferences may have on other functions or rights. They argue that the collection
and use of vast amounts of personal information by public and private organisations leads to
decisions, which directly influence peoples’ lives. By classifying and profiling automatically or
arbitrarily, these organisations can stigmatise in ways, which create risks for individuals and
affect their access to services. They identified in such situations an increasing risk of social
exclusion (DPWP, 2007). Privacy is an important guarantee to control these external powers
on individuals because it ensures that these powers do not know everything about individuals
and because it ensures that they do not judge citizens unfairly (Koops 2006, p.32). Without
privacy others are deciding what choices you have in life (Koops 2006, p.32).

Examples in this respect are manifold. For example, house boat owners are not been served
by a mail order company due to bad experiences with other house boat owners. Also finan-
cial institutions used redlining techniques making them decide to not provide mortgages to
people that wanted to buy a house in statistically ‘bad’ neighborhouds (see, for example, Wi-
shaw 2000, p.37). Similar profiling practices might block access to junk food, fast cars, dan-
gerous sports, schools, energy supply or health care.



Article 29 Data Protection Working Party compared privacy with the air we breathe: “both
are invisible, but when they are no longer available, the effects may be equally disastrous”

(DPWP 2006, p.4).

2.4 Perceptions of privacy

The perception of privacy depends on a wide variety of aspects. Here we address the differ-
ent privacy needs of people in identical contexts, the needs in relation to different contexts,
the privacy needs as a cultural dependency, and address changing attitudes towards privacy
within cultures, and contexts.

2.4.1 Privacy and people’s needs

Privacy means different things to different people
(Westin 2003, p.445)

Most people would affirm the importance of privacy. However, the sense of what must be
kept private differs from person to person. Privacy means different things to different people
(Westin 2003, 442). Some people love to give away their full personal life in TV shows, while
others are very reserved in providing their phone number or address. Westin (2003, p.445,
citing Louis Harris & Associates & Westin 1995) found three ideological-interest positions
on privacy:

- privacy fundamentalists;

- privacy pragmatists, and

- privacy unconcerned.

These ideological-interest positions on privacy may well compare with the positions on pri-
vacy as a social issue. Margulis (2003, p.250; see also Westin 2003, p.434) identified the high,
balanced and limited privacy position.

Typically, those taking the high-privacy position are the privacy aware; having unlisted phone
numbers, using proxy servers on the internet and frequently using one of Marx’ behavioural
techniques (Marx 1998) to maximize the level of privacy. Their perceptions of privacy are
close to privacy as a right of autonomy. The privacy pragmatists, or the balanced view may
be close to the ‘right to seclusion’ perception; privacy is valued but certain government intet-
ventions are accepted. The privacy unconcerned, or the limited privacy position, may be as-
sociated with those that perceive privacy as a property right. They assign a lower value to
privacy claims than to business efficiency and societal-protection interests and it opposes
governmental intervention to protect privacy as unnecessary and costly (Margulis 2003, 250).
Grossklags and Acquisti (2007) refer to Taylor (2003) suggesting that most people are pri-
vacy pragmatists since they are willing to trade off personal information for other benefits.
Privacy concerns, however, do not necessarily equal privacy behaviour. In an analysis of re-
search addressing privacy concerns of internet users, Van der Geest et al. (2005, p.5) found
that almost everybody is concerned about being tracked across websites, while only 10% uses
available software to prevent the installation of cookies on their computer. Further, users
with strong privacy concerns readily disclosed sensitive personal data on websites (Spicker-
mann et al., 2001, p.43). Spickermann et al. conclude that people express their desire to be in
control, but when given the opportunity, they do not use it (see also Grossklags and Acquisti
2007). One may wonder to what extent people oversee the consequences of disclosing their
personal data to organisations they may not trust, or consenting to privacy intrusive contracts



of which they did not know about content of boilerplate licenses (see also Van der Geest et
al. 2005). Adding this to the willingness of selling personal information for a small treat, one
may wonder how people really conceive the theoretical loss of privacy (see also Koops and
Leenes 2005, p.184).

2.4.2 Privacy and context

Privacy conceptions are different in different contexts

The attitude of individuals towards their privacy is context-depending. Raab and Bennett

(1998, p.267) explain this nicely as follows:
“[] in daily life, the individual moves through sectoral contexts with different privacy
configurations and may have varying attitudes toward these. She tells her doctor what
she does not tell her bank. Her tutor does not have to know her financial details, but
she cannot withhold these from the tax office. She does not want the benefits office
to give her information to her landlord, but would not mind if her solicitor knows
her shareholdings. She is more afraid of what her insurance company does with her
personal data than what the driving-license bureau does. She thinks that her privacy is
more at risk from direct marketers than from her pension fund. She enjoys the con-
venience of booking theatre tickets by telephone with her credit card. Where possi-
ble, she may adopt selective strategies for controlling who knows what about herself,
and her propensity to raise complaints may vary. She is unaware of many things that
are being done ‘out there’ with her data, and worries about some of the possibilities.
But she is comfortable with the trade-offs that she makes and the risks that she be-
lieves she runs”.

Similatly, contexts may change and impact attitudes towards privacy (see Westin 1967, 2003,
433; Margulis 2003). Penders (2004, p.253) has explained this behaviour in the confidentiality
of spheres. Within one sphere, for example the medical sphere, the work sphere, or private
home sphere, data can be exchange and in certain instances one expects that data is ex-
changed; e.g., the doctor exchanges your personal file with the hospital. However, we would
object against exchanging personal data between spheres. For example, your doctor exchang-
ing your medical file with your health insurance company.

2.4.3 Privacy and culture

What must be kept private seems to differ from society to society (Whitman 2004, p.1153). It
has been suggested that the privacy perception depends on cultural aspects (Bellman et al.
2004, p.322). Whitman (2004) provides supportive arguments when he explains the differ-
ences in the perception of privacy in continental Europe and the United States. He quotes a
German internet site saying that it is normal in the US “for a host at dinner to ask “not just
how much you earn, but even what your net worth is” — topics ordinarily quite off-limit un-
der the rules of European etiquette” (Whitman 2004, p.1155-1156). A European would also
have difficulty to understand the justification of the disclosure of intimate details in the
Monica Lewinsky investigation (Whitman 2004, p.1155). On the contrary, Americans do not
understand privacy in (Buropean) countries where “people prance around naked out of
doors while allowing the state to keep tabs on their whereabouts, convict them on the basis
of unfair police investigations, peer into their living rooms, tap their phones, and even dictate
what names they can give to their babies” (Whitman 2004, p.1159). Another example show-



ing the cultural differences is the news the Australian newspaper Herald brought. They
found in the Netherlands several sunbathers nude on imagery provided by GoogleFarth “in
a distance not far from the Dutch parliament” (Hutcheon 2006). In the Netherlands, the is-
sue never made it to the news.

Countries that perceive privacy differently (see Whitman 2004, p.1159) may address the right
to privacy also differently in, for example, legislation. It has been argued that continental eti-
quette is overwhelmingly about ‘the presentation of self in everyday life’, just like continental
privacy law” (emphases on one’s dignity: Whitman 2004, p.1168). In the U.S. the core pri-
vacy right is the right to freedom from intrusions by the state, especially in one’s own home
(emphases on one’s liberty: Whitman 2004, p.1161). Although Americans and Europeans do
sometimes arrive at the same conclusions, he argues, they have different starting points and
different ultimate understanding of what counts as a just society (Whitman 2004, p.1163). As
a result there are two different cultures of privacy, which are home to different intuitive sen-
sibilities, and which have produced two significantly different laws of privacy (Whitman
2004, p.1160).

Europeans trust government more than the private sector with personal information (Whit-
man 2004, p.1193). This may explain why government in Europe quietly can tap people’s
telephones: in Europe compared to the US and other Anglo-Saxon countries a suggested rate
of thirty times more taps are placed in Germany and 130 times more in the Netherlands (see
Albrecht et al. 2003, p.7). It may further explain why in the U.S. law enforcement and na-
tional security agencies need a court order to tap a phone, while in the Netherlands consent
of the responsible Magistrate (Rechter-commissaris) is also required for law enforcement taps,
but only consent of the Minister for national security purposes.

In some cultures men have no physical defence against the outside world. The result is that
their defences are mostly psychological (e.g., hide their feelings, emotional restraint, a lack of
candour in both speech and behaviour (Westin 1967, p.16). Similatly, the use of Closed Cir-
cuit TV can be considered in one country as a way to protect public safety, while in another
as infringing the right to privacy. In this respect, it has been argued that what is important is
not what the technology does, but rather how it fits into cultural practice (Palen et al. 2003).

2.4.4 Changing attitudes towards privacy

Privacy is a living, continuously changing thing dependent on socio-cultural factors (Koops
and Leenes 2005, p.132). We regulate privacy so it is sufficient for serving momentary needs
and role requirement) (see Margulis 2003 referring to Westin 1967). At least five factors drive
privacy concerns (Margulis 2003, 250; Westin 2003; Koops and Leenes 2005, p.133):

1. new technologies and their uses by government and businesses;
social climate and public attitudes;
interest group activities and policy debates;
organizational policies and legislation, and
the fading importance of national boundaries.

Rl

Koops and Leenes (2005, p. 149) foresee a significant impact of technology on location pri-
vacy expectations:
“because technology is developing, so is the reasonable expectation of privacy sur-
rounding technology. After all, there is less expectation of privacy when surfing the



Internet than when watching television at home or walking streets that have clearly
visible 24-hour camera surveillance. Likewise, the case of location data suggests that
perhaps in the not too far-away future, people’s movements may also lose the rea-
sonable expectation of privacy since localization is becoming an increasingly com-
mon side-effect of technology.”

They further note especially in the context of privacy a considerable lack of awareness
among the general public of the potential (mis)uses of technologies: they can and will be
used against you (Koops and Leenes 2005, p.181; see also O’Harrow 2005).

2.5 Conclusion

Privacy exists and performs in many shapes and sizes. Although some, mostly privacy schol-
ars, warn for the impact of the loss of privacy, many regular citizens ignore these warnings,
either because they are ignorant, unaware, or unable to oversee the consequences of the loss
of something that remains a vague concept and which does not need to protect those that
have nothing to hide.

This chapter has primarily built on privacy literature exploring the concept of privacy, aiming
to make it a concept more easy to capture. It has explained the critical function privacy may
have in society, and more theoretically its definition, explained its different stages, the differ-
ent privacy rights, and privacy perceptions, including changing attitudes towards privacy. De-
spite the difficulties to establish exact boundaries around privacy several conclusions can be
drawn from the literature review.

In western societies, the limited access approach is commonly used as a concept to capture
privacy. This approach emphasizes the autonomous individual, choice and control, and social
relationships as voluntary or as barriers to independence. The control over access to self and
over the information about someone are central. The extent to which individual’s privacy
needs are satisfied depends on a variety of factors: the context, culture and the individual’s
perception of privacy.

In following chapter we will see how the right to privacy is embedded in international treaties
and legislation and how privacy has been balanced with other interests of society. We will
then in chapter 4 focus on location privacy.



3 Privacy as a fundamental human right

Privacy is a fundamental human right as being recognized by international law such as the
United Nations’ International Bill of Human Rights and the (European) Convention for the
Protection of Human Rights and Fundamental Freedoms of the Council of Europe (ECHR).
In addition, specific international and national legislation has been developed to protect the
privacy of individuals in the processing of their personal information. The rules of the Or-
ganisation for Economic Co-operation and Development (OECD) for data protection and
Convention nr 108 of the Council of Europe are examples of such legislation.

In this chapter, we analyse the body of international legislation most relevant for this study.
We analyse the general privacy principles undetlying the treaties, conventions, opinions,
guidelines, and rulings of the European Court of Human Rights (EctHR). Focus is both on
privacy as a human right and privacy with respect to personal data protection.

3.1 United Nations

The United Nations’ International Bill of Human Rights consists of the Universal Declara-
tion of Human Rights, the International Covenant on Economic, Social and Cultural Rights,
and the International Covenant on Civil and Political Rights ICCPR) and its two Optional
Protocols. Privacy is addressed in the Universal Declaration of Human Rights (article 12),
and the ICCPR (article 17)". They were further developed by the UN Economic and Social
Council in the Siracusa principles.

3.1.1 Universal Declaration of Human Rights (1948)
Article 12 of the Universal Declaration of Human Rights reads:”

“No one shall be subjected to arbitrary interference with his privacy, family, home or
correspondence, nor to attacks upon his honour and reputation. Everyone has the
right to the protection of the law against such interference or attacks.”

The Universal Declaration of Human Rights contains a general provision applicable to all the
rights provided for in the Declaration authorizing restrictions on their exercise. It affirms
that the exercise of a person's rights and freedoms may be subject to certain limitations,
which must be determined by law, solely for the purpose of securing due recognition of the
rights and freedoms of others and of meeting the just requirements of morality, public order
and the general welfare in a democratic society. Thus, certain safeguards provided, national
security may be a cause to limit the right to privacy. It does not distinct or put an order be-
tween different human rights. The Declaration does not contain a special enforcement re-
gime.

3.1.2 International Covenant on Civil and Political Rights (1976)

The International Covenant on Civil and Political Rights (ICCPR) addresses privacy in its’
article 17:
1. No one shall be subjected to arbitrary or unlawful interference with his privacy,
family, home or correspondence, nor to unlawful attacks on his honour and reputa-
tion.

" Website OHCHR 2

2 Adopted by the United Nations in 1948.



2. Everyone has the right to the protection of the law against such interference or at-
tacks.

The ICCPR distinct three types of human rights™:

- absolute human rights: rights that never may be suspended or limited, even in emer-
gency situations®;

- normal rights: rights which may be limited or suspended in cases of officially pro-
claimed public emergencies, which threaten the life of the nation;

- restrictable rights: rights which shall not be subject to any restrictions except those
which are prescribed by law and are necessary to protect national security, public or-
der, or the rights and freedoms of others.”

(website OHCHR)

Privacy, i.e. the prohibition of arbitrary or unlawful interference with an individual's privacy,
family, home or correspondence, and of unlawful attacks on his honour and reputation (art.
17), is a normal right under the ICCPR.

A special Human Rights Committee monitors the implementation of the ICCPR by its
state’s parties. The Committee may consider inter-state complaints and States must report
whenever the Committee requests (usually every four years). The Committee examines each
report and addresses its concerns and recommendations to the State party in the form of
"concluding observations” (website OHCHR).

The Human Rights Committee has addressed the issue of surveillance measures in General
Comment 16, §8: “Surveillance, whether electronic or otherwise, interceptions of telephonic,
telegraphic and other forms of communication, wire-tapping and recording of conversations
should be prohibited” (see website University of Minnesota). Despite this strict language, the
concluding comments to various State reports make it clear that surveillance measures are
permissible when strictly controlled and overseen by independent, preferably judicial, bodies
(Zoller 2004, p. 482 referring to Concluding Comments on Poland, UN doc.
CCPR/C/79/Add. 110 (1999); Concluding Comments on Zimbabwe, UN doc.
CCPR/C/79/Add. 89 (1998); Concluding Comments on Lesotho, UN doc.
CCPR/C/79/Add. 106, 24 (1999)).

3.1.3 Siracusa principles (1984)

The Siracusa principles are the result of a meeting of 31 experts in international law. They
met in Siracusa, Sicily, in 1984 to consider the limitation and derogation provisions of the
ICCPR.

They agreed that in time of public emergency which threatens the life of the nation and the
existence of which is officially proclaimed, countries may take measures derogating from the
obligations of the Covenant (article 4.1 Covenant). The right to privacy is one of the rights
which can only be derogated from in a stage of emergency.

® The International Covenant on Civil and Political Rights (1966) entry into force 23 March 1976. The Covenants, by their
nature as multilateral conventions, are legally binding only on those States, which have accepted them by ratification or
accession. [] Judges of the International Court of Justice have occasionally invoked principles contained in the Interna-
tional Bill of Human Rights as a basis for their decisions (website OHCHR 3).

* Loof (2005, 188), however, argues that in a state of emergency none of the fundamental rights are absolute: not all cir-
cumstances justify that fundamental rights should prevail over other interests of the community.

® These typically include a phrase like “No restrictions may be placed on the exercise of this right other than those im-
posed in conformity with the law and which are necessary in a democratic society in the interests of national security or
public safety, public order (ordre public), the protection of public health or morals or the protection of the rights and free-
doms of others.”



The Siracusa Principles on the Limitation and Derogation of Provisions in the ICCPR® fur-
ther developed the ICCPR. They stress that (article 10):
“Whenever a limitation is required in the terms of the Covenant to be "necessary," this term
implies that the limitation:

(a) is based on one of the grounds justifying limitations recognized by the rele-

vant article of the Covenant,

(b) responds to a pressing public or social need,

(c) pursues a legitimate aim, and

(d) is proportionate to that aim.
Any assessment as to the necessity of a limitation shall be made on objective considerations.”

3.1.4 Summary of United Nations privacy principles

The United Nations has developed general principles on the right to privacy. Privacy is ad-
dressed in the Universal Declaration of Human Rights (article 12), and the ICCPR (article
17). It can be assessed to be a right that can only be derogated from in time of public emer-
gency which threatens the life of the nation and the existence of which is officially pro-
claimed. In a time of emergency the right to privacy can be limited only if the limitation is
necessary and assessed on objective considerations and proportionate to the aim of over-
coming the public emergency. Surveillance is permitted only when strictly controlled and
overseen by independent bodies.

3.2 OECD principles for personal data processing (1981)

Within the United Nations’ framework privacy as a human right is recognized. The frame-
work has not further developed the right, for example, for personal data protection. For the
use of personal data in computerized systems, the Organisation for Economic Co-operation
and Development (OECD) developed specific guidelines, which would help to harmonise
national privacy legislation and, would prevent interruptions in international flows of data.
They represent a consensus on basic principles which can be built into existing national legis-
lation, or serve as a basis for legislation in those countries which do not yet have it. The
Guidelines, in the form of a Recommendation by the Council of the OECD, were adopted
and became applicable in 1980 (preface of the OECD Guidelines on the Protection of Pri-
vacy and Transborder Flows of Personal Data). In 1998, the OECD Ministers recognised
that the 1980 Privacy Guidelines were still applicable in that they ‘represent international
consensus and guidance concerning the collection and handling of personal data in any me-
dium, and provide a foundation for privacy protection on global networks” (OECD Ministe-
rial Declaration on Privacy on Global Networks 1998 (website OECD Ottawa)).

6 United Nations, Economic and Social Council, U.N. Sub-Commission on Prevention of Discrimination and Protection of
Minorities



The OECD guidelines apply to personal data, whether in the public or private sectors,
which, because of the manner in which they are processed, or because of their nature or the
context in which they are used, pose a danger to privacy and individual liberties (article 2
OECD).

The eight basic principles are:

1.

8.

the collection limitation principle; There should be limits to the collection of pet-
sonal data and any such data should be obtained by lawful and fair means and, where
appropriate, with the knowledge or consent of the data subject (article 7 OECD).

the data quality principle; Personal data should be relevant to the purposes for which
they are to be used, and, to the extent necessary for those purposes, should be accu-
rate, complete and kept up-to-date (article 8 OECD).

the purpose specification principle; The purposes for which personal data are col-
lected should be specified not later than at the time of data collection and the subse-
quent use limited to the fulfilment of those purposes or such others as are not in-
compatible with those purposes and as are specified on each occasion of change of
purpose (article 9 OECD).

the use limitation principle; Personal data should not be disclosed, made available or
otherwise used for specified purposes other than those specified in accordance with
principle 9 of the OECD (see above) except: a) with the consent of the data subject;
ot b) by the authority of law (article 10 OECD).

the security safeguards principle; Personal data should be protected by reasonable se-
curity safeguards against such risks as loss or unauthorised access, destruction, use,
modification or disclosure of data. (article 11 OECD)

the openness principle; There should be a general policy of openness about devel-
opments, practices and policies with respect to personal data. Means should be read-
ily available of establishing the existence and nature of personal data, and the main
purposes of their use, as well as the identity and usual residence of the data control-
ler. (article 12 OECD)

the individual participation principle; An individual should have the right:
a) to obtain from a data controller, or otherwise, confirmation of whether or
not the data controller has data relating to him;
b) to have communicated to him, data relating to him:
1. within a reasonable time;
2. ata charge, if any, that is not excessive;
3. in a reasonable manner; and
4. in a form that is readily intelligible to him;
c) to be given reasons if a request made under subparagraphs (a) and (b) is de-
nied, and to be able to challenge such denial; and
d) to challenge data relating to him and, if the challenge is successful, to have
the data erased, rectified, completed or amended. (article 13 OECD)

the accountability principle; A data controller should be accountable for complying
with measures which give effect to the principles stated above. (article 14 OECD)



Exceptions to the Principles include those relating to national sovereignty, national security
and public policy. These restrictions should be: a) as few as possible, and b) made known to
the public (article 4 OECD).

The OECD guidelines have been used as the starting point in the development of interna-
tional legislation concerning personal data processing in OECD member counttries.

3.3 Council of Europe privacy principles

The Council of Europe seeks to develop throughout Europe common and democratic prin-
ciples based on the (European) Convention for the Protection of Human Rights and Fun-
damental Freedoms (further ECHR) and other reference texts on the protection of individu-
als (website Council of Europe). It requires contracting parties to implement the principles
set forth by the Convention. It has 47 European countries as member, and one applicant
country (Belarus).

The ECHR, article 8, provides the general legal basis for the right to privacy. Article 8 reads:

1. Everyone has the right to respect for his private and family life, his home and his
correspondence.

2. There shall be no interference by a public authority with the exercise of this right ex-
cept such as is in accordance with the law and is necessary in a democratic society in
the interests of national security, public safety or the economic well-being of the
country, for the prevention of disorder or crime, for the protection of health or mor-
als, or for the protection of the rights and freedoms of others.

The Council of Europe detailed the right to privacy specifically for personal data processing
through the Convention for the Protection of Individuals with regard to Automatic Process-
ing of Personal Data (Convention no. 108). The Committee of Ministers has adopted in 2002
the ”Guidelines on human rights and the fight against terrorism”. Also they are included in
this section.

3.3.1 Convention for the Protection of Human Rights and Fundamental Freedoms

Similar to the United Nations’ legislation, the ECHR also distinguishes absolute, normal and
restrictable rights (IPTS 2003, 141). The Convention recognizes that absolute rights must be
respected even when in times of emergency when derogations to other rights are justified
(art. 15(2)). Absolute human rights are the right to life (art. 2), prohibition of torture (art. 3),
prohibition of slavery (art. 4(1)), and no punishment without law (art. 7). Normal rights are
rights, which can be derogated from, only in times of emergency (art. 15(1)). These are the
right to liberty and security (art. 5), the right to a fair trial (art. 6). Finally, the Convention
recognizes rights, which can be legitimately restricted in terms of emergency but also under
some specified conditions (IPTS 2003, 141). These are the right to respect for private and
family life (art. 8), freedom of thought, conscience and religion (art. 9), freedom of expres-
sion (art. 10), and the freedom of assembly and association (art. 11).

Where the UN places the right to privacy as a normal right (i.e. only restrictable if the life of
the nation is threatened), the ECHR categorizes it as a less absolute human right. Therefore,
it can be argued that at the European level, privacy is a relatively weak fundamental right
(IPTS 2003, 141). In addition, the UN absolute right of freedom of thought, conscience and
religion is in the European context only a restrictable right. The implications of these differ-
ences are unclear.
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Human right
Rights to life

Freedom from torture

Freedom from slavery

Protection from imprisonment for debt

Freedom from retroactive penal laws

Right to recognition as a person before the law

Freedom of thought, conscience and religion

Right not to be subjected to arbitrary arrest or detention
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Right that all persons deprived of their liberty are to be treated with
humanity

z
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The equality of all persons before the courts and tribunals and for
guarantees in criminal and civil proceedings

The prohibition of arbitrary or unlawful interference with an individ- N R
ual's privacy, family, home or correspondence, and of unlawful attacks
on his honour and reputation

The enjoyment of the highest attainable standard of physical and men- R -
tal health

Freedom of opinion and expression

Right of peaceful assembly

A=
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Right to freedom of association

Table 3.1: Categorization of human rights by UN and EU compared

(A= absolute right; N= normal right; R= restrictable right)

3.3.2 European Personal Data Processing Protection: Council of Europe’s Conven-
tion for the Protection of Individuals with regard to Automatic Processing of
Personal Data (Convention no. 108)

This Convention is the result of the process dating back to 1968 when the ECHR and do-
mestic law were assessed to offer inadequate protection to the right of personal privacy with
regard to ‘modern society and technology’ (see Explanatory report Convention 108).
Convention 108 may be regarded as an extension of the ECHR. It should result in a har-
monisation of the laws of the contracting states and hence decrease the possibility of con-
flicts of law or jurisdiction (Explanatory report).

In 1980, it was decided not to incorporate a provision on the protection of personal data in
the ECHR. Instead, it provides clear and precise indications on the purpose to be achieved
by each principle, but leaves to each country, the manner of implementing it in its domestic
law (Explanatory report). The Convention was not designed to be self-executing with the re-
sult that individual rights cannot be detived from it. Further, the Explanatory report reads
that it should be left to each State to determine the nature of sanctions and remedies (civil,
administrative, criminal).

The purpose of the Council of Europe’s Convention for the Protection of Individuals with
regard to Automatic Processing of Personal Data (Convention 108) is to secure respect for
every individual’s rights and fundamental freedoms, and in particular his right to privacy,
with regard to automatic processing of personal data relating to him (see art. 1 Convention
108). The focus is on the processing of personal data. Article 5 of Convention 108 provides
the general principles for data processing (the ‘common core’).




“Personal data undergoing automatic processing shall be:

a. obtained and processed fairly and lawfully;

b. stored for specified and legitimate purposes and not used in a
way incompatible with those purposes;

c. adequate, relevant and not excessive in relation to the purposes
for which they are stored,;
accurate and, where necessary, kept up to date;

e. preserved in a form which permits identification of the data
subjects for no longer than is required for the purpose for
which those data are stored”

Further, article 7 rules that appropriate security measures shall be taken for the protection of
personal data stored in automated data files against accidental or unauthorised destruction or
accidental loss as well as against unauthorised access, alteration or dissemination. Article 8
provides the data subject rights to establish the existence of an automated personal data file,
the right to rectify personal data, and to have a remedy if his request is not complied with.
Convention 108 allows for derogation from the ‘privacy principles” when such dero-
gation is provided for by the national law and constitutes a necessary measure in a democ-
ratic society in the interests of: protecting State security, public safety, the monetary interests
of the State or the suppression of criminal offences, and protecting the data subject or the
rights and freedoms of others (art. 9(2) Convention 108).
Convention 108 has been assessed to be rather unimportant and not very influential with re-
gard to the right to private life of Article 8 ECHR: “[..] the Strasbourg Court and Commis-
sion have paid very little attention to ‘their own’ Council of Europe’s Treaty 108” (IPTS
2003, 123). Exception may be the judgment in Rofaru in which the European Court of Hu-
man Rights used the Convention 108’s broad interpretation of personal data in its decision
whether the case involved personal data.

3.3.3 Guidelines on human rights and the fight against terrorism

In the Guidelines on human rights and the fight against terrorism adopted by the European
Committee of Ministers in 2002 (EU 2002) privacy and the fight against terrorism are ad-
dressed in articles V and VI. Article V requires appropriate provisions of domestic law, pro-
portionality to the aim for which the collection and the processing were foreseen, and allows
for supervision by an external independent authority. In article VI it is explicitly stated that it
must be possible to challenge before a court the lawfulness of measures used in the fight
against terrorism that interfere with privacy.

3.4 European Court of Human Rights

The European Court of Human Rights (ECtHR) is the authority that rules on the extent to
which the right to privacy may be intruded for purposes of national security, among others.
It oversees the implementation of the ECHR. The contracting countries undertake to abide
by the final judgment of the ECtHR in any case to which they are parties (art. 46(1) ECHR).
The final judgment of the ECtHR shall be transmitted to the Committee of Ministers, which
shall supervise its execution (art. 46(2) ECHR).

The ECtHR’s rulings on article 8 ECHR have developed a rather solid framework further
specifying and explaining article 8. Data protection and privacy issues or aspects can also be
found in the Articles 5, 6, 10 and 13 ECHR. In this section we evaluate several key judg-



ments that provide the framework for balancing privacy with national security interests. In
its’ rulings, the ECtHR has developed upon the requirements that an intrusion of the right of
privacy should be ‘in accordance with the law’ and ‘necessary in a democratic society’ (see ar-
ticle 8.2 of the Convention). Building on the ECtHR’s judgments, this section summarises
how article 8.2 should be interpreted. It should be noted that the ECtHR has rarely ad-
dressed location privacy in the context of mobile devices.

However, the ECtHR has ruled consistently on the use of other privacy intruding means
such as wiretapping. These requirements would also apply to the use of location technology
for national security purposes.

3.41 ECtHR’s interpretation of the concept of privacy

In his assessment of ECtHR rulings on privacy, Buruma (2001) noted the following key
judgments on the ECtHR’s interpretation of privacy. The ECtHR has stated that the essen-
tial object of article 8 is to protect the individual against arbitrary action by the public au-
thorities (Kroon).

In Niemietz the ECtHR further stressed that “it would be too restrictive to limit the notion
(of private life) to an ‘inner circle’ in which the individual may live his own personal life as he
chooses and to exclude there from entirely the outside would not encompassed within that
circle”.

In addition, a reasonable expectation of privacy may be of interest (see Halford). Although
this was later indicated to be only one of the criteria to be used in an assessment of privacy
infringement (see P.G. and |.H.). In Luedi, the ECtHR stated that a person involved in crimi-
nal activities is entitled to a lesser expectation of privacy. Concerning phone calls at work, the
ECtHR ruled that employees have a reasonable expectation of privacy when making phone
calls. An employer monitoring phone calls was an interference with article 8 ECHR (Halford).

3.4.2 Private and family life, home and correspondence (communications)

Article 8’s Private and family life, home and correspondence relates to homes, but also of-
fices and business premises, communication such as correspondence by mail but also tele-
phone, fax and internet use, and thus covers telephone tapping, strategic monitoring, and
storage of information, among others (Myjer 2007).

In Peck the ECtHR reiterated that elements such as gender identification, name, sexual orien-
tation and sexual life are protected by Article 8. Article 8 also protects a right to identity and
personal development, and the right to establish and develop relationships with other human
beings and the outside world and it may include activities of a professional or business na-
ture. The ECtHR identifies a zone of interaction of a person with others, even in a public
context, which may fall within the scope of ‘private life’ (Peck).

The ECtHR has also addressed the extent to which phone calls fall within the scope of arti-
cle 8. The ECtHR holds that “tapping and other forms of interception of telephone conver-
sations constitute a serious interference with private life” (Kgpp §72). Telephone calls made
from business premises as well as from the home may be covered by the notions of "private
life" and "correspondence” within the meaning of Article 8.1 (see Klass; Malone § 64; Huvig;
Niemietz §§ 29-33; Halford §44). In Weber, the ECtHR also hold the ubiquitous monitoring of
satellite telephone conversations as an interference of article 8. Thus, (cell) phone conversa-
tions are within the scope of article 8. But is this also applicable to the location of the (cell)
phone? The ECtHR has not (yet) addressed this aspect.

It has distinguished between measures effected outside a person’s home or private premises
and measures effected in public spaces. The ECtHR ruled that walking in public areas such



as a street implies that one is visible to any member of the public present in that same space.
The ECtHR considers the monitoring by technological means of the same public scene (for
example, a security guard viewing through closed-circuit television) of a similar character.
However, once any systematic or permanent record comes into existence of such material
from the public domain, private life considerations may arise (P.G. and |.H. § 57).

In the context of photographic equipment recording the visual data, the systematic monitor-
ing of a specific individual in public space gave rise to an interference with the individual's
private life (see, for example, Herbecg § 92).

In both Rotarn and Amann the compilation of data by security services on particular individu-
als (even without the use of covert surveillance methods) constituted an interference with the
applicants' private lives (Rozaru §§ 43-44, and Amann §§ 65-67).

Based on the above, it is most likely that there are instances where the tracing and tracking of
location information of the cell-phone can be considered as an interference with article 8. In
judging whether there is a privacy interference, the location (public or private space), the du-
ration and way (systematic or not) of the processing manners. Also what one is doing in pub-
lic space (participating in a public event), being a public figure, or whether one is charged
with or convicted of an offence may be relevant.

3.4.3 When is interference justified?

When is interference with the private life and communications justified? Article 8(2) of the
ECHR provides the basis for the ECtHR’s rulings. The ECtHR’s judgments take into ac-
count whether:

- the interference is in accordance with the law, and

- the interference is necessary in a democratic society.

Where the ECtHR finds a measure is not ‘in accordance with the law’ it does not proceed to
assess whether the requirements of ‘necessary in a democratic society’ are being adhered to.

3.4.3.1 Whether an interference is ‘in accordance with the law’

In the ECtHR’s settled case-law, ‘in accordance with the law’ not only requires the measure
to have some basis in domestic law, it should be adequately accessible to the person concerned and
Soreseeable as to its effects (see Rotaru §52). It also refers to the quality of the law in question:
the law must be compatible with the rule of law; it must provide effective remedies against arbi-
trary interference by public authorities with the privacy rights of Article 8. This especially ap-
plies if the law provides (wide) discretionary powers to administrative or judicial forces (Loof
2005, p.210). Article 13 of the Convention requires that these remedies are ‘effective’ in prac-
tice as well as in law (Rotaru §67).



In accordance with the law

1. Impugned measure has some basis in domestic law

2. 'The law is accessible to the person concerned

3. The law is foreseeable as to its effects to the person concerned

4. The law is compatible with the rule of law: it provides effective remedies
(both in practice as in law) against arbitrary interference by public au-

thorities:

- authority carrying out the control needs to be sufficiently in-
dependent (preferably with representatives of parliament in-
cluding the opposition), and

- vested with sufficient powers and competence to exercise an
effective and continuous control

Accessibility

The law must be adequately accessible: the citizen must be able to have an indication that is
adequate in the circumstances of the legal rules applicable to a given case (Sunday Tinmes §49;

Silver {§87-88).

Foreseeability

The consequences of the law must be foreseeable for the individual concerned (see Malone,
§ 67). Thus, the domestic law must be sufficiently clear in its terms to give citizens an ade-
quate indication as to the circumstances in and conditions on which public authorities are
empowered to resort to any such secret measures’ (see Malone § 67; Leander §§ 50-51; Kahn
2000, § 27; Halford 1997, § 49).

The requirement of foreseeability in the special context of national security, cannot be the
same as in many other contexts. “The requirement of foreseeability cannot mean that an in-
dividual should be enabled to foresee when the authorities are likely to intercept his commu-
nications so that he can adapt his conduct accordingly” (Malone § 67; Leander § 51). In spe-
cific instances it is appropriate to not inform individuals about the existence of personal data
within national security and intelligence agencies. “On this point, the Court, [], recalls the
necessarily limited effectiveness that can be required of any remedy available to the individual
concerned in a system of secret secutity checks” (Leander § 82).

Principle: Interference for national security purposes must have some basis in do-
mestic law, Iaw must be accessible to all, and the means of interference should be
foreseeable for citizens.

The law is compatible with the rule of law

The ECtHR has ruled that interference can only be regarded as ‘in accordance with the law’
if the particular system of secret surveillance adopted contains effective and adequate guaran-
tees against abuse (Malone §§ 49-50; Klass §§ 49-50; Leander §60). This is because of the in-
herent secrecy of the exercise of such secret powers which carry with them a danger of abuse

" “Domestic law” may be taken in a wide sense, i.e. not only legislation but also appropriate or specific regulations or ad-
ministrative directives, as long as the necessary level of protection is secured” (Explanatory report Convention 108; see
also Leander §51).



of a kind that is potentially easy in individual cases and could have harmful consequences for
democratic society as a whole (Malone §50).

Interference with an individual’s rights should be subject to an effective control, especially
when the interferences involve secret surveillance by intelligence services. This should nor-
mally be assured by the judiciary, at least in the last resort, since judicial control offers the
best guarantees of independence, impartiality and a proper procedure (Kiass §§55-56; Segerstedt
§76; Leander §50; Malone §67). The independent ‘authority’ may not necessarily in all instances
be a judicial authority. But the powers and procedural guarantees the authority possesses are
relevant in determining whether the remedy is effective (Rofaru §69; Segersteds §117). Further-
more, where secret surveillance is concerned, objective supervision may be sufficient as long
as the measures remain secret. It is only once the measures have been divulged that legal
remedies must become available to the individual (Rofarn §69; Segerstedt §117; Weber §135;
Klass §58; Leander §606).

In Leander, a controlling authority lacking the power to render a legally binding decision, and
which only exercises general supervision and does not have specific responsibility for inquir-
ies into secret surveillance or into the entry and storage of information on the Secret Police
register were not considered by the ECtHR to be effective within the meaning of Article 13
of the Convention (Segerstedt § 118).

In Klass, the ECtHR provides guidelines for adequate measures against abuse:

“Review of surveillance may intervene at three stages: when the surveillance is first or-
dered, while it is being carried out, or after it has been terminated. As regards the first two
stages, the very nature and logic of secret surveillance dictate that not only the surveillance
itself but also the accompanying review should be effected without the individual’s
knowledge. Consequently, since the individual will necessarily be prevented from seeking
an effective remedy of his own accord or from taking a direct part in any review proceed-
ings, it is essential that the procedures established should themselves provide adequate
and equivalent guarantees safeguarding the individual’s rights.”

The assessment of adequate and effective guarantees against abuse has only a relative charac-
ter: “it depends on all the circumstances of the case, such as the nature, scope and duration
of the possible measures, the grounds required for ordering such measures, the authorities
competent to permit, carry out and supervise such measures, and the kind of remedy pro-
vided by the national law” (K/ass; see also Weber §106; Kamerstukken 22036 nr. 6).

Adequate safeguards for secret phone tapping

In a recent case, the ECtHR found the German remedy for ubiquitous monitoring of satellite
telephone conversations effective (Weber §152-156). The Federal Minister is empowered to
decide on the use of intrusive means by the Federal or state prime minister. The independent
parliamentary Supervisory Board, consisting of members of parliament, including members
of the opposition needs to be informed at least every six months about the implementation
of the law. Further, the independent Supervisory Commission has to authorize surveillance
measures and has substantial power in relation to all stages of interception (Weber §§117,24;
cf. Segerstedt §118). Moreover, monitoring needs to be discontinued immediately once the
conditions set out in the monitoring order are no longer fulfilled or the measures themselves
are no longer necessary (Weber {110).

In Weber, the ECtHR acknowledges that it is essential to have clear, detailed rules on inter-
ception of telephone conversations, especially as the technology available for use is continu-
ally becoming more sophisticated (Weber reterring to Kopp 72, and Valenzuela Contreras §40).



In its case-law on secret measures of surveillance, the ECtHR has developed the following
minimum safeguards that should be set out in statute law to avoid abuses of power:

e the nature of the offences which may give rise to an interception order;

e adefinition of the categories of people liable to have their telephones tapped,;

e alimit on the duration of telephone tapping;

e the procedure to be followed for examining;

e using and storing the data obtained;

e the precautions to be taken when communicating the data to other parties; and

e the circumstances in which recordings may or must be erased or the tapes destroyed
(Weber §95; Huvig §34; Amann §76; 1 alenzuela Contreras §46; and Prado Bugallo §30).

We may conclude that effective remedy requires that the authority carrying out the control
needs to be sufficiently independent (preferably with representatives of parliament including
the opposition), and vested with sufficient powers and competence to exercise an effective
and continuous control (cf. Kiass §56; see also Loof 2006).

Principle: Interference is only allowed if adequate and effective guarantees against
abuse exist.

3.4.4 Whether an interference is necessary in a democratic society

The interference should be necessary in a democratic society. Again article 8-2 of the Con-
vention provides the foundation®. For such interference the following applies (see Siler):

- a fair balance must be struck between the demands of the general interest of
the community (a pressing social need) and the requirements of the protec-
tion of the individual’s fundamental rights;

- the interference should be proportionate to the legitimate aim pursued.

On both issues member states do have a margin of appreciation.

The ECtHR may assess whether a fair balance was struck between the demands of the gen-
eral interest of the community and the requirements of the protection of the individual’s
fundamental rights.

Principle: A fair balance that has to be struck between the demands of the general in-
terest and the interest of the individual.

The interference is proportionate to the legitimate aim pursued

According to the ECtHR’s settled case law, a legitimate aim needs to be pursued, and there
should be a "reasonable relationship of proportionality between the means employed and the
aim sought to be realised" (Marckx §33, Dudgeon §53; Norris; Belgian Linguistic case). 1f the aim
sought can be realized with alternative less intrusive means, the ECtHR finds the intrusion
disproportionate (Olsson §83, Hatton §97) °. This principle is also known as the subsidiary
principle.

In Erdem, the ECtHR acknowledged that a precisely worded provision, specifying the cate-
gory of persons whose correspondence must be monitored, in addition to restrictions on the

8 “There can be no doubt as to the necessity, for the purpose of protecting national security, for the Contracting States to
have laws granting the competent domestic authorities power” (Leander § 59)

® Loof (2005, 214) holds that the Court considers in the proportionality decision partly the way other countries are address-
ing similar issues.



use of the measure were such that interference in the communication between prisoner and
layer were not disproportionate to the legitimate aims pursuit.

In Weber, the ECtHR ruled for the transmission of personal data obtained by general surveil-
lance measures without any specific prior suspicion to allow the institution of criminal pro-
ceedings against those being monitored a fairly serious interference with the right of these
persons to secrecy of telecommunications (Weber § 125).

However, national security needs do not prevail automatically. In Kiass, the ECtHR affirms
that the danger of a law allowing secret surveillance poses a threat of undermining or even
destroying democracy on the ground of defending it. Therefore, the European countries may
not, in the name of the struggle against espionage and terrorism, adopt whatever measures
they deem appropriate (Klass § 49). The ECtHR has accepted that the existing legislation
granting powers of secret surveillance is, under exceptional conditions, necessary in a democ-
ratic society in the interests of national security (Kiass § 48).

Proportionality and subsidiarity seem to be principles that are very context-specific and time-
dependent. The content of these principles seems to differ with the social and political de-
velopments (Nouwt et al. 2004, p.354).

Principle: Interference should be proportionate to the legitimate aim pursued.

3.4.5 Margin of appreciation

Provided the above, intelligence services can operate within certain boundaries provided by
the European framework. According to the ECtHR’s judgments, the requirements of morals
varies from time to time and from place to place, especially in our era and national govern-
ments are in a better position to assess what circumstances should be considered a pressing
social need which needs to be addressed with secret intelligence operations (Handyside, Dudg-
eon §52). Therefore, the ECtHR has accepted that national authorities make the initial as-
sessment of the pressing social need in each case, and the means to apply; accordingly, a
margin of appreciation is left to them. The scope of the margin of appreciation will depend
not only on the nature of the legitimate aim pursued but also on the particular nature of the
interference involved (Leander § 59). In circumstances of national security, the ECtHR has
accepted that the margin of appreciation available to the respondent country in assessing the
pressing social need, and in particular in choosing the means for achieving the legitimate aim
of protecting national security, is a wide one (see Leander §59; Weber §1006).

However, the decision of a national authority remains subject to review by the ECtHR
(Dudgeon §49). In this respect, Arai-Takahashi (2002, p.83) argues that demonstrating good
faith may be sufficient for national authorities to uphold their action. However, the ECtHR
disagreed. It stresses that ECtHR’ s oversight is not limited to ascertaining whether the re-
spondent State exercised its discretion reasonably, carefully or in good faith. It also has to de-
termine under Article 11 whether the interference is ‘proportionate to the legitimate aim pur-
sued’ and whether the reasons adduced by the national authorities to justify it are ‘relevant
and sufficient’ (Refah Partisi 2003).



3.4.6 Conclusions ECtHR

Measures interfering with the right to privacy as provided in article 8 of the ECHR and as in-
terpreted by the rulings of the ECtHR must have some basis in law, accessible to the person
concerned, foreseeable as to its effects, balanced against the interest of the individual, strictly
proportionate to the intended purpose and should be subject to adequate safeguards.

Principle 1: Interference for national security purposes must have some basis in do-
mestic law, law must be accessible to all, and the means of interference should be
foreseeable for citizens.

Principle 2: A fair balance has to be struck between the demands of the general inter-
est and the interest of the individual.

Principle 3: Interference should be proportionate to the legitimate aim pursued.

Principle 4: Interference is only allowed if adequate and effective guarantees against
abuse exist.

3.5 Privacy law in the European Union

The right to privacy in the EU Member States have their basis in the ECHR. Also many di-
rectives implement or specify the requirements for processing personal data of the ECHR
such as the criteria of legality, legitimacy, subsidiary and proportionality (Koops and Leenes,
2005, p.127). These fair-processing standards are incorporated in the EU’s governing direc-
tives on data protection, among others'":
- Directive 95/46/EC of the European patliament and of the Council of 24 October
1995 on the protection of individuals with regard to the processing of personal
data and on the free movement of such data (data protection Directive);
- Directive 2002/58/EC concerning the processing of personal data and the protec-
tion of privacy in the electronic communications sector (Directive on privacy and
electronic communications).

Directive 95/46/EC is the general data protection directive. Directive 2002/58/EC particu-
larises and complements Directive 95/46/EC. These directives provide the legal framework
for private sector use of personal data, often including location data.

Member States may restrict the scope of Directive 95/46/EC and Directive 2002/58/EC for
the processing of personal data concerning public security, defence, State security (including
the economic well-being of the State when the processing operation relates to State security
matters) and the activities of the State in areas of criminal law (see art. 3.2 and art. 13 Direc-
tive 95/46/EC and art. 1.3 and art. 15 Directive 2002/58/EC). For example, national gov-
ernment may decide that personal data processed for commercial purposes must be accessi-
ble to law enforcement and intelligence agencies to address severe criminal acts or to protect
national security.

'° Further, the Charter of fundamental rights of the European Union addresses the privacy issue (article 7 and 8). How-

ever, the Charter was part of the draft European Constitution, which has not been ratified.



Although the data protection directives may not apply to data collection to protect the na-
tional security, the data quality and security articles may be guidelines for managing personal
data within intelligence services (see also IPTS 2003, 117).

3.5.1 Data quality measures

For data quality, the data protection directive rules that personal data should be collected for
specified, explicit and legitimate purposes and not further processed in a way incompatible
with those purposes (att. 6.1.b Directive 95/46/EC). The processing should further be ade-
quate, relevant and not excessive in relation to the purposes for which they are collected
and/or further processed (art. 6.1 ¢ Directive 95/46/EC).

The controller must also ensure that the processing of personal data is accurate and, where
necessary, kept up to date; every reasonable step must be taken to ensure that data which are
inaccurate or incomplete, having regard to the purposes for which they were collected or for
which they are further processed, are erased or rectified (art. 6.1 d Directive 95/46/EC; see
also Recital 26 Directive 2002/ 58/ EC).

Finally, the personal data must be kept in a form which permits identification of data sub-
jects for no longer than is necessary for the purposes for which the data were collected or for
which they are further processed (att. 6.1 e Directive 95/46/EC).

3.5.2 Security measures

Article 17 Directive 95/46/EC and atticle 4 of the Directive 2002/58/EC impose an obliga-
tion upon data controllers to implement appropriate technical and organizational measures
to protect personal data against accidental or unlawful destruction or unauthorised disclo-
sure. The measures can be organisational or technical (see art. 17.1 Directive 95/46/EC; att.
4.1 Directive 2002/58/EC).

Having regard to the state of the art and the cost of their implementation, such measures
shall ensure a level of security appropriate to the risks represented by the processing and the
nature of the data to be protected (art. 17.1, see also art. 4.1 Directive 2002/58/EC).

3.5.3 Independent supervision

Directive 95/46/EC (art. 28) arranges for an independent supetvisory authority with effec-
tive powers to intervene in the data processing.

3.5.4 Data processing principles extracted from Directives

Principles extracted from both Directives are (see also DPWP, 2007, p.7):

- specified purpose known before processing;

- use not incompatible with purpose;

- processing personal data should be fair: transparent what personal data is
processed and by whom;

- personal data is no longer processed than necessary;

- data is accurate and up to date if this is relevant for the purpose of process-
ing;

- data processing must be secure, and

- independent supervision with the power to intervene in the data processing



3.6 Conclusion

This chapter provides the findings of the study of relevant national and international legisla-
tion and case law. The United Nations, OECD and European privacy regimes clarify that
privacy is a fundamental right, but may be invaded by other rights that serve other (more ab-
solute) objectives of general interest recognized by a society. The right to privacy is in most
international treaties recognized as a fundamental human right. The right is, however, not
absolute. National security interests can justify a limitation to the right to privacy. This na-
tional security interest is acknowledged in all treaties as a legitimate purpose to interfere with
one’s privacy. The specific circumstances to interfere with the right to privacy depend on the
specific case. An analysis of the European Convention of Human Rights, Convention 108,
OECD principles, European Union Directives, judgments of the European Court of Human
Rights results in six general principles that need to be satisfied to interfere with the right to
privacy for purposes of national security (see also Westin 1967, p.370):

Principle 1: Interference for national security purposes must have some basis in domestic
law, law must be accessible to all, and the means of interference should be foreseeable for

citizens.

Principle 2: A fair balance has to be struck between the demands of the general interest and
the interest of the individual.

Principle 3: Interference should be proportionate to the legitimate aim pursued.

Principle 4: Interference is only allowed if adequate and effective guarantees against abuse
exist.

Principle 5: Guaranteed accuracy of the data for the purposes of use.
Principle 6: Individual participation in the process whenever possible.
The first four principles stem directly from the ECtHR’s interpretation of the ECHR. The

principles 5 and 6 ate addressed by Convention 108 requitements, OECD principles and
European Union directives. These principles are the basis for the analysis of the case-studies.



4 Location privacy

Chapter 2 focused on general concepts of privacy. In this chapter we will further develop the
concept with respect to location privacy. First, we provide background information on what
may be considered location information. This is followed by a section that assesses the sensi-
tivity of location data when they come to the scope of personal data. Then behaviour of us-
ers of location technology is addressed. Finally, a first attempt to categorize personal data
and location data relative to their sensitiveness or level of revealing aspects of someone’s pri-
vate life is presented.

4.1 Location information

Location information provides the position of someone or something at a certain point in
time and with certain accuracy. It links place, time, and attributes. Some attributes are physi-
cal or environmental in nature, while others are social or economic (Longley, 2001, pp. 64-
65). Location information may refer to the direction of travel, or to the identification of the
network cell in which the terminal equipment is located at a certain point in time (Directive
2002/58/EC recital Number 14).

In the context of this research location information “means any data processed in an elec-
tronic communications network, indicating the geographic position of the terminal equip-
ment of a user of a publicly available electronic communications service” (Article 2 (c) Direc-
tive 2002/58/EC). This includes the location area code, the cell-identity and the X/Y coot-
dinates of the cell to which the device was connected (see also Explanatory Memorandum
Decree ex article 28 WIV 2002).

Location privacy may be defined as: “the ability to prevent other parties from learning one’s
current or past location” (Beresford et al. 2003). It may also be defined as the ability to con-
trol the extent to which personal location information is being used by others.

The linkage of information to the earth gives information extra value. It makes the object or
subject easy to identify, and as a result easy to reach, and/ ot to determine the relative posi-
tion between two devices. For many purposes, we need to know where what is. In the past a
simple map was sufficient. With the increasing complexity of today’s world the complexity of
mapping also increases. Not only do we want to know more, we also want to know it more
precise, more up-to-date and presented in a user-friendly way so that also laymen can under-
stand it and use it. There is always a need to have access to answers to questions such as
where am I, where are you, and what is where? These questions can be linked to property is-
sues, situations of war, criminality, economic development, health, geographic planning, dis-
aster management, and many more. Moreover, modern technology allows for information
searches and analyses by geographic unit, making it extremely useful for geographic man-
agement and planning, for example disaster management purposes. In addition, both public
(execution of policies) and private sector (profiling) linking a geographic element to the at-
tribute may address the specific needs of the people in a geographic area more propetly (see
Rogers, 1993, p. 12). Longley (2001, p. 6) argues that almost all human activities and deci-
sions involve a geographic component, and the geographic component is important.

An example shows what value geographic information adds to §ust’ information. Imagine a
situation of Mr X. His income is €100,000, end of the story: we cannot approach him physi-
cally and exploit the information. The linkage of an address to Mr. X allows the public tax
office to send a tax form to his address, and the salesman of Mercedes-Benz a folder of its



latest models. He has now become more than his name; an asset that is easy to reach. When
we include his attributes in a database with all inhabitants of area Y, we can map the income
distribution, the distribution of sexes, or the distribution of people with a Mercedes-Benz.
Another example is in health care: the knowledge that there is a relation between the charac-
teristics of people and the likelihood for a disease is extremely valuable (see, for example,
Snow, 1855). The location of the disease helps to find them and cure or prevent the distribu-
tion of a disease. These examples can be applied to many more human activities and deci-
sions. Moreover, with data about a person's past and present locations, it is possible to im-
pute aspects of the person's (future) behaviour. Moreover, linking the data of multiple people
reveals human interactions, and behaviour patterns of groups (Clarke 2001, p.208). In this
way the location of a user provides important information to grasp the context of the user
(Lee et al. 2005, p.1006). Location information is also valuable for location-based services
because it implicitly conveys characteristics that describe the situation of a person (Gruteser
et al. 2004, p.13).
Location information of mobile devices is also useful for law enforcement or security and in-
telligence services; who was at the time of the ctime where, where did he go, with whom and
where is the suspect now (see, for example, Data Retention Directive 2006/24/EC, recital
11). Further, it may reveal the personal network of the suspect. In addition, location informa-
tion could easily facilitate data mining and discrimination, leading to a surveillance situation
where the control could even be performed by machines (IPTS 2003, 66). Examples of loca-
tion information use of mobile devices, so-called Location based services, ate

e Location services through Bluetooth (P.C. Hooftstraat scan) (see Tomesen 2007);

e To locate friends or stalk them (see Goldacre 2000) ;

e Find one when kidnapped (e.g., Bauer 2007);

e Keeping an eye on employees (Sciannamea 2004);

e Keeping an eye on your children;

e Locating people present near location of crime at time of crime committed;

e Mass message to all cell-phone in a certain area in instance of emergency, and

e Tleet management

4.2 How sensitive is location information?

Within a geographic context, privacy limitations will typically apply to the datasets with a
high level of detail where, for example, individual houses or addresses can be used to reveal
information about individuals. Small-scale datasets are often of such limited detail that it
does not provide the ability to link the geographic information to individuals: privacy issues
are not likely to limit the use of small-scale information. The Dutch data protection authority
considers data at the address level personal information (Registratickamer 1996; Kamerstuk-
ken 25892 no. 3; CBP 2007). Therefore, this information is subject to privacy legislation. Ini-
tially, data at the zip-code level was not considered to include personal data (Kamerstukken
25892 no. 6). However, later it was argued that data at the zip-code level should be consid-
ered personal data if one is treated differently due to the linkage to these zip-code level data
(see Kamerstukken 25892 no. 92¢). Location information extracted from a cell-phone loca-
tion may reveal at this zip code level where one has been at a certain point in time with
whom, and for how long, directly touching upon one’s privacy.

A name or an address alone may not impact on one’s behaviour or private life. However, a
combination of an address or a mobile device, and other information can result in highly de-
tailed and intimate personal data (see, for example, R. ». Planf). One may argue that revealing
such data may impose a serious threat on the privacy of the individual that is linked to the



device or address. For example, the device may be found frequently at the location of a men-
tal hospital, which may suggest that the individual has a mental problem. Similar inferences
can be drawn from visits to clinics, drugstores, coffee shops, tobacco shops, entertainment
districts or festivals, political events, or ghetto areas with a criminal reputation (e.g., trailer
home parks, scrap heap areas). Conclusions drawn from this information can interfere with
the daily life of the individual (see also Gruteser et al. 2004, p.13). This is especially annoying
if the conclusions are inaccurate. The assumed visit to the coffee shop was in fact a visit to
the supermarket just above the coffee shop. Or the visit to the tobacco shop was to buy a
birthday card instead of Cuban cigars. This may have undesired consequences such as spam,
or a unfavourable situation for one’s health insurance.

4.21 Location information as special personal data

One may even argue that when the processing of location data refers to a location of a men-
tal hospital or a church the location data should be categorised as the special, more sensitive,
category of personal data. These data include information revealing racial or ethnic origin,
political opinions, religious or philosophical beliefs, trade-union membership, or concerning
health or sex life. These are the ‘special categories’ of data, the processing of which requires
special rules under Atticle 8 of the Directive 95/46/EC (see EU Directive 95/46/EC; see
also EC Regulations No 45/2001; art. 6 Convention 108):

”Member States shall prohibit the processing of personal data revealing racial or eth-
nic origin, political opinions, religious or philosophical beliefs, trade-union member-
ship, and the processing of data concerning health or sex life.” (art. 8.1 Directive

95/46/EC)

Although location information is not mentioned as a special category, in certain instances it
may very well be considered to be in the special category of personal data. The Portuguese
data protection authority, for example, has classified ‘phone positioning data’ as sensitive
personal information (Korff 2002, p.85). But also in the other countries location data can be
sensitive data since location data can reveal one’s racial or ethnic origin, political opinions,
religious or philosophical beliefs, trade-union membership, and the processing of data con-
cerning health or sex life. One may think of someone frequently visiting a mental hospital, a
church, places where labour union boards or political parties meet, places known as fre-
quently visited by gays, or a drug rehabilitation centre. In this respect, location data do reveal
very sensitive data on individuals and as a consequence should be considered to be in the
special category of personal data. One may argue that personal data are sensitive because of
the circumstances in which they are processed not simply because of their content (Korff
2002, p.85 citing the UK Information Commissioner). Thus, the context to which location
data are attached or used may be decisive for the privacy regime that applies to location data
processing,.

However, location data do not necessarily relate to the category of special personal data as
specified by atticle 8 of the Directive 95/46/EC. Linking the location data to the membet-
ship of a student association or a sports club would not qualify as special personal data.
Likewise, this would apply to most other data linked to a location. Location data without a
context does not qualify as personal data. However, location data of a mobile phone can be
relatively easily linked to an individual, which makes it personal data. Moreover, when the lo-
cation data of a mobile device is linked to a specific sensitive context it may qualify as a spe-
cial category of personal data.



But, Member States may restrict the scope of Directive 95/46/EC and Directive
2002/58/EC for the processing of personal data concerning public secutity, defence, State
security (including the economic well-being of the State when the processing operation re-
lates to State security matters) and the activities of the State in areas of criminal law. For
these exceptional purposes, sensitive personal data may be processed.

In a comparative analysis of the implementation of Directive 95/46/EC in EU Member
States, Korff (2002) found that privacy legislation in many European countries does not pro-
hibit the processing of special personal data if the data subject has consented with it. For the
processing of location data, this applies to even more countries. However, Kotff (2002, p.88)
found at least two countries that required additional formal requirements for all or certain
sensitive data. In Greece, a permit from the data protection authority needs to be obtained
for the processing of any sensitive data. In Portugal, such data may only be processed “when
it relates to data which are manifestly made public by the data subject, provided his consent
for their processing can be clearly inferred from his declarations” (art. 7.3.c Act on the Pro-
tection of Personal Data).

In the transposition of Directive 95/46/EC into national legislation several Member States
added further categories of sensitive data, such as data on debts, financial standing and the
payment of welfare benefits. Moreover, some Member States did not literally transpose the
Directive, but broadened its scope by adding to ‘revealing’ the wording ‘or refer to’ (Spain;
Kortf 2002, p.84), or adding ‘revealing directly or indirectly’ (France; Korff 2002, p.84).

More specifically, the Netherlands has created different regimes for each type of special per-
sonal data. Churches and other associations based on religious or philosophical principles
may process personal data revealing religious or philosophical beliefs unless the data subject
has objected to such a processing (Art. 17.1 Wbp). The processing of personal data revealing
racial or ethnic origin is allowed if this is to provide people belonging to a minority group a
privileged position to ban or limit social imparity and the data subjects have not objected to
such a processing (art. 18.b Wbp). Political parties and Labour Unions may process the per-
sonal data of their members (artt. 19.1 and 20.1 Whp).

4.2.2 Location information as traffic data

Directive 2002/58/EC adds a special data category including location data: traffic data of
communications. Traffic data are data that are required to enable the communications and
those required for the billing process. It includes the phone numbers, duration of communi-
cation, time of communication and also information on the location of the cellphone at the
time of calling.

Location data of a mobile device are traffic data because they are necessary to enable the
transmission of communications (recital 35 Directive 2002/58/EC). In the context of the
Directive traffic data only applies to the location of the cell-phone at the moment the com-
munication starts and the location of the cell-phone when the communications ends. These
traffic data reveal our ‘habits and relations’ (Penders 2004) to some extent at least.

4.2.3 Detailed location information in telecommunications

However, digital mobile networks may have the capacity to process location data, which are
more precise than is necessary for the transmission of communications (Directive
2002/58/EC recital 35). For the processing of such more precise location data, the Directive
applies a more strict regime. For, for example, value added services the processing of ‘pre-



cise’ location data is only allowed when subscribers have given their consent (see Directive
2002/58/EC art. 9).

Figure 4-1 shows the above in a graphical way. Location information at high levels of detail
are indirectly identifying information. By itself or if linked to identifying information, general
privacy law provisions apply to its’ processing. If the information is further linked to a sensi-
tive context the most restrictive privacy regulations may apply to the processing.
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Figure 4-1 Categorization of location data

4.3 Location privacy and people’s perception and behaviour

The use of location data of mobile devices is only one of the means that may interfere with
the right to privacy. The intrusiveness of these means may vary. How intruding are such in-
terferences with the privacy of individuals? Little research has addressed the sensitiveness of
location information. In their review of several quantitative privacy researches, Raab and
Bennett found that “concern about the keeping of information without their knowledge was
particularly high, ranging from 94 to 59%, with respect to details about savings, earnings,
court judgments, credit ratings, one’s visitors, and medical history. The proportions were
lower with regard to education and job history, what one buys, club membership, TV view-
ing, newspaper reading, and age, ranging from 38 to 13%. Doctors and the National Health
Service [in the UK] were the organizations that respondents trusted most with their data
(88%), and mail order companies the least (22%)” (Raab and Bennett 1998, p.267).

More recently, Koops et al. (2001) investigated in the Netherlands the ‘criminal investigation
v. ptivacy’ perception of citizens. Two-hunderd-and-sixty-four citizens were asked in what
situations what means may be used. The situations varied from small crimes to severe crimes,
and from law enforcement (civil/public order) to national security. The means provided were
linking data, camera surveillance, house searches and wiretapping,.



Citizens consider acquiring and merging data as well as camera surveillance permissible in 60
and 65% of the cases. House searches and wiretapping appear to be accepted in 48 and 39%
of the cases. Although the sample was non-representative for the Netherlands, it suggests an
order of diminishing sensitiveness of data:

- wiretapping;

- house searches;

- merging data sources, and

- camera surveillance.

However, in the above mentioned researches, location information was not considered. Ver-
hue (2007) performed the Dutch National Freedom Investigation 2007, commenced by the 4
and 5 May committee. He analysed the results of 1009 questionnaires asking about the extent
to which citizens would accept government interference with their privacy. One of the ques-
tions included a list of a variety of privacy-intruding means for which their intrusiveness
needed to be assessed by the respondents. The researcher found ‘a striking common sense’
in the respondents’ answers for the extent of privacy infringement of each means (Verhue
2007, p.24).

The group of most infringing means, scoring between 2.5 and 2.75 on a 1-3 privacy-
infringement scale, was: wiretapping; content of email and internet traffic; house search of
suspects; and taking a suspect in detention. The following group, scoring between 2.25 and
2.5 on a 1-3 privacy-infringement scale, was: location determination through cell-phone; pre-
cautionaty body search; acquiring and storing dna-profile of everyone. The third group, scor-
ing between 2 and 2.25 on a 1-3 privacy-infringement scale, was: location determination
through license plates of cars; and exchanging data from airlines. The final group, scoring be-
tween 1 and 2 on a 1-3 privacy-infringement scale, was: camera surveillance in public space;
and the requirement to carry identification papers from age of 12.

Further, Verhue (2007, p.25) found that the acceptance of using these means to address ter-
rorism was relatively low for cell-phone tracking (63%), checking all email/internet traffic
(55%), and eavesdropping (cell) phone traffic (50%).

Camera surveillance 88% 94%
Internet & email surveillance 55% 55%
House seatches 49% 87%
Ubiquitous phone tapping & eavesdropping 45% 50%
Locating cell-phone - 63%

Table 4-1 Acceptance of means to increase security in exchange of liberty (source Veldkamp 2005;
Verhue et al. 2007)

From Verhue we learn that citizens in the Netherlands consider locating cellphones as a sig-
nificant privacy infringing activity. One might suspect that citizens will behave accordingly
and prevent using a cellphone as much as possible. In the next section, we will see that this
hypothesis is not supported by location privacy behaviour research.



4.4 Location privacy behaviour research

Several researches have addressed the behaviour of people when using location based ser-
vices. One of the issues involved in these researchers is the extent to which, from a theoreti-
cal perspective, the processing of location information may interfere with an individual’s pri-
vacy. However, how private do individuals consider ‘their’ location information as private in-
formation?

Danezis et al. (2005) assessed the value of location information in an experiment context.
They found that most participating students would allow their mobile phone to be queried
for its location every few minutes, 24/7, for 28 days for at most (the highest bid) 30 pounds
with most bids below 10 pounds (€15). This was for scientific use. When participants were
asked to ‘sell’ their location data for commercial use, the bids were raised to an average of 20
pounds (€30). Similar research across Europe by Cvreek et al. (2000) arrived at comparable
results. In addition, Cvrcek et al. (2006) found that when extending the tracking from one
month to a year the average bid for commercial use went up to several hundreds of euro. Al-
though the researchers acknowledge that students may have a lower privacy expectation than
ordinary citizens, the researches suggest that location information can be acquired from ‘in-
nocent’ citizens against a small monetary return.

Krumm (2007) found that over 200 people in his company were easily convinced to allow
the gathering of GPS data recorded in their car for two weeks in return for a 1 in 100 chance
of winning a MP3 player. Moreover, Barkhuus et al. (2003a) found through experimental
case study with 16 participants that people are positive towards location-based services as
long as they perceive them to be useful (see also Chang et al. 2006, Kaasinen 2005, Barkhuus
et al. 2003b). Especially ‘user controlled’ services like find-a-friend are positively assessed by
the user (see Colbert 2001; Barkhuus 2004).

Other research confirms that users of a cell-phone equipped with GPS find a reminder ser-
vice given at the right place useful (see Ludford et al. 2006, pp. 895-896). For example, when
one is close to a store a text message may remind the user to buy a wanted item. Barkhuus et
al. (2003; see also Barkhuus 2004) further found that in their experimental case study loca-
tion-based services focusing on closed or group environments were considered to be less in-
trusive than others such as commercial adds ‘discount message at the nearest restaurant’, or
‘AT&T wishes you a happy birthday’ message.

Further, some foresee an increasing demand for more detailed services (see Smith et al.
2003). ABI Research (20006) predicts a prosperous future for LBS with users subscribing to
LBS services wotldwide increasing from 12 million in 2006 to over 300 million in 2011. A
study by JupiterResearch (2007) revealed that 45% of the surveyed parents with children un-
der the age of 13 were interested and willing to pay for services that can keep track of their
children. On the contrary, Danezis et al. (2005) did not find any commercial successful loca-
tion service.

These researchers suggest that the privacy expectations of user of mobile devices may not be
as high as one may expect. It may very well be that these users are unaware of the potential
privacy intrusions, or do not have a way of verifying what is being done to their personal
data (see Barkhuus 2004). Consequently location privacy may not be as highly valued as
many suggest, and continuous surveillance of terminal devices not as intruding.

The extent to which currently people behave does not suggest that something like privacy-
awareness of individuals exist, let alone is increasing. Research suggests that quite the oppo-
site is true, especially when those value adding location based services are offered that are de-
sired by the user.



4.5 Location information compared to personal data

Based on the researches on the value of location data, the categorisation of personal data in
legislation, and on other studies aiming at categorising different types of personal data, one
may come to an initial order of sensitivity for data:

1. sensitive data; data concerning racial or ethnic origin, political opinions, religious or
philosophical beliefs, trade-union membership, or concerning health or sex life and
data in the category of the content of communications (letter, email, voice-mail,
phone conversations);

2. real-time data (location, financial transfers);

3. historical location data of cell-phone; traffic data of cell-phone; details about savings,
earnings, court judgments, credit ratings, one’s visitors, and medical history;

4. education and job history, what one buys, club membership, TV viewing, newspaper
reading, and age;

5. identifying data; data that determine the identity of individuals and that connect peo-
ple and situations: name, address, sex, birth date, administrative characteristics such
as phone number, bank account number, client number, license plate number.

These categories can be further specified with respect to the components Type of data, Time
information, and Context information.

Type of data

Type of data comes directly from legislation. Three categories are distinguished: (1) sensitive
personal information, (2) personal information, and (3) non personal information.

The first category includes data that is in itself considered to be sensitive such as health in-
formation. The second category, personal information, relates to information directly or indi-
rectly identifying individuals. Examples of such information are the identifying information,
such as a someone’s name. Location information may indirectly identify someone, especially
if the location information is at a high level of detail. An address may be an example, but it
also applies to detailed location information showing one’s home. It depends on the level of
detail of the location data (i.e. large scale v. small scale data). Generally, data at the zip-code
level is not considered personal information. This implies that the current levels of detail for
mobile devices, at best 50-100 meter, would qualify as non-personal data. Finally, non-
personal data does not interfere with privacy. For example, location information at a
1:1,000,000 scale will generally be considered non-personal information.

Timeliness

Time may have similar characteristics as location. The knowledge of what one is doing now
may be considered private today. But 20 years from now, this information may be irrelevant.
In this respect, Cvrcek et al. (2000) found that location data of mobile phones extracted in
the first month seems to be most valuable: “An observer gets a lot of information at the start
of an observation period, such as their usual moving pattern. Subsequent months add very
little information, and can therefore be seen as less valuable both from the point of the ob-
server, and the person observed” (Cvrcek et al. 2006). This holds until the observed individ-
ual shows unusual behavioural patterns. For example, if he is more than frequently visiting a
nuclear power plant, or increasing the number of phone calls to certain people. These may
indicate the preparations of an attack.

Barkhuus et al. (2003) consider information referring to a person’s position a specific attrib-
ute of identity, similar to name and social security number. Generally, real-time location in-



formation is likely to be considered more sensitive than one’s location in the past. In specific
instances, however, this general guideline may not apply. For example, if this old location
data is linked to a specific expectation (e.g., at work), and it appeared that this expectation
was falsified (e.g., with a mistress), the location information might be personal information.
The cyclist Michael Rasmussen had a similar experience in the summer of 2007. He reported
to be in Mexico prior to the Tour de France, but a former colleague cyclist saw him in Italy
at the time he was supposed to be in Mexico. When the former colleague accidently revealed
this information, Rasmussen was fired and had to give up his number one position in the
Tour de France. Thus, also linking rough location information to other information may re-
sult together in a set of information that can be considered personal information.

Context

The level of detail may not always be decisive for the judgment of an interference with the
right to privacy. Also the (ease to) link to a specific context is important. Context has been
addressed in section 4.2. If personal location information can be linked to a certain context
(e.g., a church), this may impact the applicable privacy regime of the information. Linking lo-
cation information to a ‘sensitive’ context will imply that the location information also
should be treated as sensitive information.

The sensitivity of the location may also be related to one’s profession, the characteristics of
the location that could be identified, and other factors attributing to the profile. For example,
information that a Dutch citizen is calling from the Netherlands is not very informative. In-
formation that a Dutch citizen is calling from Colombia might be informative, especially if it
appeared to be the voice of Tanja Nijmeijer (a supposed member FARC). However, if one’s
location does not have an impact on one’s behaviour or performance in society, it can be
considered non-personal data.

In addition, different users of the location information of another individual may have a po-
tential different impact on that individuals privacy perception. Probably a different standard
is applied to family and friends then to direct marketing companies.

Another component not specifically being addressed in research or legislation is information
on what one is doing somewhere. Westin (2003, 445) suggests that the fact that it is known
that one is at a certain location is less intrusive than the knowledge of what one is doing
there (see Westin 2003, 445).

The context or circumstances determine whether location data may categorise as non-
personal data, personal data, or sensitive personal data. The processing of location informa-
tion may be among the most sensitive categories of personal information, e.g., if it is linked
to a sensitive context or if it is tracked and traced real-time. ‘Historical’ location information
may fall in the general personal information category. A special regime may apply to the
processing of historical location data of cell-phones in the stand-by mode. Figure 4-3 pro-
vides guidance at the conceptual level. However, in specific instances a different categorisa-
tion may apply.
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Figure 4-2 General categorisation of location information and applicable legal regime

4.6 Location privacy & theory

Location privacy involves both informational privacy and the physical privacy at a location
(tight of autonomy and/ or seclusion). For the privacy of users of mobile devices both as-
pects are relevant, but relates to the timeliness and goal of processing the location informa-
tion. If the knowledge of where you were, when, with whom, and for how long is only ex-
post included in a database, which is used to update one’s profile, the individual will still be
at all times in control of his movements, and no one is to intetfere with his behaviour. How-
ever, his informational privacy may be intruded. Further, based on the profile created by in-
fringement of his informational privacy it may be decided to track and trace a certain person.
With real-time tracking, the current position of the mobile device is revealed and the direc-
tion it is heading to. In these instances the tracker has the ability to interfere directly in
someone’s behaviour. This may then result in an infringement of his physical privacy. The
informational privacy is likely to be less relevant in this context.

Infringement Physical Informational pri- | Relational pri-

of privacy vacy vacy
Interference of

(cel)phone conversation

(cell)phone location ex-post
(cell)phone location real-time X
(cell)phone traffic information

I

Table 4-2 Linking data category to privacy concept (1)

Depending on the characteristics of location data it can be just data, personal or sensitive
personal data. Consequently, control over location data can be considered to contribute to




one’s physical privacy, or informational privacy, each with different data processing regimes
(see Table 4-3).

Type of data Privacy category

sensitive data Informational privacy
content of communications Relational privacy
real-time data (location, financial transfers) Physical privacy
historical location data of cell-phone in stand-by mode Informational privacy
historical location data of cell-phone (actively used) Informational privacy

traffic data of cell-phone
details about savings, earnings, court judgments, credit ratings, | Relational privacy

one’s visitors, and medical history Informational privacy
education and job history, what one buys, club membership, TV | Informational privacy
viewing, newspaper reading, and age
identifying data Informational privacy

Table 4-3 Linking data category to privacy concept (2)

4.7 Summary

Location information comes in many shapes and sizes. The extent to which the use of loca-
tion information interferes with the right to privacy depends on the type of information, the
level of detail of the location information, the timeliness of the information, and the context
to which it is linked. As a consequence, the extent to which location information can be
considered personal data or sensitive personal data varies from situation to situation. For ex-
ample, concerning telecommunication data, Directive 2002/58/EC distinguishes two types
of location data: traffic data and location data. Traffic location data is necessary to enable the
communication. It may not necessarily be considered personal data since its accuracy varies
from a 100 meter in urban areas to several kilometres in rural areas. However, linking traffic
data to a specific context and time (who did you call yesterday at 8pm) may change the non-
personal traffic data into personal information to which privacy restrictions applies. In a gen-
eral sense, the use of highly detailed (e.g., scale 1:500), real-time location data linked to a sen-
sitive context, such as a church, can generally be expected to be at a higher ‘privacy level’
than less detailed data (e.g., scale 1:25,000) of a decade ago without a link to a specific sensi-
tive context.

In addition, different people may have different privacy perspectives. Research on telecom-
munication use and location based services suggest that people generally do not value loca-
tion privacy as high as one may expect. Walters observation may also apply to location pri-
vacy: Generally privacy’s importance is not recognized by individuals “until it is taken
away... [.]” (Walters 2001, p.8).
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5 National security

This chapter addresses the concepts of national security. Concepts since the definitions of
national security in general and terrorism more specific, are not uniform with each other.
European Union, United Nations, as well as the views of academics are provided. Focus in
this chapter is on national security in the sense of combating serious crime and terrorism.
Disaster management in another sense is not the primary objective of this chapter.

One of the core means to satisfy national security needs is surveillance. This chapter identi-
fies possible ways of surveillance and provides positive and negative aspects of these specific
forms of surveillance.

5.1 Security

The term security includes a broad spectrum. It can be regarded as a state of being secure,
free from threats as fear, damage, intimidation, among others (Venice Commission 20007).
Charter 5 of the ECHR addresses the right for security (“Everyone has the right to liberty
and security of person”) (see Frattini 2007). One may think of international security, home
security, information security, network security, financial security, human security, food secu-
rity (wikipedia). One may also think of security with respect to natural disasters such as
floods, traffic security, security of access to public setvices, but also of communication secu-
rity for example in order to have guarantees that one’s bank account is only accessible to
himself. Also security with respect to protection against crime and even social security are
among the general concept of security. In the context of national security, internal and exter-
nal security can be distinguished. Internal security threats are typically domestic threats, while
external security relates to threats originating from abroad. However, current globalisation
has blurred the clear distinction between the two (see also Venice Commission 2007).
Further, there is a difference between perceived security and real security (see Boutellier et al.
2005, p.8-9). Perceived security relates to the security perception of individuals or groups.
Visible enforcement officers, security agents, detection booths, nicely mowed gardens, and
name tags attached to one’s front door may attribute to a secure perception. Poorly main-
tained buildings, and groups of people with ‘intimidating’ looks (piercing, tattoos, scooters
etc) may influence the perception negatively. Real security comes down to the facts: number
of registered crimes, harassments, and other nuisances.

5.2 What is national security?

National security is an extremely flexible notion. In order to assess national security in rela-
tion to privacy, its definition is important (see also ROB 2005, p.39). However, national se-
curity is difficult to define because it is closely related to subjective and sometimes emotional
perceptions of administrations and military authorities about the threats to national security
(Loof 2005, p.235; see also Roberts 2002). National security aims to protect a nation from
internal and external factors threatening the continued existence of the norms that are the
fundament of today’s society. National security is involved if an entire country, either territo-
rial or its values, are threatened. The existence of the nation should not be limited to preset-
vation of territorial and political independence from external armed attack, or dictatorial in-
terference by foreign powers (Cameron 2000, p.43 cited by Loof 2005, p.245). It also en-
compasses espionage, economic or political, and covert (destabilising) action by foreign
powers. Also internal threats to change the existing political order of the state by force (i.e.



revolutionary subversion and terrorism) should be covered. He states that these issues are re-
garded by most if not all governments as legitimate national security concerns. With respect
to internal threats, Coliver (1998, p.20) holds that it is not necessary that the threats erupt
throughout the country, but their effects must be felt throughout, and the threats cannot be
merely to the ruling party nor relatively isolated.

The continuance of the state and its values is of great value. Therefore, a (democratic) consti-
tutional state has the right to defend itself against intrusions on its (territorial) integrity in-
cluding intrusions from other states, or against intrusions of the order of law within a state
(Loof 2005, p.105; see also Explanatory report of Convention 108'"). Therefore, national se-
curity may be defined as the universal process of surveillance by authorities to enforce the
rules and taboos of society (cf. Marx 2002, p.20; Westin 1967, p.20; cf. Kamerstukken 28577
nr.3 p 20 and Kamerstukken 25877, nr. 58; UN Economic and Social Council Siracusa Princi-
ples (article 29)).

The ECtHR has accepted that the following activities may justify measures to protect the na-
tional security (Kamerstukken 25877 nr. 58, p.31; see also Loof 2005, p.250):
- violation of state and military secrets;
- distributing inflammatory writings under military;
- maintaining the discipline within the military and the administration;
- inciting and approving violence;
- performing neo-Nazi activities;
- performing terrorist activities;
- publishing secret information and writings that may harm the functioning of a state’s
intelligence;
- prohibiting and punishing expressions that provide a voice to separatism or terror-
ism, among others, that harm the national unity, and
- secretly peering around and surveil telecommunication by security services

In Klass and Leander the ECtHR has accepted that even though national security was at the
moment of the intrusion of the human right not at stake, still measures protecting the na-
tional security could be taken to prevent a situation that would threaten the national security.

5.3 Aspects of national security

5.3.1 Timeliness of society’s norms

The elements supposedly threatening national security change throughout time. Throughout
the centuries in western society, the place of the devils and witches were exchanged for the
heathen, for the unskilled workers, Jews, communists, and recently terrorists. Anyone sup-
porting activities that are assessed to be in conflict with the norms of a society and poten-
tially putting these norms at risk is likely to be subject to surveillance for reasons of national
security. The norms change overtime and accordingly the subject of surveillance by intelli-
gence agencies change. For example, since the end of the cold war, supporters of commu-
nism are no longer considered a threat to the norms of society (see also Marx 2002, p.17-18).
An example of a temporal change of norms within society is the change of the attitude after
9/11. Shortly after 9/11 54% of US citizens approved of expanded government monitoring

" The ECHR nor the European Court of Human Rights gives a definition of national security.



of cell-phones and e-mails. One year later, September 2002, support for government moni-
toring of cell-phones and e-mail fell to 32% (Westin 2003, 448).

Also in the Netherlands public opinion was strongly influenced by shocking or news domi-
nating events. In 2003, the invasion of US and UK arms into Iraq increased war concerns
and in 2005 the assassination of Theo van Gogh had a similar impact on terrorism concerns

(see Table 5.1).

Year 2002 2003 2004 2005 2006 2007
Concern
War 43 67 45 36 35 37
Terrorism 42 49 49 61 57 47
Crime 40 35 35 36 25 31
Violation  of 15 13 13 15 14 15
fundamental
human rights
Influential 9/11 Iraq Van Gogh
event

Table 5-1 Concerns of Dutch citizens (in %) about issues in the world (source Veldkamp 2002, Veld-
kamp 2003, Veldkamp 2004, Veldkamp 2005, Verhue et al. 2006, Verhue et al. 2007)

The potential impact of surveillance and the ever-changing needs of society provided, socie-
ties need to be reserved about providing intelligence services ubiquitous mandates to protect
national security. Changing the law in favour of national security considerations based on
time dependent threats needs to be a conscious well-balanced choice, which should not be
taken overnight. Once the law is in place it will be difficult to change or replace it even when
the threat has disappeared (see IPTS 2003; Koops 2006, p.306).

5.3.2 National security and culture

The attitude towards national security (or specifically surveillance) differs between individuals
and societies. “Many cultural beliefs support the legitimacy of surveillance. Consider state-
ments as “I have nothing to hide,” “ It’s for my own good,” “I support the goals”, “It’s just
the way they do things here”, they have to do it...”, ”they promise to protect confidentiality”
(Marx 2003, 370-371). “Public acceptance of such [national security] measures will depend
on the level of terrorist threat and on the nature and extent of actual abuse of civil liberties”

(Margulis 2003, 251).

5.3.3 Changing national security threats

Before 9/11 national secutity issues were often related to organisations that operated within
particular geographical boundaries. The ET'A, IRA, Hamas, Hizbollah are examples of such
organisations. However, at present day (after 9/11/01 (US), 10/12/02 (Bali, Indonesia),
3/11/03 (Madrid, Spain), 7/7/05 (London), 7/23/05 (Sharm el-Sheik, Egypt)) terrorism as a
threat to national security has lost its relation with a certain geographic area: terrorists today
‘know no bounds’ (see also Loof 2005, p.247, cf. Dempsey et al. 1999). These terrorists aim
through mass destruction to destabilize democratic states. In order to arrive at these goals,
the current terrorist is willing to sacrifice his or her life to die as a martyr. The protection of



the national security cannot suffice to punish ex-post, but require preventive means to com-
bat this ‘catastrophic terrorism’ effectively (Loof 2005, p.248).

However, although not defining terrorism, Coolsaet et al. (2006)’s assessment suggests that
the number of international terrorist attacks and victims, excluding Iraq, is declining (with
33% resp 40%), supporting the feeling that there is a gap between the suggested increasing
threat and reality. More specifically, it is domestic terrorism that appears to be the real threat,
and this is not a threat of global nature but largely concentrated in the Middle East (Coolsact
et al., 20006, p.4).

5.4 When is it necessary within a democratic society?

The Universal Declaration of Human Rights (art. 12), and the ICCPR (art. 17) are the basis
for allowing national security interferences with the right to privacy. The UN Economic and
Social Council developed these further in the Siracusa principles. Also the Johannesburg
principles can be mentioned in this respect. Both principles are discussed here.

5.4.1 Siracusa principles”

The UN Economic and Social Council addresses national security in its’ Siracusa Principles”," .

In article 30, it stresses that “National security cannot be invoked as a reason for imposing
limitations to prevent merely local or relatively isolated threats to law and order.” National
security can also not be used as a pretext for imposing vague or arbitrary limitations and may
only be invoked when there exists adequate safeguards and effective remedies against abuse
(article 31).

Finally, the Siracusa Principles (art. 32) emphasize that “The systematic violation of human
rights undermines true national security and may jeopardize international peace and security.
A state responsible for such violation shall not invoke national security as a justification for
measures aimed at suppressing opposition to such violation or at perpetrating repressive
practices against its population.”

5.4.2 Johannesburg principles

In 1995, a group of experts in international law, national security and human rights devel-
oped principles based on international and regional law and standards relating to the protec-
tion of human rights, evolving state practice (as reflected, inter alia, in judgments of national
courts), and the general principles of law recognized by the community of nations (Johan-
nesburg principles). Although the principles do not address privacy (focus is on national se-
curity, freedom of expression and access to information) they may provide some guidelines
how national security relates to other human rights. These principles have been endorsed by
the UN Special Reporter on Freedom of Opinion and Expression, in his reports to the 1996,
1998, 1999 and 2001 sessions of the United Nations Commission on Human Rights, and re-
ferred to by the Commission in their annual resolutions on freedom of expression every year
since 1996 (Article 19 1995, p.1).

'2 A group of 31 experts in international law, convened by the International Commission of Jurists, the International Asso-
ciation of Penal law, the American Association for the International Commission of Jurists, the Urban Morgan Institute for
Human Rights and the International Institute of Higher Studies in Criminal Sciences, met in Siracusa, Sicily, in 1984 to
consider the limitation and derogation provisions of the International Covenant on Civil and Political Rights (website SIM)
™ United Nations, Economic and Social Council, U.N. Sub-Commission on Prevention of Discrimination and Protection of
Minorities

" Principles on the Limitation and Derogation of Provisions in the International Covenant on Civil and Political Rights in
chapter I. Limitation Clauses, section B. Interpretative Principles Relating to Specific Limitation Clauses, under vi. "national
security"



The preamble of the principles recognizes that the most serious violations of human rights
and fundamental freedoms are justified by governments as necessary to protect national se-
curity.

Principle 1.3 reads:
To establish that a restriction on freedom of expression or information is necessary to pro-
tect a legitimate national security interest, a government must demonstrate that:
(a) the exptression or information at issue poses a serious threat to a legitimate na-
tional security interest;
(b) the restriction imposed is the least restrictive means possible for protecting that
interest; and
(c) the restriction is compatible with democratic principles.
Thus, it recognizes the principle of subsidiary.

The Johannesburg principles also address legitimate national security interests (Article 19

1995, principle 2):
(a) A restriction sought to be justified on the ground of national security is not le-
gitimate unless its genuine purpose and demonstrable effect is to protect a country's
existence or its territorial integrity against the use or threat of force, or its capacity to
respond to the use or threat of force, whether from an external source, such as a mili-
tary threat, or an internal source, such as incitement to violent overthrow of the gov-
ernment.
(b) In particular, a restriction sought to be justified on the ground of national security
is not legitimate if its genuine purpose or demonstrable effect is to protect interests
unrelated to national security, including, for example, to protect a government from
embarrassment or exposure of wrongdoing, or to conceal information about the
functioning of its public institutions, or to entrench a particular ideology, ot to sup-
press industrial unrest.

5.4.3 The European Court of Human Rights

The ECtHR has ruled that “the mere fact that ‘information’ ot ‘ideas’ offend, shock or dis-
turb does not suffice to justify that interference [..]” with the right to privacy for national se-
curity purposes. However, actions that offend the values of a society and incite to violence to
change these values justify measures to protect national security (Loof 2005, p. 338; see also
Siirek § 40).

Under exceptional conditions surveillance of communications is necessary in a democratic
society in the interests of national security and/or for the prevention of disorder or crime
(Klass). Questiaux has argued that “Exceptional circumstances will mean (...) circumstances
resulting from temporary factors of a generally political character which in varying degrees
involve extreme and imminent danger, threatening the organized existence of a nation, that is
to say, the political and social system that comprises as a state” (Questiaux 1982, p.8 cited in
Loof 2005, p.32).



5.5 Means to satisfy national security needs

National security can be protected through varied means. Wikipedia mentions:

- using diplomacy to rally allies and isolate threats;

- maintaining effective armed forces;

- implementing civil defence and emergency preparedness measures (including anti-
terrorism legislation);

- ensuring the resilience and redundancy of critical infrastructure;

- using intelligence services to detect and defeat or avoid threats and espionage, and to
protect classified information;

- using counterintelligence services or secret police to protect the nation from internal
threats.

Intelligence is an inescapable necessity for modern governments to address national security
threats (Venice Commission 2007, p. 1). In order to determine or prevent a (potential) threat
the use of surveillance techniques may be necessary. Technology allowing surveillance, such
as location technology, is increasingly important to protect national security. “[Surveillance]
techniques can contribute to restrained and enlightened social control, helping to create a so-
ciety orderly enough to enjoy its’ freedoms” (Marx 2002, p.22; Westin 1967, p.19). Anyone
supporting activities that are assessed to be in conflict with the norms of a society and poten-
tially putting these norms at risk is likely to be subject to surveillance for reasons of national
security.

With respect to mobile devices surveillance can be described as the purposeful, routine and
systematic recording by technology of individual’s movements and activities in public and
private spaces (DPWP, 2000). It can be used to identify the risk-posing individuals and their
networks. “By gathering data about people and their movements they strengthen ‘the surveil-
lant assemblage’ - a term describing the relationship between heterogeneous surveillance
technologies that ““work’ together as a functional entity”, but do not have any other unity”
(IPTS 2003 referring to Haggerty and Ericson 2000, p.605).

Some examples of potential sources for the surveillant assemblage, to be scrutinized around
the clock are (see also O’Harrow Jr. 2005, p.29, 166, 222, 248, 281-285, 293; EU 2005, p.4):

- surveillance cameras everywhere (highway, coffee shop, public areas, gas stations, su-
permarkets, shopping malls, and so forth: travel activity, personal network (who were
you with) & physical characteristics (clothing, car, etc)

- Closed Circuit TV (CCTV) and face recognition

- WiFi and computers: travel activity

- Mobile phones: travel activity, personal network and rating

- Magnetic strips (public transportation: travel activity, office entrance: effective work
activity (lunch time etc))

- Credit cards: spending pattern

- Tollbooths: travel activity

- Internet: internet activity (sites visited, frequency, time spent, newspaper site: every-
thing your read, everything about you (memberships, articles on or by you)

- TiVo machine: everything you watch on TV

- ATM: amount, time, frequency and where

- Frequent flyer passes

- Discount or loyalty cards

- Bank deposits



- Parking meter: electronic tickets

- Books borrowed from the library (Mein Kampf, Das Kapital, Koran, Theo van
Gogh, Autobiography Bin Laden)

- Email: recorded and monitored by e-mail provider, or employer

- Phone (conventional): personal network, your name, voice and key words that you
use

- Electronic car keys: antitheft system, but potentially the tags in the key can be
scanned and become multipurpose.

- RFID tags in everything (e.g., medicine, car keys, cloths, electronic devices, e-tickets,
etcetera).

- Personal security systems in cars allowing two-way communication, which can be
used to eavesdrop the car.

Similar to the privacy categorisation in this research, ‘soft’ surveillance may be categorized as
physical surveillance, dataveillance and psychological surveillance.

5.5.1 Physical surveillance

Physical surveillance is surveillance by observation: close observation, especially of a sus-
pected person (Marx 2002, p.10). Westin defined it as: “the observation through optical or
acoustical devices of a person’s location, acts, speech, or private writing without his knowl-
edge or against his will” (Westin 1967, p.68). This includes tapping the computer (Westin
1967, p.79). 1t is an active way to track individuals. Physical surveillance implies knowing
where the ‘subject’ is at all times, and especially where he goes when he wants to be alone
(e.g., physical shadowing). In the past this was realized with a special agent dedicated to fol-
low a suspect of suspicious subject. Already in the 1960s, it was possible to “tag” persons so
that they can be followed more efficiently and with less risk of discovery through fluorescent
powders, or a miniature radio-signal transmitter) (Westin 1967, p. 69). Today, communica-
tion technology networks like Wili networks, RFID networks, cell-phone networks, together
with active GPS in mobile devices allow for an even more efficient and secure way of track-
ing and tracing someone. It is no longer necessary to place the tag at a person; the person
carries the tag with him without knowing that his PDA, laptop, or cell-phone functions like
that.

The physical surveillance can also be accomplished passively through the use of a CCTV
network or the monitoring in a factory, where on a incidental basis people’s whetreabouts
may be followed.

5.5.2 Dataveillance

Another aspect of surveillance is the dataveillance. Dataveillance may be defined as the sys-
tematic use of personal data systems in the investigation or monitoring of the actions or
communications of one or more persons (see Clarke 1994; Levi and Wall 2004, p.200; Marx
2002, p.12). It can be used to make an initial assessment of potentially dangerous individuals
or groups, ot to obtain a more detailed or complete picture of a person selected for physical
surveillance.

Closely related to dataveillance is profiling. Profiling is attributing certain characteristics to a
person based on facts, and his behaviour. The profile enables authorities and others to target
the individual accurately and may predict to some extent the likelihood of future actions.
O’Harrow Jr. has described nicely the impact of profiling and dataveillance:



“When the artificial intelligence comes to understand a customer, that insight doesn’t
only have to be applied to criminal activity. It can also be programmed to anticipate
when a pay check is coming in, and whether someone is getting a pay raise. Over
time it will learn when an individual’s family tends to go on vacation. It can calibrate
how much a bachelor typically spends on Friday nights and where. By analyzing
changes in his behavior, it could also say when he has tied the knot. That of course
could give the marketers a chance to look for signs the honeymooners intend to have
a baby.” (O’Hatrow Jr., 2005, p.265)

O’Harrow Jr. (2005, p.208) also suggests that such potential interferences are not utopian
since the I'BI has in addition to the public databases access to a wide variety of private data-
bases (from Choice Point, Seisint, LexisNexis, Acxiom, airlines, Internet service providers,
credit reporting agencies, libraries, banks, apartment complexes and grocery stores).

An increasing number of databases are interoperable. European Security Research has as-
sessed that more than 80% of the world’s database content is in unstructured largely textual
format (ESRAB 20006, p.46). That is 20% is in a structured format which is potentially inter-
operable.

Location information is an important aspect in the dataveillance. Who was where when was
already mentioned before. But also how can we find the individual, where does he live or
where is he now is valuable information for both the public and private sector. For example,
location dataveillance may reveal a personal network, or one’s behaviour. However, although
data mining may reveal an unknown pattern or relationships between data elements, it can-
not reveal the value or significance of the data to the user (White 2003). The computer is un-
able to reveal the reason behind the found relationship (White 2003).

5.5.3 DPsychological surveillance

Psychological surveillance is “those scientific and technological methods that seek to extract
information from an individual which he does not want to reveal or does not know he is re-
vealing or is led to reveal without a mature awareness of its significance for his privacy”
(Westin 1967, p.133). Examples are polygraph tests (lie detectors), LSD and other drugs.
Psychological surveillance may also be known as extraction. Extraction is to enter into a per-
son’s psychological privacy by requiring him to reveal by speech or act those parts of his
memory and personality that he regards as private (Westin 1967).

This research does not address psychological surveillance.

5.5.4 Issues questioning intelligence operations

Operations addressing national security threats may compare with operations addressing
emergencies under emergency law (noodwetgeving) as identified by the ROB (2005, p.44). It is
very difficult to make an objective threat assessment, the need and effectiveness of the
measures are difficult to measure, a temporary stop of the activities will therefore be prob-
lematic, and political responsibility may not adequately be fulfilled.

Due to the nature of a security and intelligence agency, successful secret operations ought to
remain secret. Assessing the need for intelligence operations is subject to a large degree of
subjectivity. For a risk assessment not only factual information is necessary, also ‘speculative’
or ‘soft intelligence’ is required. Such soft intelligence may come from informants, infiltrants
or even unidentified individuals. Security officials need to assess the reliability of the infor-
mation provided and arrive at a reliable risk assessment for a possible security risk (Venice
Commission 2007 §86-87).



In addition, useful statutory definitions of what exactly national security is, are scant. This
makes it difficult to demarcate the boundaries of the activities of the security and intelligence
services. Provided the assumed natural tendency of security and intelligence agencies to over-
collect information this potentially stimulates abuse of power (Venice Commission 2007 {4,
5 & 85).

5.6 Surveillance benefiting national security

Surveillance has both positive and negatives impacts for society. Physical surveillance enables
one to know where the potential risk is, what he does with whom and provides the possibil-
ity to intervene if this appears to be necessary. Location surveillance further helps to execute
personal network analyses and travel behaviour of suspects in combination with context in-
formation (Akerboom 2003).

The highly detailed personal records and profiles may provide “instant credit, cheaper mort-
gages, a panoply of shopping options, and even detailed and accurate phone books”
(O’Harrow Jr. 2005, p.41). These profiles may also result in preventing actions with a nega-
tive impact on society. For example, [Seisint] created a “terrorism quotient” that tagged cer-
tain individuals as having a “High Terrorist Factor” score. [Seisint] gave federal and state au-
thorities 120,000 names of people with the highest scores, along with a “1 percent list” con-
taining the names of the 1,200 people deemed the biggest threats. That refined list provided
leads in scores of investigations and led to some arrests. [..] five of the names [..] generated
were hijackers on the planes crashed on September 11”7 (O’Harrow Jr. 2005, p.102).

Also other criminal activity may be resolved with the help of dataveillance. For example, the
Beltway Sniper, who was active in Washington DC area in 2004, was eventually caught with
the help of facts from the crime scenes, expected profiles of the suspect and a database.
Based on a combination of information such as rifle .223 caliber, “You don’t go where you
don’t know’ (expert knowledge), an army postal address, assumed ties of the suspect to the
Northwest, a first name came out of the system but this person was assessed by experts to
have the wrong profile. A further analysis on same or similar names with the expected profile
resulted in the name and location of the murderer found (including dirty former police car,
and .223 calibre slugs from the killing rifle (O’Harrow Jr. 2005)).

Similarly, LexisNexis found a house in Florida that several of the 9/11 hijackers had shared
(O’Harrow Jr. 2005, p.225). This information may have prevented 9/11 when the links be-
tween these people and ‘9/11” would have been clear.

The European Security Research Advisory Board has identified positioning and localisation
of individuals and goods as one of the eleven key technologies required to be integrated into
various systems in order to deliver security mission requirements (ESRAB 2006, p.48). The
technology domain of navigation, guidance, control and tracking is one of the 23 priority
technology areas they identified (ESRAB 2006, p.50).

Many cases show the value of location data in solving crimes because a certain mobile device
belonging to someone was at the moment of the crime at a certain place close to the crime
scene. The value may show ex post (where were you when a certain activity took place) or
real-time (where are you now?).



5.7 Potential impact of surveillance on society

It is commonly accepted that for purposes of national security, privacy may be invaded (see
Loof 2005, p.1; IPTS 2003, p.141; Blok 2002, p.278; Walters 2001, p.19; Raab and Bennett
1998, p.265-266; Westin 1967, p. 26). In order to be effective, not only criminal but also in-
nocent citizens will be subject to surveillance. If an appropriate profile of a terrorist in the
making has been found, how many of these need to be tracked? Imagine the profile of a tet-
rotist, living in the Netherlands (16 million people), of non-western origin (1.7 million peo-
ple), Islamic religion (850,000 people), and second generation immigrants (147,000 people).
One percent of the people with this profile may be a potential supporter of extremist stand-
points. If out of this group, another 10% may consider committing an activity that has a ma-
jor impact on Dutch society, then, based on this profile alone, at least 147 people need to be
tracked. Only a few of the 147 may be a real danger to society, but also the innocent are go-
ing to sacrifice (some of) their privacy (O’Harrow 2005, p.139). Further, ‘Credit scores’ exist
to assess the risk that a borrower might default (O’Harrow Jr. 2005, p.224). Another example
concerns a US State Senator, a professor, and graduate student all with the same name who
keep getting stopped, detained, missing flights and having trouble booking flights because
they have a name similar to someone on the No Fly list. Even if you are a woman (Johnnie
Thomas) and there is a man on the list (John Thomas), you will be stopped (O’Harrow Jr.
2005, p.228/31). “Even a document from the FBI attesting to the authenticity of her identity
was ignored by airport security officials” (O’Harrow Jr. 2005, p.231). Thus, security officials
may trust the outcome of the computer more than official documents.

From one privacy scholar we learn that in the short term surveillance may lead to adapted
behaviour of human beings resulting in a /oss of antonomy. The more surveillance (governmen-
tal and private) we tolerate, the more we are heading towards a so-called ‘panoptic-society’;
the permanent awareness of being observed that ensures power to take effect automatically:
mainstreaming of citizens behaviour (Peissl, 2002). “As soon as technical means like video
systems in public places or wire-tapping of telecommunications systems will be perceived by
ordinary people in their everyday lives, they will try to circumvent those surveillance sys-
tems” (Peissl, 2002). In the long run surveillance may prevent any ‘driving momentum’ in so-
ciety in societal, cultural and economic terms: non-conformist behaviour is a necessary driv-
ing force for societal development. If our societies stop to develop they will perish (Peissl,
2002).

However, in Chatham in Kent (UK), and also in Cork city and many other places in the UK
there is a widespread use of CCTV cameras in town centres, public places, and private hous-
ing estates. But, citizens seemed to be very positively disposed towards having this surveil-
lance. It seemed that most people spoken to felt happier and more secure knowing that
"someone" is keeping an eye on things (Contribution of Darius Bartlett to the EGIP discus-
sion list, 26 April, 2006). This is despite that the use of the CCTV seem not be as effective as
expected (McSmith 2008).

5.8 Effectiveness of surveillance in protecting national security

Successtul surveillance implies that the terrorist can be found, tracked and stopped. Terror-
ist, however, may use (a) strategies of avoidance or (b) use preventive technologies. They
may prefer personal meetings and communication rather than chat rooms, use cash instead
of ATM machines and credit cards (see O’Harrow 2005, p.265). They may further use pri-
vacy enhancing technologies or ancient ways of communication (mouth to mouth), which
cannot be tracked down to a location. “From the attacks of September 11, 2001 (and Madrid
March 11, 2003, and London July 7, 2005) we had to learn that the involved persons lived
‘normal’ lives for years. Hence they could not be detected” (Peissl 2002; see also Akerboom



2003 ‘couleur locale’). Further, before the attacks in the London Underground in 2005, the
terrorist threat to the national secutity was at its lowest point since 9/11 (ROB 2005, p.45).
This raises the question of the effectiveness of the surveillance measures of intelligence ser-
vices.

5.8.1 Secondary use of information.

Especially in the context of national intelligence, accurate information is of evidential impor-
tance. National security and intelligence services would need to find potential terrorists, or
assess the risk that one may be one. This assessment relies on the available data on suspects
to the agency. They may rely on massive (private and public) databases including personal
data, but not collected for national security purposes; a so-called secondary use. Private sec-
tor may have collected the data for marketing purposes, which allowed the collection of less
accurate data (but sufficient for marketing purposes). One of the key questions is: Is this col-
lected information sufficient for national security purposes? In many instances the answer
would be no.

One example of secondary use is found in the US, where names of registered voters were
compared against lists of known felons, deceased people, and duplicate registrations. “8,000
of the 66,000 people identified as felons were in fact Texans convicted only of misdemean-
ors and therefore entitled to vote” (O’Harrow 2005, p.127). It was concluded that “the
cleansing effort had a disproportionate impact on African-American voters” (O’Harrow
2005, p.128). The impact may remain unknown, but it has been suggested that Bush Jr.
would not have defeated Al Gore by 537 votes in Florida if the exclusion list had not existed
or would have contained correct information.

Other causes of wrongly interfering with someone’s life may be the query that is addressed
by the data in the database. When is the threat to national security expected and from whom
or what? What should be the focus of intelligence? How reliable are the answers to these
questions, and how reliable are the sources used? Again O’Harrow (2005, p.242) shows that
the current focus on a certain profile may allow the axe murderer with a clean record to get
on the airplane and commit his crime, because “that is not the person we are trying to keep
off that airplane at the moment”.

Also secondary use of accurate personal information may impact one’s private life. The ex-
ample in this respect is the accurate registration of one’s religion in the Dutch population
registers. In WWIL, the Nazis used the registration to efficiently find Jewish people.

5.8.2 Inaccurate information

For national security and law enforcement purposes, it is of evidential importance that the
processed core information is accurate (see Buruma 2001, p. 137). The accuracy of data in
private databases seems to be a major problem (Buruma 2001, p. 137). Causes for the errors
and noise in the databases are manifold. Data entry by unqualified personnel, no verification
of a single source, old data, and inaccuracies because of identity theft, among others, con-
tribute to inaccurate information in these databases. White (2007, p.18) noted:
“One digit misread, and the wrong license plate goes into the database. Facial recog-
nition software misreads a feature, and evidence that you were somewhere you have
never been enters your profile. The Congressional Research Service has estimated
that under a government data-mining scheme, a conservative estimate of ratio of
false terrorist suspects to actual terrorist suspects found by the system to be 200 to
17. (referring to Belasco 2003, p. 16).



Thus, for every terrorist identified, some 200 other suspects would have to be investigated
(Belasco 2003, p. 16).

Mell (1996) notes that verification of information in database records “typically involves
comparing the record to other records, not consultation with the individual who is the sub-
ject of the record.” [] Quality control of data in security and intelligence agencies is difficult
since “individuals often do not know of the existence of many of the dossiers about them, or
what is in those they do know to exist, there is usually no process to challenge the accuracy
of fact, opinion, or rumor the files contain” (Westin 1967, p. 160). And even if they do
know, they may be confronted with a system that is unlikely to be willing to change the
‘facts’ in the database based on the information provided by the individual concerned (see
O’Harrow Jr. 2005 for multiple examples). In other words: There’s no way of getting off the
list (O’Harrow Jr. 2005, p.141). One may conclude that the assumed 325.000 people on the
terrorism suspect list in the US will be confronted with this list for the rest of their lives (see
Pincus et al 2000).

Also with respect to location information, inaccuracies may exist. The collection of
location information always comes with inaccuracies. A map, or other location information is
a model of the real world. A simple representation, which serves primarily the purpose for
which the data was collected. Inaccuracies may be the result of many elements in the data
process. It may be because we are trying to fit a 3D world to a 2D map, with scale, or with
other decisions in the location information processing process. For example, a choice may be
made to collect only a limited, task specific, type of location information; only physical ob-
jects higher than 25 metres. Or only the location information in the direct environment of
water. Further, the cartographer may choose for a specific representation, which may not be
understood by others in the same way.

Before in chapter 4, we mentioned an interpretation error of location information
when someone was visiting the supermarket instead of a coffee shop just below the super-
market. But not only in the 3D and 2D differences wrong conclusions may be drawn. For
example, the 2D location information of cell-phones has an approximate accuracy of 100
metres in urban areas, and in rural areas it may several kilometers. With such inaccuracies, it
will be very difficult to conclude that someone was at a specific place at a certain time. Posi-
tioning data may then be useful to assume some data, but other sources or means need to be
used to be certain about the cell-phone data. Thus data that a cell-phone has communicated
close to location X may be useful as indication of the location of this cell-phone, no more
and no less.

Similar cases are known from stolen cell-phones, which were used in a criminal act,
resulting in the by mistake arrest of the subscriber, the assumed user, of the cell-phone (see,
for example, Logtenberg 2008).

Also timeliness of location information is important in this respect. One may re-
member the incident in Serbia where the Chinese Embassy was mistakenly bombed because
of outdated location information (see Ponce 1999).



5.8.3 Data Doubling

The above results in a situation of data doubling. Data doubling is the term used for one’s
virtual data double, a decorporealized body stored in a variety of databases and reassembled
somewhere else for various purposes (see IPTS 2003, 176). As a consequence, who am I is
typically a question the data mining companies can better answer than the individual con-
cerned.

“They know things about you, you didn’t know yourself”
(O’Harrow 2005)

The data mining capacity has resulted in a situation where “the ratio of what individuals
know about themselves (or are capable of knowing) versus what outsiders and experts can
know about them has shifted away from the individual” (Marx 1998, p.172). For example,
O’Harrow Jr. (2005, p.300) notices:
“It takes less and less effort each year to know what each of us is about. When we
were at the coffee shop and where we went in our cars. What we wrote online, who
we spoke to on the phone, the names of our friends and their friends and all the
people they know. When we rode the subway, the candidates we supported, the
books we read, the drugs we took, what we had for dinner, how we like our sex.
More than ever before, the details about our lives are no longer our own.”

“The dangerous aspect of such [dataveillance] dossiers is that the raw facts about individuals
take on added weight because they are part of an “official file” complied by an investigative
agency” (Westin 1967, p.160); the recorded personal information achieves more credence
than the individual involved (Mell 1996). One may wonder until when we are allowed to
overrule our own digital shadow (Boutellier et al. 2005, p.29). These developments need to
be carefully considered because accurate or not, data is forever (O’Harrow Jr. 2005, p.138).

5.8.4 Competence of intelligence services

Intelligence services use information of others, but also collect information themselves. Also
information from intelligence services may have unintended secondary uses. In the Nether-
lands, in recent years in several occasions memory sticks, and computers with sensitive in-
formation have been found on the street or stolen from intelligence and law enforcement of-
ficers. In the US there have been many instances where intelligence and law enforcement of-
ficers have misused their access to sensitive information, for example to sell these records.
More painful are the white-collar crimes, or cooperative moves. These “seem particularly
characteristic of control systems where agents are poorly motivated or indifferent, feel fa-
tigued, and are under-rewarded. They may also sympathize with those they are to surveil”
(Marx 2002, p.383; Levi et al. 2004, p.214): “There isn’t anybody, anywhere in law enforce-
ment, that doesn’t check people out. If they say they don’t I’d stake you a hundred that
they’re lying” (O’Harrow 2005 citing a former sheriff deputy, p. 274).

In addition, at the end of 2006 in the UK terrorists were intercepted with a bomb made of
liquids. Since then all airports in Europe are focusing on liquid bombs. In 2007, the author
(BVL) was stopped at the gate at Schiphol International Airport for having a bottle in his
hand luggage. The bottle was confiscated, but surprisingly his razor was not noticed or taken.
Another example that does not contribute to the confidence of society in intelligence ser-
vices is found in the way aerial imagery is being addressed, for example in GoogleEarth.
RAND has found in 2004 that national security has only for a very limited number of data



sets a reasonable risk (RAND 2004). However, in the Netherlands all military buildings, in-
cluding those of the national security and intelligence services are not visible on
GoogleEarth. Non-visible implies that the military building is covered with fancy colours as
tigure 1 shows. In this specific example the information is also outdated and one may won-
der how effective such ‘masking’ is. There are now even discussion groups trying to identify
all masked objects. As a consequence, one may wonder how effective our national security
officials are in protecting our national security. Still, the Minsitry of Defence is investigating
the extent to which MS VirtualEarth, which does show certain military buildings, is threaten-
ing national security (Leeuwarder Courant 2008).

Figure 5.1: What UFO has landed in Noordwijk aan Zee? Defensie Pijpleiding Organisatie is reeds
verhuisd naar Den Haag (website Nu; see also website Marketingfacts for an overview

of scrambled places on GoogleEarth).

Capacity of intelligence services

Tracking the 147 potential terrorist in the example presented before, based on one single
profile will be a challenging task for the Dutch intelligence service and its’ 1100 employees.
Do we leave it at these 147, or are there other profiles that are assessed to be as critical? If
the current focus is on one profile, does this imply that other profiles are completely ig-
nored? (cf. O’Harrow 2005, p.242). Are native Dutch citizens, Catholic, middle class, with
three daughters by definition innocent and are not considered by intelligence services until
one of them decides to shoot a politician? In other words how stable are the profiles of
threatening individuals or groups and how often do these need to be changed?

5.9 Just action to protect national security interests

The protection of the national security aims to protect the principles underlying our democ-
ratic societies. The protection of national security is necessary and may invade privacy rights.
Surveillance may be an important factor in protecting national security. One may argue that
in general, surveillance does not raise security. Modern societies are vulnerable. It is impossi-
ble to foresee, or prevent terrorist attacks such as 9-11 (Peissl 2002). Especially when terror-
ist are willing to risk their lives anyway (Peissl 2002). But, on August 10, 2006, MI5 has in-
formed us to disrupt a plot aiming at bombing several airplanes. Twenty-one suspects were
arrested and it is likely that a new tragedy was prevented.

However, we should not loose ourselves in the tempting thoughts that more information is
always better and that it is possible to eliminate crime. Privacy-invading technologies are not
necessarily increasing the effectiveness or success of the national security and intelligence
services. Technology has its limitations and these should be considered when discussing and



deciding on the means to use. “A more realistic hope — and one that is less destructive of
human right values — is that crime levels can be reduced to pose a less serious threat to the
economy and society at large” (Levi and Wall 2004, p.220). Often, it is a matter of linking the
appropriate and already available information.

Although some suggest that the ‘Surveillance Society’ is already with us (DPWP, 2006, p.1;
Wood et al. 2006; O’Harrow 2005), surveillance seems to be relatively under control in
Europe. This may explain why public trust in their governments that the privacy intrusions
are for necessary and proportionate purposes are paramount (DPWP 2000, p.3). If public
confidence is lost or severely damaged, it may be difficult if not impossible to regain (DPWP
20006, p.3). Therefore, it is critical that interferences with the private life for the protection of
national security are such that the principles developed by international legislation are being
adhered to and enforced (see chapter 2). This implies that in creating this surveillance as-
semblage one should at least take care of proper data processing measures as required by Ar-
ticle 5 of the Council of Europe Convention no. 108. This includes clear authorization for
access to the data (see Westin 1967, p.158), secure data communication, and use of accepted
data quality control procedures. This applies both to the data processing of old data and to
the processing of real-time data such as location data from a cell-phone. In addition,
“through offering high quality documentary evidence and audit trials, the new surveillance
may enhance due process, fairness and legitimacy” (Marx 2002, p.22). Adequate data proc-
essing mechanisms with both internal checks and periodic checks from independent authori-
ties are required. But this is difficult since the data processing concerns “secret determination
based on a secret analysis based on a secret category of information” (O’Harrow Jr. citing
Senator Sobel, 2005, p.237; ROB 2005, p.40).

However, only with sufficient safeguards in place, trust in the operations of intelligences ser-
vices will be created. Misuse of the concept of national security to address other issues and
misuse of the execution of a national security task need to be prevented to the greatest extent
possible.

Key question remains when, how, how long and who decides and controls when and how?
Thus, how to balance privacy needs with national security needs?

5.10 Conclusion

National security aims to protect a nation from internal and external factors threatening the
continued existence of the norms that are the fundament of today’s society. National security
is an extremely flexible notion, however. It is difficult to assess whether something or some-
one is a threat to the national security. The interpretation of the concept may be different
from society to society, culture to culture and may change throughout time.

Many means may be used to protect the national security. Physical, and data surveillance are
among these. There are many examples available that show that these means can be effective.
However, there are many aspects that need to be taken into account in using these means
(e.g., accuracy of processed information, interpretation of the data, competence of intelli-
gence services).

Decisions based on the processed data may have a great impact on individuals and eventually
on society. Sufficient safeguards should be in place to ensure to the greatest extent possible
that it is only national security that is protected, not another interest, and that the use of the
means protecting national security are strictly limited to what is listed in the task to which the
means were assigned.
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6 The ambivalent role of (location) technology

6.1 Introduction

Technology has an ambivalent role in location privacy of mobile devices. On the one hand
technology may diminish location privacy and enhance national security through the possibil-
ity to trace and track mobile devices. On the other hand, technology also allows users to
choose through privacy enhancing technologies to not to be traced or tracked.

In this chapter, attention will be given to the state-of-the-art technological possibilities re-
lated to both the tracing and tracking of the mobile devices, the so-called privacy-invading
technologies (PIT), as well as to technologies preventing the tracking or tracing; the privacy
enhancing technologies (PET). Finally, new technological developments will be addressed to
account for emerging threats and future solutions.

6.2 Developments in society and technology

Western societies can be characterized as information societies; information is driving the
economy and society. Key for the development of the information society is its information
infrastructure. One of the most significant benefits of an information infrastructure is that it
promotes the minimisation of duplicate information collection. “By facilitating information
sharing and to allow for information integration, the value of existing information resources
is maximised. The time, effort and resources previously spent on the collection of the same
or similar information may now be used to collect new information or to create new innova-
tive products. By reducing duplication and facilitating integration and development of new
and innovative applications, [information infrastructures] can produce significant human and
resource savings and returns” (after Chan et al. 2001, p. 65). In addition, information infra-
structures may allow users to respond more effective to demands from society, for example,
through 24/7 available services (see King and Kraemer 1995, p. 14). This holds in particular
when the combined use of location and administrative data is concerned. It may promote
economic development and make countries highly competitive.

Structure Plan Land Information (1992)
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Figure 6.1: Optimised geographic information infrastructure: ubiquitous linking of key data sets (Ravi
1992)



It is foreseen that citizens will be come more acquainted with modern technology, more
aware of the benefits of location information, and more demanding of mobile services, and
as a result they will require more detailed and more enhanced services (Smith et al. 2003).
The value-added services of GoogleEarth and MS VirtualEarth are examples of services that
increasingly include highly detailed satellite imagery with vector datasets of road centrelines
and, if available, more detailed information such as buildings. It is probably only a matter of
time before citizens start requiring detailed information for uses they now request irregularly
but will soon use on a daily basis. The level of detail and currency that users will require is
likely to be greater than current information timeliness (Van Loenen 2000).

Modern technology allows for faster, more accurate, and more current information collec-
tion, speedy dissemination, and searches and analyses by geographic unit, making it ex-
tremely useful for geographic management and planning, for example disaster management
purposes. The new information resources can also be used to ensure the public safety, with-
out which privacy itself becomes a nightmare isolation (Westin 1967, p.60). Although the in-
creased interoperability of these locationisers serves many users well, it potentially allows for
the ubiquitous surveillance of objects including individuals.

Traditional location technology such as theodolites, GPS-receivers, photogrammetry and
remote sensing is now expanded with high sensitive GPS receiver chips, RFID technology,
and ubiquitous telecommunications or IT networks. Even if one chooses not to use the
internet, or cell-phones, in the future the RFID tag of your sweater, laptop, PDA, watch, and
other mobile objects combined with Wik1 (wireless fidelity) or UWB (ultra wideband) net-
works may reveal your location.

“Recent advances in digital networking, data storage, capacity and processing power have
enabled previously unimaginable levels of interconnectivity, aggregation, and real-time
analysis of a wide array of personal information”

(Zimmer 2006, p.204)

Due to these technological developments, an increasing amount of administrative and geo-
graphical information is available through an increasing number of channels. In the 1990s, it
has been assessed that the average Dutchmen is registered in approximately 900 registrations.
Previously, these were all unique datasets that were not linked to each other (see figure 6.2).
However, currently it is at least in theory possible to link any digital data set with any other.
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Figure 6.2: Privacy optimised: no linking between datasets (figure based on Ravi 1992)



Together, the acquired data allows for inferred assumptions about individual’s income,
health, lifestyle, buying habits, travel behaviour, and social network, amongst others (see EU
2005, p.6; Wood et al. 2006). Through developments in artificial intelligence the ‘individual’
becomes more transparent than ever before (see O’Harrow Jr., 2005, p.265; Clarke 2001,
p-219). This so-called dataveillance may threaten privacy. One consequence is that “Compa-
nies could now know who you were the instant you called” (O’Harrow Jr. 2005, p.42) and
consequently address you with an appropriate attitude that fits your profile.

Especially the secondary use of these personal data, which were beyond the purposes for
which they were designed are considered a major threat to the privacy (see Levi and Wall
2004, p.213; O’Harrow Jr. 2005, p.291).

6.3 Privacy invading technology

“Forget dropping a coin into a parking meter or using a pay phone discreetly on the street. Those days are
slipping by. The most simple, anonymons transactions are now becoming datapoints on the vast and growing
matrix of each of our lives. The fact that you did something at a particular time [] will be recorded and will

never go away until the last hard drive is destroyed.”
(O’Harrow Jr. 2005, p.291)

Already in 1967, Westin acknowledged that “In the field of locating individuals and following
their movements, signal-transmitter “tags” promise to become steadily more powerful and
less expensive. [] such tags will become available in much smaller sizes, increasing still further
the possibilities of secreting them in an individual’s clothing or his personal and professional
accessories” (Westin 1967, p.85) Westin even considers permanent implacements of “tag-
ging” devices on or in the body. He predicted that “Signaling devices have been produced
already (and will become smaller and more powerful) by which persons within a building or
miles away can be buzzed to let them know that they are wanted or that they should call in:
these systems might also be used for locating individuals” (Westin 1967, p.88-89). Anno
2008, Westin’s future has become reality. Baja Beach club members pay through their im-
planted tags, the logistics sector is heavily relying on RFID technology, and cell-phone and
IT networks have become the signalling devices locating individuals.

Several means exist to track people down. These privacy invasive technologies (PITs) may
track and trace people either real-time or ex-post. Here, we distinguish devices actively re-
vealing their location and devices passively providing their location.

6.3.1 Devices that actively reveal location information

The most promising or threatening devices that allows for real-time tracking are devices that
actively provide information on their location. Cell-phones, and wireless personal area net-
works (PANs) are among those. Without claiming to be exhaustive, we discuss cell-phones,
wireless networks, and active RFID tags.



Cell-phones”
The wortldwide standard of cell-phone the GSM network (Global System for Mobile com-
munications, originally from Groupe Spécial Mobile), consist of three components (Scourias
1997, see figure 6.1):

- Mobile station (the cell-phone)

- Base station subsystem

- Network subsystem

The mobile station has three key components. It has a unique International Mobile Equip-
ment Identity (IMEI) attached to it. Further, a SIM card is necessary to use the cell-phone.
The SIM card contains a unique International Mobile Subscriber Identity (IMSI). The tele-
com provider attaches the IMSI code to a phone number (the Mobile Station ISDN). The
IMSI code can be linked to the name and address of the subscriber and will identify the sub-
scriber. For pre-paid phones this link may not exist, however. Finally, the user of the mobile
station can be distinguished. The user is not necessarily synonym for the subscriber. Voice-
recognition technology or experiences may be used to link the voices through the cell-phone
to an individual.

The average reach of a GSM device is approximately 5 kilometre. Therefore, for full cover-
age of an larger area it is required that telecommunication towers are available every other 5
kilometre. At least because the signal strength is heavily interfered with constructions such as
buildings. In densely populated areas, the towers are more likely to be found every other
kilometre. In theory, each tower covers a roughly circular area: the cell. The shape of the cell
may deviate due to constructions, and other choices to serve an area in the most economic
way. Each of these telecommunication towers, the so-called Base Transceiver Stations (BTS),
are managed by a Base Station Controller (BSC). A BSC manages the connection between
one or more BTSs, which channels are assigned to the cell-phone, the handing over of con-
tent, and at what strength the mobile device and the BTS sends. The BSC is the connection
between the BTS and the Mobile services Switching Centre (MSC).

Based on the strength of the signal from a phone at multiple antennas the MSC decides
which BTS is being used for a phone call. It uses several databases for identifying the mobile
device, its subscriber, entitlements to specific services, and keeps track of the location of the
device. As the cell-phone moves, the base station receiving the strongest signal changes, and
the network “hands off” the call from one base station to another (website IEEE).

The MSC consists of four databases:
- Home Location Register (HLR);
- Visitor Location Register (VLR);
- Equipment Identity Register (EIR);
- Authentication Center (AuC).

The HLR consists of administrative data such as the name of each subscriber registered in
the corresponding GSM network, together with the current location of the cell-phone. The
HLR has:

- IMSI;

- MSISDN (telephone number);

- GSM services requested or given;

- Current location of the device (through VLR);

'8 Based on Scourias 1997



- Service subscription data.

The VLR is a temporary database of subscribers who have roamed into the particular area
which it serves. Each BTS is served by one VLR. In the VLR the following data is being
stored:

- IMSI

- Authentication data;

- MSISDN;

- Services allowed to be accessed by the device;

- HLR address of the subscriber.

The EIR maintains a list of IMEIs in the network and categorises the IMEIs with white (it is
okay to connect to the network), grey (the device is under observation by the network for
possible problems) or black-listed (device is not connected to the network; e.g., the device is
reported stolen or GSM type is interoperable with the network).

The AuC has a copy of the secret key of the SIM card. This code is being used for identifica-
tion and encryption of the signal.

How does it work?

All BTS send periodically a unique signal to let cell-phones know where the BTS is. When a
cell-phone is switched on, it searches and registers the signals of a maximum of (the strong-
est signals) 6 BTS stations. Every second, this list will be send to an available BTS. The BTS
sends this list to the BSC, which sends it to the MSC. The MSC decides which BTS to use.
In the VRL database the location of the cell-phone is registered and through the VRL the
HRL is informed that the device has arrived in a particular area covered by that VLR.

When a device moves from one BTS to another a location update message is sent to the
(new) MSC/VLR. The MSC/ VLR sends the location information to the subsctiber’s HLR.
If the subscriber is entitled to the service, the HLR sends a subset of the subscribet’s infor-
mation (needed for call control) to this MSC/VLR. It also sends a message to the old
MSC/VLR to cancel the registration.

The VLR keeps track where the device is within the VLR area when no call is ongoing (web-
site mediatheek).



BSC — Base Station Controller

BTS — Base Transceiver Station
HLR — Home Location Register
MSC — Mabile Switching Centre
VLR — Visitor Location Register

Figure 6-3 Overview of the telephony network (Lo 2007)

Thus, in order to set up and maintain a connection the network needs location data, and
when switching between networks the need for processing location data is evident. Network
operators by technical necessity have to exchange location data to be able to provide the
telecommunication service (Penders 2004, p.255); the processing of location data is a prereq-
uisite for telecommunication services. Differences in signal strength of received BTSs, ob-
served time differences between synchronised signals that a cell-phone receives, or time dif-
ferences with which the different BTSs receive the signal of the cell-phone may be used to
calculate the location of the cell-phone more detailed (see Van Wijngaarden 2001 cited in
Lips et al. 2004, p.32). This calculation, so-called triladation, establishes a more detailed loca-
tion of an object than necessary for enabling communication through the device. Third gen-
eration GSM will provide location information at an even finer granularity (see also Cvrcek
et al. 2006, p. 109; Matyas and Kumpost 2007).

Also other creative ways to arrive at a more accurate location than the regular BTS-data exist.
For example, for every location, the BTS-data (which are the 6 ‘strongest’ towers received at
this point) can be processed and linked to GPS data. Each unique location (with a unique
combination of 6 signals and strength) is pinpointed to coordinates. In this way a ubiquitous
network may be developed that links with high accuracy BTS signals to a location. Devices
may be equipped with a chip that actively provides this information to others including the
telecom provider. An example of such system is found in livecontacts (website livecontacts).

Further, mobile telephones in the standby mode may send transmissions to the local tower,
enabling to track a person's movements (Clatke, 2001, p.213; see also Gruteser et al. 2004,
p.15, Lee et al. 2005, p.1009). In addition, some cell-phones can be activated from a distance
(McCullagh 2006). For example, providers may install remotely software that may activate
the microphone without the user’s knowledge; so —called roving bugs (see US 2. Tomero,
McCullagh 2006; Odell 2005). Thus even if the cell-phone is in the standby mode, it may
still be tracked down to a location. This may reveal information about the location the cell-
phone is and its owner lives. For example, when the cell-phone ‘sleeps’ every night at the
same location, where the address of the location may be referring to the address of its owner.



One way of revealing secretly the location is SMS-ing the cell-phone periodically without
ringing the ring-tone; a silent SMS (see US ». Forest referred to by Koops 2006, p.18;
Bundestag 2005). This may, however, not be without risk since a message may arrive at the
cell phone indicating that it has missed a call or message. Another option may be to activate
the microphone in the cell-phone and track the cell-phone down (Logtenberg 2008).

Accuracy of location

The accuracy of the location of the cell-phone varies per situation. Generally, in urban areas
an accuracy of 100 meter may be feasible, while in rural areas an accuracy of several kilome-
tres is possible (see also Miedema and Post 20006, p.13). Some claim that an accuracy of sev-
eral metres can be achieved (Van de Pol 20006, p.141; Odell 2005), but this is very unlikely
without the use of additional technologies such as GPS. The way the cell-phone network
works does not allow for absolute guarantees that the cell-phone uses the nearest BTS. It
may very well be that this nearest BTS has reached its capacity, or for other reasons is un-
available and directs the call to another BTS. This may be a BTS several kilometres away
from the location of the cell-phone.

For communications through the data channel (e.g., SMS, MMS) the nearest BTS is being
used.

IMSI-catcher

In the context of this resarch, also the IMSI-catcher should be mentioned. An IMSI-catcher
measures the signal strength of received BTSs and pretends to be a BTS. Cellphones in the
surroundings of the IMSI-catcher recognise the IMSI catcher as a BTS and connect to this
BTS since it provides the strongest signal. With the connection the cellphone provides its
IMSI number. Thus, the IMSI-catcher allows for revealing the IMSI of a cellphone, but it
also allows to track a cellphone down to the direct surroundings of the IMSI-catcher.

Satellite phones

Satellite phones communicate through the use of satellites. The current location characteris-
tics are such that this technology is not considered to be as privacy sensitive as other locating
technologies. Neither is the use, with respect to tracking and tracing, as useful for national
security purposes. Currently, the positioning accuracy is claimed to vary between 300 to
10,000 metres (see website REL website Globalstar; website Space). Others holds that the posi-
tion of a satellite phone can be determined within a 150 kilometres radius (Clarke 2001,
p-214). One must be outside to have it working and compared to regular cell-phones they are
expensive.

Active RFID tags

Radio Frequency identification technology (RFID) or infrastructure consist of a tag (l.e. a
microchip) and a reader. The tag consists of an electronic circuit that stores data and an an-
tenna, which communicates the data via radio waves. The reader possesses an antenna and a
demodulator, which translates the incoming analogue information from the radio link into
digital data. The digital information can then be processed by a computer (EU 2005, p.3).
The tags can be active or passive.

“Active” tags have their own battery. They either broadcast their information without being
interrogated by the reader, or stay quiet until triggered by a reader (EU 2005, p.3). “Active
tags transmit at higher power levels than passive tags, allowing them to be more effective in
"RF challenged" environments like water (including humans/cattle, which are mostly watet),
metal (shipping containers, vehicles), or at longer distances.” (www.wikipedia.org). Active




tags have a relatively large broadcast range (up to 100m) and are generally used when the lo-
cation of the tag is more important than the data stored on it (Lockton et al. 2000).
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Figure 6-4: RFID tags revealing information to the environment

Wireless personal/ local area networks

Modern technological networks potentially allow for the ubiquitous surveillance of mobile
devices. The ubiquitous identification may become reality with the rapid development and
implementation of Wireless local area networks (WLAN). Examples of “Wireless Positioning
Systems (WPS)” are WiFi (‘Wireless Fidelity’) and UWB (Ultra wideband). WPS relies on
wireless Internet access points and uses them to determine the position of mobile Wiki-
enabled devices, such as PDAs, cell-phones and laptops (Luccio 2000).

Wil is a term for certain types of wireless local area networks (WLAN), providing access to
the Internet. Ultra wideband (UWB) is wireless technology that allows data to be transmitted
over several radiofrequencies at the same time with great speed (see Delta 27 2000, p.7). It
has a range of up to 100 meters (Delta 2008, nr. 3, p.16). Both enable or may enable the link-
age of the identification of devices or tags to a certain location in the network. Gruteser et al.
(2004, p.17) notices that the density of WLAN access points in densely populated areas
makes it difficult to use a WLAN network without being detected by other parties.

A wireless personal area network (WPAN) can also be made possible with network tech-
nologies such as IrDA and Bluetooth (wikipedia.org). Bluetooth provides a way to connect
and exchange information between devices such as personal digital assistants (PDAs), mobile
phones, laptops, PCs, printers, digital cameras and video game consoles via a secure, globally
unlicensed short-range radio frequency (wikipedia.org). It is part of the short-term wireless
connectivity technology. Devices hosting Bluetooth are relatively smart compared to RFID
tags (Wong et al., 2005, p.182). The Bluetooth Device Address (BD_ADDR) may reveal an
individuals location. Especially if a cluster of BD_ADDR is detected it is highly probable
that the individual is nearby (Wong et al. 2005, p.177). Bluetooth has a range of 1 to 100 me-
ter (wikipedia.org).

Since WiFi routers are plentiful and still rapidly increasing in number and are created for
enabling wireless internet access, it is relatively inexpensive to hook up this system to the tra-



ditional positioning systems and create a ubiquitous surveillance system, previously assessed
to be too costly to be implemented.

These technologies are now readily available, and with the access point of the Wili router, or
Bluetooth-connections known, a user of these becomes easy to identify and the possibility
arises to use the internet to track the location of these mobile devices.

Hybrid systems

GPS and WPS equals XPS. In April 2000, Luccio reported that at least one company is work-
ing on the integration of GPS and WPS in one positioning system. 150 drivers are collecting
Wil access points detected and the strengths of their signals at a certain position. It is stated
that in any urban area between 3 and 15 networks for any point can be ‘heard’ and in 95 per-
cent of the time at least two (Luccio 20006). The accuracy has increased from 20-50 meters in
2006 to 10 meters for 85% of the positioning in 2007 (Luccio 2007). The meter level is cur-
rently beyond the system.

According to Luccio, the WiFi access points stay fixed for at least 12 months. In 2007, the
company SiRF and Skyhook had 15,000,000 access point in their database covering 70% of
the US population and 60% of Canadian population (Luccio 2007). The system can tell in
real time that a certain number of people are on line in a certain area at a certain time. Al-
though possible, the company does not intend to track people.

6.3.2 Devices that passively reveal location information

Ad hoc tracking with a potential for real-time tracking: Radio Frequency Identifica-
tion Tags (RFID)

Other locationising devices allow for tracking of objects or subjects, but only if the device is
within the reach of the receiver. Those include passive RFID, license plate recognition.

RFID

Radio Frequency IDentification (RFID) consists of two main components: the RFID tag
and a reader. The tag contains a transponder with a digital memory chip that is given a
unique electronic product code. When an RFID tag passes through the reader’s electromag-
netic zone, it detects the readet's activation signal. The reader decodes the data encoded in
the tag's integrated circuit and the data is passed to the host computer (EU 2005, p.3; website
wikipedia 2006, 1 October, www.wikipedia.org).

The data transmitted by the tag may include all kinds of information including personal in-
formation, or specifics about the product such as price, colour, date of purchase, etc. “[] As
of 2006, the smallest such devices measured 0.15 mm X 0.15 mm, and are thinner than a
sheet of paper (7.5 micrometers).[] The lowest cost EPC RFID tags [] are available today at a
price of 5 cents each. Passive tags have practical read distances ranging from about 10 cm up
to a few meters depending on the chosen radio frequency and antenna design/size. [| Passive
RFID tags do not require batteries and have an unlimited life span. || (www.wikipedia.org;
EU 2005, p.3). RFID tags have been described as real-world “cookies” linked to us, sending
back information about everywhere we go (O’Harrow Jr. 2005, p.289).

RFID is being used worldwide for controlling access to buildings, identifying cattle, anti-
theft systems, and automated payment at toll roads (EPC.NL 2005, p.14). Also human be-
ings may be equipped with RFID tags. In the entertainment park Legoland children may be
equipped with an RFID bracelet that can be tracked anywhere within the park’s boundaries
(website silicon). More extreme, in the Baja Beach Club, the VIP lounges are providing the




implantation of a tag in own body to check in and to pay drinks (ECP.NL 2005, p.12).
Members of the club consider this a great service. But what happens when the tag identifica-
tion becomes ubiquitous and what may happen if the item containing a RFID (say a woolly
jumper) has been sold, stolen, borrowed, given away? (IPTS 2003, 175).

RFID may not yet be a significant threat to the privacy because the independent RFID sys-
tems are not fully interoperable. ECP.NL doubts whether the private sector is willing to cre-
ate such dense systems that devices can be tracked and traced on a continuous basis
(ECP.NL 2005, p.35). However, EPCglobal Inc. is working on the cteation of ‘Electronic
Product Codes’ (EPC), which will identify individual items. The EPC Global Network is
progressing towards a global standard to connect servers with EPC information through
EPC information services (EPCIS) (EU 2005, p.13).

License plate recognition and other technologies

Another example of ad hoc tracking are surveillance systems that coverge optical informa-
tion about car number plates with driver databases are found in the use of roadside speed
cameras (IPTS 2003, p.169; Clatke 2001, p.216). Also red-light cameras are in this category
(flitspalen) (see White 2003, p. 10), and traffic management camera’s. Although the purpose of
these technologies ate satisfied once a penalty or fee has been processed, the location data
might be stored longer than necessary.

White (2003, p. 16) recognised another category: the flexible tracking devices such as credit
cards, loyalty cards and other devices that with permission of the user may have the unin-
tended consequence of revealing a user’s location at a certain time. In this category also toll
booth information fits.

6.3.3 Ex-post continuous tracking: Navigation satellites

Navigation satellites typically send one-way information to receivers. The satellites do not re-
ceive data from the teceiver. Based on the information from the satellites, the receiver can
determine its approximate position. Currently this can be up to the meter level. Examples of
navigation satellites are Global Positioning System (GPS, US), Global Navigation Satellite
System (GLONASS, Russia), Beidou Navigation System (China), and the planned Indian
Regional Navigational Satellite System (IRNSS, India) and Galileo positioning system (EU).
Although GPS-receivers do not send information, they may be incorporated in other devices
that have the ability to send. These may also send GPS information, for example, to better
take advantage of a LBS. These so-called ‘active GPS’ allow for the continuous tracking of
devices. For example Acme, a US-based car rental company, rents its cars with a computer, a
transmitter, and a back-end server that enabled Acme to watch the car’s progress on a Web
page. In one instance, they withdrew the penalties assessed for three speeding violations in
three states (O’Harrow Jr. 2005, p.292).

6.4 Privacy enhancing strategies

A wide range of privacy enhancing technologies are available. However, since the availability
of the location information is a prerequisite for using the functionality of the mobile device,
it cannot be encrypted or otherwise withhold from intelligence or law enforcement agencies
in the instance that these have a legal mandate to access the location data. Therefore, al-
though these PETs may be sufficient to guard against private intruders, for law enforcement
and intelligence services they may not. Thus, relying on technology alone to protect individ-
ual’s privacy may be insufficient.

There are several other ways to circumvent surveillance (technologies). There are psychologi-
cal ways of achieving privacy as well as physical arrangements (Westin 1967, p. 12). A satisfy-



ing stage of privacy may be reached with behavioural techniques provided by Marx (2003).
He has identified eleven behavioural techniques of neutralizing the collection of personal in-
formation (see also section 5.8).

The first technique, the discovery mode, is to find out if surveillance is in operation and
where it is. This may well compare with the anti-radar ‘fuzz buster’ that warns when a police
radar is in use (see also Westin 1967, p.82).

The second technique, the avoidance mode, involves withdrawal. Examples may be avoiding
supermarkets with frequent shopper cards, pay in cash, making calls from a pay phone. An-
other form of avoidance is not raising the red flag. “Knowing that certain profiles or crossing
certain thresholds will trigger surveillance or at least suspicion, individuals stop short of this
or avoid triggering characteristics” (example of bank deposits under $10,000). Levi and Wall
(2004, p.214) go further in this opting out strategy. They foresee a complete new under-
ground world of those hiding from the state.

In the third technique, piggybacking moves, a control is evaded or information protected by
accompanying or being attached to a legitimate object or subject (example of driv-
ing/walking quickly behind a person with legitimate access).

Switching moves involves the transfer of an authentic result to someone or some thing to
which it does not apply (example substitute test takes, ‘cut off the thumb’ case).

Distorting moves manipulate the surveillance process such that the technical data do not
mean what they appear to say (cf. Westin 1967, p.82).

The sixth technique, blocking moves, seeks to physically block access to the communication
or to render it unusable (example playing loud music, whispering, metallic shield in bag to
block sensors, encryption of communication) (cf. Westin 1967, p.82).

Masking involves blocking, but it goes beyond it to involve deception with respect to the
identity, status, and/ or location of the person or material of surveillance interest (false li-
cense plate, false ID).

The eighth move, breaking moves, render the device inoperable (disabling phone lines, spray
painting a monitor).

Refuse moves ignore the surveillance (example I do not have a phone, social security num-
ber, income, house).

The tenth technique, cooperative moves, involve the white-collar crime. These “seem par-
ticularly characteristic of control systems where agents are poorly motivated or indifferent,
feel fatigued, and are under-rewarded. They may also sympathize with those they are to sur-
veil” (Marx 2002, p.383). Examples of this ‘social engineering’ (Levi and Wall 2004, p.214)
are found in the Hofstad group and the AIVD interpreter case.

Finally, Marx provides the counter-surveillance move, surveiling those who are doing the
surveillance: private wire-tapping or bugging conversations of law-enforcement officials
(Westin 1967, p.116).

One of the biggest threats to the success of surveillance technologies, however, are strategies
that can be described as ‘to live a life as anyone’ in addition to avoiding identifying technolo-
gies. These privacy enbancing strategies may be to pay in cash, avoid the internet, use false IDs,
using other people’s artificial numbers, etc. These individuals typically ‘opt out’ and keeping
out of the system and therefore maintaining invisible (see also IPTS 2003, 137). However,
this implies opting out of the opportunities of information societies. It is unlikely that many
are willing doing so.

Others suggest that everybody providing everything that is known to them and about them
online is the best way to preserve privacy. It is suggested that information technology cannot
cope with the huge amounts of personal data and the complete state of informational privacy
may be reached (Thompson 2007). However, this implies that also other critical functions of
society, which are building on I'T, will also fail.



For those that cannot do without the temptations of the information society may use privacy
enhancing technologies to avoid surveillance. Anonymizers and encryption are typical PETs.

Privacy enhancing technologies (PETs)

In assessing Privacy enhancing technologies one should distinguish between devices that us-
ers need for their own functioning in daily life such as cell-phones and PDA’s, and devices
that users do not need or even do not know about them such as RFIDs.

Concerning RFID, the easiest protection is to wrap the RFID-chip in aluminium foil (Lock-
ton et al. 2005/6). This would be difficult if the tag is attached to your sweater of jeans, how-
ever. More advanced options are on the user control side to kill these tags upon purchase of
the attached item, or its ID can be re-encrypted by an external agency (Wong et al. 2005,
p-176). Another supplier driven option may be that the tag is changing its ID on every query
(Henrici et al. 2004, p.221). The RFID tag can also be equipped with a “Hash-Lock” which
ensures through cryptography that the information on the tag is only revealed to the receiver
if the reader has the right key to read the tag (Henrici et al. 2004, p.220).

For mobile devices one think of a Faraday cage which prevents radio waves entering or leav-
ing ensuring no surveillance, but also disabling any communications (see Wheeler 2004). If
one still wants to communicate one may use an information diffusion approach to scatter the
user’s location information to confuse the attacker (Lee et al. 2005, p.1007), or use frequently
changing pseudonyms (Wong et al. 2005, p.83). Use of encrypted and anonymously pur-
chased mobile phone communications between offenders make both them and their content
difficult to trace (IPTS 2003, 180).

Although these PETs do protect the content of the communication, this excludes the loca-
tion of the device. Since the availability of the location information is a prerequisite for using
the functionality of the mobile device, it cannot be encrypted or otherwise withhold from in-
telligence or law enforcement agencies in the instance that these have a legal mandate to ac-
cess the location data. Therefore, although these PETs may be sufficient to guard against
private intruders, for law enforcement and intelligence services they may not.

In addition, encrypted data can be deciphered and anonymous identities can be de-
anonymized, even when they are in the hands of trusted third parties/ intermediaties. Often
those who developed these deciphering technologies are working for or co-operating with
intelligence services. There are no guarantees that encrypted or anonymized data will remain
forever unknown, or that in special instances (e.g., to protect national security) the PET will
be ‘de-activated’ (cf. Clarke, 2001, p.213; see also Gruteser et al. 2004, p.15, Lee et al. 2005,
p.1009).

More specific, those using these PETs may be likely to be subject to surveillance because of
their suspicious behaviour of using PETs. What do they have to hide?

6.5 Conclusions

In this chapter we explored the state of the art technological opportunities in determining
the location of mobile devices. Depending on the density of BTS and or Wikl transmitters
the position of a mobile device can be determined varying from a few kilometres to the 100
meter level. In the future, the meter level will be feasible. Devices using active GPS, i.e. send-
ing GPS information, can be determined at improved levels of detail. These developments in
technology are expected to result in hybrid systems that incorporate a location identifying
component. We foresee developments towards the integration of location information avail-



able within WiFi networks, RFID networks, cell-phone networks, together with active GPS
in mobile devices. Although we might be decades from full integration of these networks,
these potentially allow the permanent identification of individuals within a range of a few
meters. These privacy invading technologies are likely to extend the abilities of secret intelli-
gence to better address national security.

A wide range of privacy enhancing technologies are available. However, since the availability
of the location information is a prerequisite for using the functionality of the mobile device,
it cannot be encrypted or otherwise withhold from intelligence or law enforcement agencies
in the instance that these have a legal mandate to access the location data. Therefore, al-
though these PETs may be sufficient to guard against private intruders, for law enforcement
and intelligence services they may not. Thus, relying on technology alone to protect individ-
ual’s privacy may be insufficient.

In theory, a more or less complete picture of an individual’s private life can be obtained
through the linkage of the many databases, including those of the locationisers. The likeli-
hood of such environment is only increasing especially in the law enforcement and national
security domain since these are able to overrule privacy enhancing technologies.

Thus, for balancing privacy and national security for provider controlled data, technology
provides very limited opportunities to protect the right to privacy. The balancing has then be
left to a decision in the extent to which technological advances may be used for national se-
curity purposes.

For use controlled devices, including the control of the location data in active GPS devices,
privacy may be enhanced through awareness building among (ignorant) users.

With respect to the impact of technology on the balance between location privacy and na-
tional security, cell-phone technology does not provide much privacy enhancement. Organ-
isational difficulties to get to the data are the most likely barrier for security and intelligence
services. Technological or legal barriers do not seem to exist at least if the required technol-
ogy is available to the security and intelligence services.

Location technology does provide security and intelligence services with the means to track
and trace individuals at varying levels of accuracy. Especially hybrid equipment, using both
cell-phone technology and navigation technology allow for increased positioning of mobile
equipment. In 2007, Nokia, world's leading mobile phone supplier and a leading supplier of
mobile and fixed telecom networks, took over map maker Navteq for over US$ 8 billion.
The new market of location based services requires accurate positioning of cell-phones
which is accomplished with GPS featured cell-phones. These are now installed in top-of-the-
line phones but are expected to be part of any phone in the very near future. This will result
in a take-it-or-leave-it situation where consumers will not have a choice in the features com-
ing with the cell-phone. The market of the privacy-aware might not be such that this devel-
opment can be stopped or alternatives provided.

One scholar has argued that as a consequence of modern technology and loose privacy legis-
lation “the terrorist will have no place to hide. But then, there’s a chance that neither will we”
(O’Harrow Jr. 2005, p.10).



7 The Netherlands: Balancing privacy and national security

This chapter focuses on the way privacy and national security interests are balanced with re-
spect to the use of location information of mobile devices for national security purposes in
the Netherlands. First, it addresses how privacy as a general concept is considered in the
Netherlands. In the second section, Dutch national security is addressed and practical infor-
mation on surveillance provided. In section 3, adherence to the six principles as provide din
chapter 3 is assessed. Section four addresses the overall balancing of national security and
privacy in the Netherlands five. Section six, finally provides the conclusion and improve-
ments for balancing national security and privacy.

7.1 Privacy in the Netherlands

According to privacy international, the privacy situation in the Netherlands can be character-
ised as a systematic failure to uphold privacy safeguards (Rotenberg et al. 20006). Especially
the categories privacy enforcement, data sharing, visual surveillance, communication inter-
ception and law enforcement access were categorised in the lowest categories of ‘few safe-
guards, widespread practice of surveillance’ and ‘extensive surveillance/ leading in bad prac-
tice’.

In 2007, however, Verhue found that Dutch citizens have a great trust in the use of their
personal data by government agencies. A majority of respondents considered the infringing
means not unreasonable, and responded positive to the statement that the security of society
increases when government knows more about their citizens. The high trust in government
use of personal data makes that severe security measures are not considered as a major threat
for the personal freedom (Verhue 2007, p. 3; translation BVL). Also the Raad van Hoofcommis-
sarissen  (Board of Superintendent Commissioners) (2004, p.41) recommends to increase po-
licing mandates and found privacy regulations a barrier for further use of forensic investiga-
tions. Some politicians have found in these research results support for or justification for
introducing means or mandates that push the balance between privacy and national security
ot law enforcement towards the latter (speech J.P. Balkenende at CvTIVD 2007 conference).
Citizens, however, may underestimate the impact privacy invasions may have for the way
they live their lives. The Dutch Data Protection Agency (Kohnstamm et al. 2007) warns the
naive Dutch for the potential drawbacks of an ‘omniscient’ government. Stokmans (2007)
adds that the average citizen is so naive because he does not know what personal data gov-
ernment may process and what the possible impact may be. Personal data registered at the
Kadaster may be commonly known, as is the national license plate registration (with the
Rijksdienst voor het Wegverkeer). But how many are, for example, aware of the Justitieel Documen-
tatie system, a system registering natural and legal persons that have been, in one way or an-
other, in contact with the Ministry of Justice (and affiliated agencies), including over 4 mil-
lion natural persons (AIV 2007, p.41). “Thinking that what has happened to someone else
will not happen to you is a mistake. Just as the idea that you do not have to fear govern-
ment” (Stokmans 2007, citing professor Van Gunsteren, translation BVL). Tokmetzis (2007)
shows what is currently possible and provides examples of mistakes of the data interpreta-
tion of law enforcement with a major impact on innocent citizens life. The Adviescommissie In-
Sformatiestromen 1 eiligheid (AIV 2007, p.8) concluded that the few academics and privacy advo-
cates are right on in their fears for the increasing number of data requests of intelligence and
law enforcement agencies and assessed these to be inappropriate. In addition, the commis-
sion points out that government insufficiently addresses the balancing of the fundamental



rights of privacy and security. The start of the www.ikhebnietsteverbergen.nl (I have nothing
to hide website) can be explained as a way to make the ignorant Dutch citizen aware of what
is already available to government and how this may influence one’s autonomy and informa-
tional privacy.

It is argued that there is an invasion of the right to privacy if a more or less complete picture
is obtained of certain aspects of the individual’s private life (Kamerstukken 98-99, 25403, nr.
25, p.4). This does not include the observation that someone is driving a BMW or plays soc-
cer (HR 21 March 2000 LN AA5254). Buruma (2001, p. 34 - 35) found in Dutch case law
that privacy should be considered as a way to be unrestrained oneself (referring to HR 19
March 1997, HR 9 January 1987, HR 19 February 1991). Also the term reasonable expecta-
tion has been used by the Supreme Court (HR 19 December 1995; HR 12 February 2002
LJN AD9222).

Privacy infringements in (semi-)public areas may not exist since people should be aware that
in such areas that one can be observed, including audit observations, by others (HR 2 June
1998, HR NJ 1995, 684; Kamerstukken 1996-1997 25403, nr. 3, p.38). Later the Supreme
Court was more nuanced stating that instances whete a pattern of behaviour is made visible
involves an aspect of the personal sphere that can be observed by everyone is a less far-
reaching infringement than a pattern of behaviour where this concerns an aspect of the pri-
vate sphere that deserves special protection such as a meeting or pattern of behaviour in a
private house. In instances where observation results in visibility and reproducibility of the
behaviour of the observed where he could reasonably expect to be invisible for the outside
world/ public is a more than limited infringement of the right to privacy (HR 12 February
2002 LN AD9222 at 60).

Observations of cell-phones or suitcases may interfere with the right to privacy since these
items are so closely bound to the observation of individuals that they cannot be judged inde-
pendently from these individuals (Kamerstukken 1996-97 25403 nr. 3 p. 28).

Adviescommissie Informatiestromen Veiligheid (Advisory Commission Infor-
mation Flows in the Security Domain)

In February 2007, the Minister of the Interior, also on behalf of the Minsiters of De-
fence and Justice ordered an investigation of the system of information flows from
(major) data files in the security domain available in both public and private sector. The
security domain includes crisis management, and activities aimed at fighting crime and
terrorism.

The Commission Information Flows in the Security Domain was created to perform
the investigation. Their report (Data voor Daadkracht) concluded that the current sys-
tem of information flows from external databases for security purposes does not meet
the standards of proportionality, subsidiarity, and effectiveness. Furhter, it concluded
that the balance between national security and privacy requires strategic attention to
prevent a situation in which the balance between national security and privacy disap-
pears.




7.2 National security in the Netherlands

National security has not been defined in law. However, a recent strategy document ad-
dresses the Dutch interpretation of national security (see Ministerie van Binnenlandse Zaken
en Koninkrijksrelaties 2007).

National security is at stake if the vital interest of the state or society are threatened in a way
that society (potentially) is distupted (Minister of the Interior 2007, p.6 translation BVL). Vi-
tal interests of the state or society are (Minister of the Interior 2007, p.10 translation BVL):
territorial security, economic security, ecological safety, physical safety (public health) and so-
cial and political stability (for example, respect for the core values of society such as freedom
of speech and privacy). The operational value of this document is very limited since almost
any action can be justified by using one of these broad terms.

Thus, national security concerns both security and safety aspects. Infringements by human
acts are within the security category. Infringements by natural disasters, system or process er-
rors, human failure or natural abnormal situations such as extreme weather conditions may
be referred to as safety aspects (Minister of the Interior 2007, p.6 translation BVL).

The Dutch legislator explains the term national security as at least everything the tasks of the
national security and intelligence service includes (see 25877 nummer 58a Eerste Kamer, 1;
cf. o0.a. Kamerstukken II 1999/2000, 25 877, nr. 8, p. 18; Kamerstukken II 2000/01, 25 877,
nr. 14, p. 7).

Recent threats to Dutch national security include the murder of Theo van Gogh, and very
recently the activities of Animal activists (Dieren Bevrijdings Fron?) making a constructor stop
his constructions work for a life science business patk (see Staal 2008) .

Protecting national security in the Netherlands

The Dutch Intelligence and Security Service (Algemene Inlichtingen- en 1 eiligheidsdienst, further
AIVD) is the Dutch civilian intelligence agency. It is tasked to protect the core interests of
the Netherlands, being among others the continuance of the democratic order or the security
of the state or other major interests of the Netherlands (article 6 WIV 2002). Current areas
of interest of the AIVD are terrorism, radical developments, salafism, left and rightwing ex-
tremism, undesired involvement by foreign powers, proliferation of weapons of mass de-
struction, foreign intelligences, and stimulating security (website AIVD). These are, however,
general categories that are subject to change. Main focus of the AIVD is currently religious
extremism and terrorism (Van Hulst 2007). The Service employs approximately 1500 people
(Van Hulst 2007). '

7.2.1 Role of location information in protecting national security

AIVD Director Akerboom stated that contra-terrorism aims at stopping the terrorist or a
terrorist group to reduce the terrorist threat (Akerboom 2003). Detecting potential terrorists
includes revealing their networks. This implies that data concerning the type of person, their
role in the network, their contacts, their ideological background, and other countries in-
volved needs to be included in the analyses (see Akerboom 2003). Modern technologies may
be used to obtain insight in the threatening networks, e.g., to identify travel behaviour of po-
tential terrorists (Akerboom 2003). The use of identification data or traffic data may in many
instances provide sufficient information to satisty these needs. Concerning location data, ex-
post location data, including location data from the stand-by mode of a mobile device, is

'® The Military Intelligence and Security Service (Militaire Inlichtingen- en Veiligheidsdienst, MIVD) is the military counter-
part of the AIVD. The MIVD protects the interests of the Netherlands in instances where the armed forces may be in-
volved. For detailed information we refer to the WIV 2002 article 7). It has approximately 700 employees (website MIVD).



likely to address the needs of the AIVD in many instances for the purpose of revealing a tet-
rorist network. Real-time location data processing might be useful in combination with or to
complement observation means. Real-time location data processing by itself would be bene-
ficial if this could contribute to the prevention of an event threatening the national security.

The AIVD has three primary sources of information:
- open sources such as the internet, libraries, among others;
- delivered information by citizens, companies, other government agencies, and for-
eign security and intelligence services, and
- acquired information; information for which a special means mandate is required.

Identification, traffic and location data of mobile devices are within the acquired information
category.

7.2.2 Practice of surveillance

On tracking and tracing of cell-phones no current public quantitative information is avail-
able. Telecom providers are prohibited to publish data concerning number of phone taps
(Bestuit beveiliging gegevens aftappen telecommunicatie, art. 6). Concerning phone taps only relatively
old information has become public. This may give some insight in the use of special means
mandates for law enforcement.

The number of tap orders for law enforcement was in 1998 approximately 10,000. Three
thousands were on traditional phones, and 7,000 on mobile phones (Kamerstukken 2000-
2001 27591 nr. 2, under nr. 68; see also Kamerstukken 2002-2003 aanhangsel van de han-
delingen 1035). The minister did not see any added value in centrally registering the number
of phone taps. He did not have any evidence that the number of suspects being tapped had
significantly increased. However, the number of taps increased because suspects have now
more communication means at their disposal, which results in more taps.

One research claims that other countries have fewer phone taps per citizen (see Albrecht et
al. 2003). The Dutch Minister has explained that this may be due to the use of other means,
which are in the Netherlands considered as infringing the privacy more than phone taps,
such as infiltration, storing confidential information and house searches (Kamerstukken
2002-2003 aanhangsel van de handelingen 1035).

AIV (2007, p.48) did only find data on the number of requests for data concerning subscrib-
ers or ‘owners’ of telecommunication means in the Centraal Informatiepunt Onderzoek Telecom-
municatie (Central Information Point Research Telecommunication, CIOT). This centre up-
dates on a daily basis the identification data of the owners of telecommunication means, pro-
vided by the telecom operators. The number of requests increased from 722,000 in 2003 to
1,220,000 in 2005 and over 1,800,000 in 2006. Police requested 93% of these, special law en-
forcement agencies (bizondere opsporingsdiensten) 3% and AIVD 4% (AIV 2007, p.48).

For the Dutch security and intelligence services no figures are available. The AIVD refuses
to report these data because of reasons of national security. The Advisory Commission on
Information Flows in Security finds this not very convincing since it concerns only informa-
tion on total number of phone taps and the extent to which these develop (AIV 2007, p.95).
The Minister of the Interior provides and discusses the number of taps and their nature with
the parliamentary Commission for the Intelligence and Security Services (Kamerstukken
2002-2003 aanhangsel van de handelingen 1553 under 1). Further, the Review Commission
assesses the nature of the taps (Kamerstukken 2002-2003 aanhangsel van de handelingen
1553 under 1).



Provided the 10,000 phone taps from 1998 and the relative increase in phone taps in Ger-
many over the period 1998-2006, one may argue that the current number of phone taps in
the Netherlands for law enforcement is in the range of 3,000 for traditional phones and
40,000 for cell-phones. Based on the AIV percentages for the cell-phone identification data,
this 40,000 might be 93% of the total cell-phone taps. If AIVD accounts for 4% of the total,
the number of cellphone taps by AIVD might total 1,700 phone taps per year. Van de Pol
(2000, p. 41) has assessed the total number of taps in the range of 30,000 to 50,000.

On 27 May 2008, the Minister revealed that for the second part of 2007 for 12,491 phone
numbers tap orders were provided to law enforcement (Minister of Justice 2008). These con-
cerned 10,490 (84%) cellphone numbers. On average, every day almost 1,700 taps are proc-
essed. Although it is not specified what the second part of 2007 exactly is, the total number
of new tap orders for 2007 may be in the range of 25,000 phone numbers. No data was pro-
vided on the amount of phone numbers for which traffic data or location data was re-
quested. Nor data on the use of taps or telecommunication data by the AVID were provided.
Also information on the number of internet taps is scant. One exception are the numbers of
the Dutch national association for internet providers (NBIP), representing 44 providers to-
gether serving 1.5 million customers. They stated that 31 users were tapped in 2006, coming
from 23 in 2004 and 40 in 2005. The average length of a tap was around 2 months (Ringeles-
tijn 20006).

7.3 Balancing national security needs with privacy

In chapter 3, six principles were provided to which personal data processing should adhere if
it was to respect international law. These principles are:

Principle 1: interference for national security purposes must have some basis in domestic
law, law must be accessible to all, and the means of interference should be foreseeable for

citizens.

Principle 2: a fair balance has to be struck between the demands of the general interest and
the interest of the individual.

Principle 3: interference should be proportionate to the legitimate aim pursued.

Principle 4: interference is only allowed if adequate and effective guarantees against abuse ex-
ist.

Principle 5: guaranteed accuracy of the data for the purposes of use.
Principle 6: individual participation in the process whenever possible.

In this section, we will provide for each principle an assessment of the extent to which the
Netherlands adheres to these principles.



7.3.1 Principle 1: Interference for national security purposes must have some basis
in domestic law, law must be accessible to all, and the means of interference
should be foreseeable for citizens.

In the Netherlands, the invasion of a constitutional right requires a decision based on a for-
mal law (CBP 2004, p.32). Thus, the wide interpretation of the ECtHR of the ‘some basis in
domestic law’ (including administrative rulings or procedures) does not apply to the Nether-
lands.

The right to privacy finds its basis in the constitution in article 10. This article reads:

1. Everyone shall have the right to respect for his privacy, without prejudice to
restrictions laid down by or pursuant to Act of parliament.

2. Rules to protect privacy shall be laid down by Act of parliament in connec-
tion with the recording and dissemination of personal data.

3. Rules concerning the rights of persons to be informed of data recorded con-
cerning them and of the use that is made thereof, and to have such data cor-
rected shall be laid down by Act of parliament. (translation by IVIR, 2005)

The Dutch constitution is the fundamental legal basis in the protection of privacy in the
Netherlands. In addition, European legislation provides an additional basis for Dutch legisla-
tion. The data protection act (Wer bescherming persoonsgegevens, Whbp) implements Directive
46/95/EC into Dutch legislation. It provides the legal framework for the processing of pet-
sonal data. Personal data may, for example, only be processed for specified and legitimate
purposes (art. 7), and purposes not conflicting with the initial purposes for which they were
acquired (art. 9), and no longer stored than strictly necessary (art. 10). The implementation of
Directive 2002/58/EC in the Telecommunication Act (Tw) interlinks with the WIV 2002.
However, Directive 95/46/EC and Directive 2002/58/EC do not necessatily apply to proc-
essing of personal data concerning public security, defence, State security (including the eco-
nomic well-being of the State when the processing operation relates to State security matters)
and the activities of the State in areas of criminal law. Member States have the freedom to
restrict certain provisions of these Directives. Accordingly, the Whp and the Telecommuni-
cation Act do not apply to the processing of personal data for purposes of national security
(Wbp art. 2b, art. 43a; Explanatory Memorandum WIV 2002, p. 66).

Interference for purposes of national security finds its basis in the Wer op de inlichtingen- en
vetligheidsdiensten 2002 (WIV 2002, Act on the Intelligence and Security Services 2002), a spe-
cial law that allows for the existence of the intelligence services, and details the tasks and
means at the disposal of the two services (civilian and military). The law arranges for the
situations in which the intelligence services may be involved and the means they may use to
protect national security.

Other relevant legislation are the Decree ex article 28 WIV 2002 and the Decree appointing
topics ex. articles 6 and 7 WIV 2002. Further, the implementation Act of the Data Retention
Directive 2006/24/EU has been introduced in patliament (Wetsvoorstel bewaarplicht telecommmuni-
catiegegevens (Kamerstukken 2006-2007 nr. 31145)).

Transparency in what data can be claimed

Starting point of the implementation of Directive 2002/58/EC in the Telecommunication
act is that the processing of data is only allowed if and as long as this is necessary for the
provision of the telecommunication service, including the billing process (art. 11.5a (3) Tw).
Location data only can be processed if they are anonymous, or non-anonymous if the user
has given his consent (art. 11.5a Tw).



However, the providers must now provide the requested data to intelligence services and law
enforcement agencies as these are authorized to request telecom providers to provide data
on a specific user and his telecommunication traffic (art. 28. 1 WIV 2002; see also Tw art.
13.2, 13.2a, 13.2b, and art. 13.4j). The data request, however, can only concern: the name,
address of the user; numbers of the user; name, address and the number of the receiver; the
day and time of the connection; the location data of the equipment in case of a connection
or an attempt to connect; the kind of services used; the name and address of the person pay-
ing the phone bill (art. 2 Decree ex article 28 WIV 2002).

Concerning the location data of the equipment, the AIVD is only allowed to request the data
that are directly related to the use of the equipment. Location data can only be used for
tracking if the user communicates ‘actively’ (e.g., using the phone to call or to SMS). It is ex-
plicitly prohibited to claim data from providers that would allow the AIVD to trace a person
on a continuous basis through the stand-by mode of his cell-phone (Explanatory Memoran-
dum to the Decree ex article 28 WIV 2002). Further, the telecom provider must cooperate
with the national security and intelligence service to decipher encrypted conversation, tele-
communication, and data (WIV 2002 art. 25, Tw art. 13). Another relevant article is article
13.1 Tw: Providers of public telecommunication networks and public telecommunication
services only make their networks and services available to users if these networks and ser-
vices are tappable.

Transparency of the means available to intelligence agency

The WIV 2002 specifies exhaustive (#itputtend) the means that may be used, the authority re-
quired to consent and prescribes a maximum time to the use of these means. When what
means may be used is described in rather vague terms. Legitimate reasons for the processing
of personal data are: a severe suspicion that the objectives of a person or organisation may
result in a danger for the continuing existence of the democracy, or the security or other ma-
jor interests of the state (art. 13.1 a WIV 2002). Also the requirements are rather vague and
subject to change overtime. In the past, members of the communist party would have been,
and were, subject to surveillance. Now members of Islamic organisations are more likely to
be traced than a member of GroenLinks (left-oriented political party).

In conclusion, the Wbp and Tw provide the framework for the data processing for all pur-
poses except for purposes of national security and preventing, tracing and prosecuting crimi-
nal acts. For the former the WIV 2002 and the Decree ex article 28 WIV 2002 provide the
framework for the balance between privacy and national security. For the latter it is the Code
on Criminal Proceedings, the Act on the police registers and Act on special authorities for
law enforcement.

With the implementation of the WIV 2002, the Dutch’ legislative framework meets the re-
quirements of principle 1 for the activities of the national security and intelligence service.

7.3.2 Principle 2: A fair balance has to be struck between the demands of the gen-
eral interest and the interest of the individual.

In the Netherlands, the test of legitimacy is being used for striking a fair balance between de
demands of the general interest and the interest of the individual. The test includes four cri-
teria (Commissie van Toezicht, jaarverslag 2004-2005):

e The necessity criterion (art. 12.2, 14.1, 18 WIV 2002);

e The subsidiary criterion (art. 31 lid 2 WIV 2002);

e The proportionality criterion (art. 31 lid 3 and 4), and the

e Duty of care (art. 15 and 16 WIV 2002)).



The Dutch Supreme Court has followed the ECtHR judgments in its rulings of Ian Baggum
and VValkenier that interference with the right to privacy should be in accordance with the law

and necessary in a democratic society to protect specific interests (see also Kamerstukken
22036 nr. 06).

The necessity criterion
The AIVD can process personal data only if this is necessary for the execution of the WIV
2002 (art. 12.2) or the Act secutity investigations (Wet eiligheidsonderzoeken).

When the Minister of the Interior has decided that one of the core interests of the
state is in danger, it must be determined whether the national security and intelligence ser-
vice needs to be involved. The necessity of the involvement of the national security and in-
telligence service is based on a risk analysis accomplished by the security and intelligence ser-
vice. The analysis focuses on the nature, seriousness and the impact of the risks. It assesses
also the relation between a (national) interest, the threat to this (potential) interest and the
resistance of the responsible agency (belangendrager). This assessment results in the safety
risk. The result of the assessment may be that the national security and intelligence service is
activated (Commissie bestuutlijke evaluatie AIVD 2004, p.57).

The assessment is primarily based on the experiences and prediction ability of the
AIVD. The Commissie bestuutlijke evaluatie AIVD (2004, p.60) concluded that it is not
completely clear what the direct reason may be to start a risk assessment and to decide for a
team assignment. After a bureaucratic procedure (see Figure 7-1) an investigation may start.

Yearly intelligence plan of priorities signed
by Minister

‘/i Experiences and developments in society

Nature of threat

Seriousness of threat ’Pl Risk assessment | »|  Minister or AIVD
| decides on task

Dimension of threat #

Team focused on a
specific phenomenon

| Concept assignment }4

Department Strategy, Cabinet and Legal Bureau Hermandad Department Special
Planning and Affairs (RID) authorities
Coordination L

Intelligence needs
plan

A 4
Director of Department Assignment |
Democratic Legal Order 9

4

Management team |—>| Confirmed assignment |

Figure 7-1 Decision making process in the formulation of an assignment (Source: Commissie bestuur-
lijke evaluatie AIVD 2004, p.124, 58-60)




If the Minister of the Interior decides that the national security and intelligence service will
be involved, the question is how? First, a threat analysis should clarify which part of the
threat needs to be addressed by the national security and intelligence service. Further, the
intelligence service assesses the time pressure to neutralize the threat and which data are al-
ready available and which are lacking. Based on the threat analysis, the Minister or the head
of the intelligence service decides which (special) means is going to be utilized to acquire the
needed (and lacking) information. The lacking information can be acquired through public
sources (newspapers, internet, and other public data sources) or information sources, which
are available to the national security and intelligence service (people register, police register).
If this is impossible or not possible in the available time frame, or the acquired information is
with reasonable doubt assessed to be incomplete or inaccurate, the national security and in-
telligence service may utilize its special authorities (Explanatory Memorandum WIV 2002, p.
52). The use of special authorities is bound to the criteria of subsidiary and proportionality.

Commissie bestuurlijke evaluatie Algemene Inlichtingen- en Veiligheidsdienst
(Commission Administrative Evaluation Dutch Intelligence and Security Services;
Commission Havermans)

9/11 and several other events (assassination Fortuyn, decision of patliament to par-
ticipate in the war in Iraq) has resulted in increased attention to the functioning of the
Intelligence and Security Services in the Netherlands. In 2003, after the parliamentary
discussion on the marriage of Prince Johan Friso and Miss Wisse Smit, the Minister
of the Interior introduced and commenced the ‘Commission Administrative Evalua-
tion Dutch Intelligence and Security Services’ to perform an administrative evaluation
of the legal tasks, responsibilities, authorities, and means available to the AIVD and
the way the AIVD anticipates on these, provided the changes in society. Three ques-
tions were leading in this research:

1. Which expectations does the political-administrative environment have about
the task of the AIVD, provided the changes within society?

2. How does the AIVD execute its tasks and responsibilities and how can these
be improved?

3. Are the authorities and available means (both quantitative and qualitative) to
the AVID sufficient to meet the requirements and expectations?

The Commission published its research in 2004.

7.3.3 Principle 3: Interference should be proportionate to the legitimate aim put-
sued.

The WIV 2002 provides the decision framework with respect to proportionality and subsidi-
arity concerning each of the special authorities for specific cases. This general framework is
further developed in internal procedures. These provide for each special means how to de-
cide to use them. It addresses the procedure, the objective, the instances when a special
means can be used, required permissions, the request to use it, the test, the decision, notifica-
tion, relevant legislation and how it should be used. Concerning proportionality and subsidi-
arity, advise is provided by a department focusing on the use of special authorities (directie Bi-



Jzondere Inlichtingenmiddelen) (Commissie bestuutlijke evaluatie AIVD 2004, p. 1206). Figure 7.1
provides an overview of the decision making process within the AIVD, ultimately resulting
in an approved task assignment. In 2004, the Commission bestuurlijke evaluatie AIVD con-
firmed that the AIVD is strictly working according to these procedures concerning the use of
special authorities (see Commissie bestuurlijke evaluatie AIVD 2004, p. 120).

Criterion of subsidiary

The ECtHR has ruled that the putpose for which the personal data ate processed can in all
fairness not be realised in another manner, which has a less negative impact for the person
concerned (Whp 25892 nr. 3; see also Commissie van Toezicht, jaarverslag 2004-2005, 32-
33). The subsidiary criterion rules that if it is decided that the processing of (personal) data is
needed through a means falling under the special means regime, then the national security
and intelligence service is required to select adequate means that are the least harmful for the
person or party concerned (art. 31.2 WIV 2002). Use of special authorities is not allowed if
they unreasonably disadvantage the individual concerned (art. 31 WIV).

The use of special authorities is only allowed if the data cannot or not in time be gathered
through public sources or information sources to which the security and intelligence service
has been granted a right of access (kennisneming) (art. 31 WIV).

Criterion of proportionality

In addition to the requirement of subsidiary, the use of special means also need to be pro-
portionate to the legitimate aim pursued (art. 31.4 WIV 2002; Explanatory Memorandum
WIV 2002, p.53). The Explanatory Memorandum provides the following example: If the aim
can be reached to obtain data concerning people visiting a specific house through a camera
outside the house, then the use of a camera inside the house is disproportionate to the aim
pursued. This is the norm as provided in the law. The Explanatory Memorandum clarifies
that the norm is so general since it needs to be useful in a wide variety of situations (Ex-
planatory Memorandum WIV 2002, p. 51).

The Minister of the Interior has assessed that it is impossible to rank the special authorities.
He argued that the execution of one special power is not necessarily more or less infringing
one’s right to privacy than others. For example, is observing and following someone for four
weeks more infringing than a phone tap for four weeks? (Explanatory Memorandum WIV
2002, p. 41). Is video observation (static observation) a greater interference in the private life
than tracing a person (dynamic observation)? (Explanatory Memorandum WIV 2002, p. 51).
The Dutch data protection agency (College bescherming persoonsgegevens) holds as a rule of thumb
that a citizen’s expectation of privacy in public areas is generally less than in his house or at
work (CBP 2004, p.9). Privacy infringing surveillance may include the observation of indi-
viduals in places they have a high expectation of privacy (CBP 2004, p.23). Also in chapter 3
we cited several researches and ECtHR rulings that indicate that video surveillance in public
areas is considered less infringing than real-time tracking,.

The Explanatory Memorandum of the WIV 2002 further adds an additional requirement to
the principles of the European Court: the most effective and efficient means available should
be used (Explanatory Memorandum WIV 2002, p. 52). An average phone tap has been as-
sessed to cost €9,450 (without administrative and other cost, see AIV 2007, p.49 referring to
press release of NBIP).



Duty of care

The WIV 2002 rules that the use of a special means is immediately stopped if the aim pur-
sued has been reached or if the aim can be reached with less intruding means (art.. 32).

The Adviescommissie Informatiestromen 1 eiligheid (AIV 2007, p.58), however, did not find a clear
decision framework (toetsingskader) to which data requests of AIVD or law enforcement
should adhere, for example on the process of requesting data.

According to both public and private data providers often the request for information is
non-specific, lacking a (sound) formal basis, and concerns an unreasonably large amount of
data. In addition, the research found that ‘more than once’ identical requests were made by
different agencies (AIV 2007, pp. 65, 102). Together, this made the Commission conclude
that the data acquisition process of the intelligence and law enforcement is ineffective. Each
agency uses a different approach, and there is uncontrolled increase of the number of data
requests (interviewees in this research were unable to explain this development).

Because the data requesters do not or only pay marginally for the data, they are not con-
fronted with the true financial consequences of their requests. Therefore no incentive exists
to cope effectively or efficiently with the data requests (AIV 2007, p. 100).

Available means and required permissions

The decision making process concerning the national security and intelligence service takes
place in the periodic meeting of the responsible Ministers (i.e. of the interior, defence, and
the prime-minister, and if necessary other Ministers). Dutch law distinguishes between the
infringement of the means and the authority required to consent.

Not all types of special means require the same permission, thus at least suggesting an order
of infringement. The greater the infringement the higher the authority that needs to consent.
Table 7-1 shows the means available under the special means provision of the WIV 2002
Act. For the opening of a letter the Court in The Hague needs to consent. The next most
sensitive category is related to intrusions to one’s home, such as searching homes or install-
ing observation equipment in homes. Also wiretapping is within this category. The following
category includes the physical surveillance, and undercover activities. The least sensitive cate-
gory includes (location) data of telecom providers, amongst others. The Minister assessed
that the processing of traffic data is less infringing than a phone tap where private conversa-
tions can be heard (Explanatory Memorandum WIV 2002, p. 47). Therefore, for a traffic
data request a lower authority is required than for a phone tap.



Activity Period of activity Permission of

Opening paper letters

Max. of three
months per request

Court in The Hague (art. 23)

Installing observation means in homes

Max. of three
months per request

Minister of the Interior in
writing (art. 20.3)

Searching homes

Max. of three days

Minister of the Interior in
writing

Wiring, receiving, recording, eaves-
dropping including deciphering encryp-
tion (of conversations, telecommunica-
tion or data transmission through an
automated work)

Max. of three
months per request

Minister of the Interior (att.
25)

Recording non cable telecommunica-
tion (personal data)

Max. of three
months per request

Minister of the Interior (art.
26. 4)

Searching places and objects

Max. of three days

Minister of the Interior or on
his behalf the head of the
AIVD (art. 22.1 a)

Undercover activities

Not specified

Minister of the Interior or on
his behalf the head of the
AIVD (art. 21)

ObSCrVil’lg pCOplC Max. of three Minister of the Interior or on his be-
months per request | half the head of the AIVD (art. 20.1 a)
Tracking people Max. of three Minister of the Interior or on

his behalf the head of the
AIVD (art. 20.1. b)
Head of the AIVD (art. 30.1)

months per request

Installing observation means (no
homes)

Table 7-1 Availability of means for AIVD and required permission

Also within the ‘data category’ different regimes exist (see Table 7-2). Sensitive data, before
categorised as special personal data category, can only be processed if this is inevitable. Other
sensitive information, information concerning labour union membership or membership of a
political party, can be requested by an AIVD officer, however. The Minister thinks this devi-
ating policy is justified because someone’s political preferences might be crucial in the as-
sessment of the potential danger for national security (Explanatory Memorandum WIV
2002). Similarly, it is inevitable to process sensitive personal data concerning religious or phi-
losophical beliefs if these are used to justify anti-democratic, dangerous to the State, or anti-
military activities, or in the instance of terrorist activities of religious (splinter) groups (Ex-
planatory Memorandum WIV 2002).

Further, for the processing of the content of email or conversations consent of Minister of
the Interior is needed. The Head of the AIVD can request other processed data, including
(real-time) location data of the mobile device. Identifying information, such as name and ad-
dress, can be required on behalf of the Head of the AIVD. However, the AIVD cannot re-
quire telecom providers to provide data concerning location of a mobile device in the stand-
by mode. Such data may be acquired through the placement of a ‘beeping device’ on the cell-
phone (art. 20 WIV 2002), or through a communication tap (Art. 25 WIV 2002).



Type of data (WIV Examples Decision/ WIV 2002 ar-
2002) Requisition by ticle

User data Name, address, number | Head of the | Art. 29

and type of service used AIVD or on his
behalf

Identifying data Name, address, phone | Head of the | Art. 28(1);; Bes-
number, kind of service | AIVD luit ex artikel 28
used, IMEI-code, type of WIV 2002, art.
services used, identifying 2, Besluit ex art.
data of subscriber (paying 28 WIV (art.
the bill), bank account 2(8)
number

Traffic data Historical and future loca- | Head of the | Art. 28(1); Be-
tion data of cell-phone if | AIVD sluit ex artikel

actively been used, date
and time of use

28 WIV 2002,
art. 2

Content of communica- | Content of an email or | Minister of the | Art. 25
tions voice mail"’ Interior
Certain stored data (3): | (Historical and future) lo- | Not allowed Besluit ex ar-
other data cation data of cell-phone tikel 28 WIV
in stand-by mode proc- 2002
essed by telecommunica-
tion provider
Data processed after req- | Real-time location data of | Head of the | Art. 28(1&4)
uisition date and directly | cell-phone if actively been | AIVD

available to national secu-
rity and intelligence

used

Sensitive data (1) Data concerning racial or | Only allowed if | Art. 13(3)
ethnic origin, religious or | inevitable
philosophical beliefs, or
concerning health or sex
life

Sensitive data (2) Data concerning political | AIVD em- | Art. 17(1)
opinions, trade-union | ployee
membership

Other data Data on savings, earnings, | AIVD em- | Art. 17(1)
education, job (history), | ployee

club membership, etc.

Table 7-2 Sensitiveness of data according to WIV 2002

For how long can location information of mobile devices be tracked and traced?

Table 7-1 shows the differences in the duration of the mandate for different data categories.
Searches of objects and homes can last for maximum three days. The other special authori-
ties have the standard maximum of three months. However, for telecommunication data no

" EK 2004-2005 29441 E, p.4; see Stcrt 16/10/20086, nr. 201 p. 14




maximum period is specified. The only requirement is that these data cannot be processed
any longer than necessary.

The proposed Dutch implementation of the Data Retention Directive requires telecom pro-
viders to store telecom data for at least 18 months (Kamerstukken 2006-2007 nr. 31145)".

The categorisation of required consent for different activities may imply an order of privacy
infringements. With respect to data, the following order was found in the WIV 2002 (from
the most sensitive down):

- location data of cell-phone in stand-by mode

- Information concerning racial or ethnic origin, religious or philosophical beliefs, or
concerning health or sex life

- Content of an email or voice mail

- Real-time location data of cell-phone if actively used

- Historical location data of cell-phone if actively been used (incl. date and time of use)

- Name, address, phone number, kind of service used

- Data concerning political opinions, trade-union membership

Further, from the subsidiary principle follows that if an interest of the AIVD can be satisfied
through identifying information, there is no need to claim traffic data or location data. Simi-
larly, if traffic data can satisfy the requirements, there is no need to process the more detailed
location data. If historical location data can satisfy the needs than real-time location data
should not be requested.

7.3.4 Principle 4: Interference is only allowed if adequate and effective guarantees
against abuse exist

In the Netherlands, it depends on the intrusiveness of the means that are utilized who bal-
ances the general interest with the interest of the individual (see 7.3.3). For most means, the
responsible Minister, or the head of the intelligence service has to decide on the interference.
Only in the instance of interfering with the analogue letter secrecy a judge needs to consent.
For (e-) surveillance the Dutch Minister of Interior needs to consent. There is no independ-
ent supetvision over this decision.

Effective remedies

Internal use anthorization

The AIVD takes care of the technical and organisational security measures to prevent unau-
thorised use and loss or damage to the data (art. 16 WIV 2002). Further, personal data will
only be disseminated to an AIVD officer if this is necessary for the proper execution of the
tasks attributed to him. Moreover, it is intended to keep the number of people that may ac-
cess certain data as small as possible (Explanatory Memorandum WIV 2002, p.54).

Control mechanisms

The Review Commission (Commissie van Toezich?) is one of the independent controlling
mechanisms outside the authority of the national security and intelligence service or Minister
themselves. It has jurisdiction over the activities of the AIVD, the MIVD and other bodies
to the extent that these carry out AIVD and MIVD activities. Also the coordinator of the in-

"8 On May 22, 2008, the coalition in parliament agreed on a 12 month retention period.



telligence services is subject to review of the Commission. The Commission assesses the le-
gitimacy of the acts of the AIVD and advises the Minister on security issues (art. 64 WIV
2002). The Commission does not assess the effectiveness of the operations of the AIVD
(Commissie van Toezicht 2004-2005).

A Royal Decree sets up the Commission, which consists of three members (art. 65 WIV
2002). The Minister selects each member from three candidates proposed by the parliament.
The Commission should be provided all information that it thinks are necessary for the ade-
quate execution of its’ tasks (art. 73.1 WIV 2002). The Commission reports on its findings
(art. 79.1 WIV 2002). Its capacity, 3 members and 4 supporting staff members (website
CTIVD), limits its possibilities to review the AIVD (see Commissie bestuutlijke evaluatie
AIVD 2004, p.91). In addition, the Commission cannot render any legally binding decision.

Review Committee on the Intelligence and Security Services

The Review Committee’s task is to assess the legitimacy of the actions of the Dutch intel-
ligence and security services. This supervision involves the civil intelligence and security
service (the AIVD) and the military intelligence and security service (MIVD), as well as
(parts of) a number of organisations in so far as these are active in the area of intelligence.
The Review Committee can provide relevant ministers solicited and unsolicited informa-
tion and advice on the Committee’s findings. The Review Committee conducts in-depth
investigations as well as random samples on the intelligence and security services.

The Committee also supervises the legitimacy of the implementation of the Security
Screening Act (WVO), which provides rules for the security screening carried out by the
services before a person may hold a so-called position involving confidentiality.

The Committee consist of:

- Ms L.P. Michiels van Kessenich-Hoogendam, chairman of the Committee
- A H. van Delden, member of the Committee

- B.A. Lutken, member of the Committee

Further, patliament has enacted a Commission for the Intelligence and Security Services
(Commissie voor de Inlichtingen- en Veiligheidsdiensten) with political leaders of most po-
litical parties (the Socialist Party, however, refused to participate). This commission discusses
in strict secrecy the operational activities of the security and intelligence services.

Finally, article 78(2) WIV 2002 enables parliament to establish an expert body to report on a
given matter. This power was used in 2004 to introduce the Commission Havermans.

The AIVD also sends a yeatly report of the service to the national patliament (WIV 2002 art.
8.1). In the report it provides the current and former focus areas of the service. The Alge-
mene Rekenkamer checks the financial situation of the AIVD.

Complaints

Anyone can file a complaint about the AIVD with the Minister of the Interior (for AIVD) or
Defence (for MIVD). The AIVD is required to seek the advise of the Review Commission.
The Minister provides his point of view after the consultation of the Review Commission. If
the Minister’s point of view does not satisfy the ‘plaintiff’, the complaint may be filed with
the National Ombudsman. The Ombudsman can access secret files of the AIVD, on the
condition that the content of the files remains secret. He judges the complaint and his state-



ment may be accompanied with recommendations for the national security and intelligence
service. The Ombudsman cannot render legally binding decisions. It is unclear whether the
AIVD should take these recommendations into account. The Ombudsman has reported in
three instances on complaints about the AIVD (see Commissie bestuutlijke evaluatie AIVD
2004, p.92).

It has been suggested that citizens may file a suit under civil law. The civil judge, however,
does not have and cannot require full access to the information of the security and intelli-
gence services. It may therefore judge on the basis of insufficient information. Recently, the
Review Commission responded to a civil court’s ruling, which it found unjust based on se-
cret information inaccessible to the judge (see Commissie van Toezicht 2006).

It has been suggested that the (critical) recommendations in the Review Commission’s yeatly
report should be noticed by members of parliament which can question the Minister about it.
With non-satisfying responses from the Minister, parliament may force the Minister to act
upon/ implement the recommendations of the Review Commission. This is, however, a
rather complex and uncertain process, which is not quite of the same order as a legally bind-
ing decision of an independent authority as the European Court recommends. One may also
question whether this can be considered ‘a true legal means against possible infringements’
(daadwerkelijk rechtsmiddel) as the Dutch legislator has interpreted the effective remedy re-
quirement of the ECtHR (see Kamerstukken 25877 nr. 58a EK, 10).

The Minister has argued that in the WIV 2002 an explicit choice has been made for a system
in which the Minister is (politically) responsible for the activities/ petformance of the AIVD.
The Minister justifies its decisions ex-post to parliament, judges and the Review Commission
of the AIVD. In such system, the Minister argues, a requirement of ex-ante permission
through a court order does not fit well in a system of full ministerial responsibility (Kamer-
stukken 1997-1998, nr. 25877 nr 3, p.37). The same applies in the instance of involving an
independent commission in the decision-making process for using a special means. A legally
binding decision of such independent commission would limit the accountability of the Min-
ister, and parliament could not call the commission to account (Kamerstukken 2005-2000,
29876 nr. 18).

Effective remedies imply that the conclusions of the independent review commission are re-
spected by the AIVD and the recommendations used to improve the performance of the
AIVD. Overall, this system aimed at improving the overall performance of the AIVD is ef-
tective in the Netherlands. However, for individuals with complaints on the AIVD this vol-
untary system is inadequate. The ECtHR is the only institute that will provide a fully in-
formed legally binding decision on the activity of the AIVD. Civil Dutch Courts may not de-
cide fully informed, and those institutes that may be fully informed cannot render a legally
binding decision. Therefore, we conclude that it is unlikely that the present Dutch remedy
would pass as effective when a case would be brought before the ECtHR (cf. Cameron 2007,
p- 57; Loof 2006, p. 833; ROB 2005, p. 46, see also Supreme Court in 1an Baggum).

The Advisory Commission on Information Flows in Security (2007) noticed that a kind of
independent review with specific focus on the use of external databases by intelligence and
law enforcement agencies can positively contribute to the process (of data acquisition and
use) involved, and to the duty of care and the way ptivacy is protected. Others (Kuitenbou-
wer 2007) suggested to introduce an inspector-general for the AIVD.



7.3.5 Principle 5: guaranteed accuracy of the data for the purposes of use.

The WIV 2002 requires that the data processing is careful and adequate (art. 12.3; art. 6(a)).
Metadata accompanies the data to indicate the reliability of the data or the source of the data
(Art. 12.4 WIV 2002). Further, the AIVD should take care of adequate facilities to ensure
that the data processed are correct and complete.

In 2004, the risk-assessment was primarily based on open sources and considered to be
problematic (Commissie bestuutrlijke evaluatie AIVD 2004, p.189). The reliability of the
AIVD assessment of the seriousness and likelihood of an event was often questioned by law
enforcement agencies (Commissie bestuurlijke evaluatie AIVD 2004, p.185).

The Adviescommissie Informatiestromen 1 eiligheid (AIV 2007, p.25) noted that of all aspects of in-
telligence, the collection of data and its quality is barely paid attention to by politicians and
administrators. In addition, Neve et al. (2006, §4.3.4) refer to the US where means to acquire
and process data resulted in an overload of data often of poor quality making it difficult to
find patterns from the data. The Commission bestuurlijke evaluatie AIVD (2004, p.63) noted
that also for the AIVD the amount of data to be processed has increased significantly, but
the ‘informatisation’ of the AIVD has not developed at the same pace.

It is unclear whether the AIVD obeys the rules for data requests and processing (AIV 2007,
p.11).

Transparency of the human sources used is not required by law. This relates to the need to
keep human sources of the AIVD confidential, in order to protect the source (Explanatory
Memorandum WIV 2002, p.66). This makes it difficult to assess the extent of adherence to
this principle.

The AIV (2007) concluded that the security of data (processing) should be improved to meet
required standards.

7.3.6 Principle 6: individual participation in the process whenever possible.

Individual participation in secret personal data processing is difficult to establish. In the
Netherlands, people can request information about which personal data, if any, is being or
has been processed by the national security and intelligence service (art. 47.1 WIV 2002). A
person whose personal data is or has been processed by the national security and intelli-
gence service can ask the national security and intelligence service to correct, add, or delete
information (Art. 43. 1). The responsible Minister decides that requests for information on
processed personal data are denied if data concerning the requestor are being or have been
processed, unless:

- the data concerned was processed more than five years ago;

- there are no new data added;

- the personal data are irrelevant for current investigations (art. 53.1 a WIV 2002).

Access is also denied if no personal data has been or is processed (art. 53.1 b WIV 2002).
Appeal to the Court in The Hague is available (art. 57 WIV 2002).



7.4 Developments in law in the Netherlands

“De opsporingshond is van nature aangelijnd, in tegenstelling tot de losgebroken misdaadhond, maar hij valt
nauwelijks te houden, ozeer trekt de misdaadbond hem aan, en in Zijn kielzog trekt bij de wetgevende
wachtpost met ich mee.”

(Koops 20006, p. 46)

In the Netherlands, the margin of appreciation has increasingly been stretched towards na-
tional security interests (see KKoops 2000, p. 18-19). For example, since 1 July 2005, providers
of telecommunication networks and services are required to provide on request the intelli-
gence services with data concerning a user and the telecommunication traffic with regard to
this user. They are, however, still within the European legal boundaries.

Although the Commission bestuurlijke evaluatie AIVD (2004, p.124) and also the Intelli-
gence and Security Agency itself (see letter of the Minister of Interior affairs to the Tweede
Kamer, 19 juni 2004) found the available means to protect national security sufficient, the
available means have since then been extended.

In May 20006, a new Article 292 WIV2002 was proposed. It requires authorities responsible
for financial services (banks, credit card organisations, credit organisations) or those operat-
ing as a provider of traffic services (airport, airlines, ferries, public transportation, etc.) to
provide data to the intelligence services (Kamerstukken 30553; introduced 18 May 2000). It
broadens telecommunication providers to all communication providers, delegates the exact
data to be requested to a Ministerial Decree, and will ignore data collection and use principles
in allowing data analyses on anyone. This bill is still under discussion. Such requitements may
not be necessary since most providers provide the requested data (see Explanatory Memo-
randum 30553 nr. 3; Kamerstukken 30553 nr. 4 (Advies Raad van State en Nader Rapport);
CBP 2007b)".

The Data Retention Directive requires to store telecommunication data for a minimum of six
months . For its implementation into Dutch national legislation, the Minister has proposed a
term of 18 months without justifying it with supportive evidence on the positive effect com-
pared to the minimum term.

Concerning the location data of terminal equipment, the Dutch intelligence services are cut-
rently only allowed to request data that are directly related to the use of the equipment’. It is
explicitly prohibited to trace a person on a continuous basis through the stand-by mode of
his cell-phone (Nota van toelichting Besluit ex artikel 28 WIV 2002, Stb. 289 (2005) art. 2e).
However, in line with the recent developments, it is conceivable that in the near future a
situation will emerge where the national security and intelligence services will be allowed to
track a person continuously even if the cell-phone is in the standby mode or turned ‘off’.

" The Minister even acknowledged that the current voluntary arrangements are certainly satisfying: “Daarmee is [..] niet
gezegd dat bestaande vrijwillige [..] arrangementen niet zouden voldoen. Het tegendeel is het geval.” (Explanatory Memo-
randum 2007 30553 nr. 3).



7.5 Conclusion

In the Netherlands, the interference with the right to privacy for purposes of national secu-
rity has a basis in law, the law is accessible to all, and the means of interference are sufficient
foreseeable. Also the procedures specifying the balancing the interest of the protection of the
national security with other interests of society, i.c. ptivacy, are adequate. Overall, adequate
and effective remedies against abuse are available. That is, the remedies are effective to im-
prove the overall performance of the AIVD. However, individuals with complaints on the
AIVD cannot rely on an independent institute that can render legally binding decisions. Civil
Dutch Courts may not decide fully informed, and those institutes that may be fully informed
cannot render a legally binding decision (i.c. the Review Commission). Therefore, it is con-
cluded that it is unlikely that the present Dutch remedy would pass as effective when a case
would be brought before the ECtHR (cf. Cameron 2007, p. 57; Loof 2006, p. 833; ROB
2005, p. 46, see also Supreme Court in Ian Baggum).

In addition, the Dutch definition or interpretation of the term national security is very broad
and one should be careful that other issues will be dealt with using the umbrella of national
security. However, the procedures to arrive at a decision to use special authorities to protect
the national security are such that it is unlikely that the protection of the national security is
misused for other purposes. It is therefore assessed that the procedures to balance national
security and privacy for each operation are adequate. If these procedures are adhered to, a
proper balance is likely to be established between privacy and national security.

Adequate procedures at the decision making level, however, do not guarantee compliance at
the operational level. At the operational level several researches have found situations that
may impact the balance between privacy and national security. One example is the inade-
quate data management (i.e. inapproptiate requests, multiple requests for identical data, secu-
rity of the infrastructure) throughout the security sector. The Review Commission pro-
actively reviews the activities of the Security and Intelligence Agencies. The number of qual-
ity of the staff needs to keep pace with developments in the Security and Intelligence agen-
cies to continue to fulfil the review task adequately.

At this moment, security seems to be the only value that needs to be addressed. Information
from the AIVD is fully trusted and one commission has noted that there is little attention for
organising counter forces (ROB 2005, p.56). It has been mentioned that society requires in-
creasingly to shift the balance between privacy and national security to the latter. While (na-
tional) security seems to be a priority, privacy was an appendage of policy measures (see AIV
2000, p.37) and increasingly seems to become an appendage without any impact: the decision
for a certain system are already made without seriously considering privacy-friendly options
(see CBP 20006). Calls for the need to truly balance national security with other interests of
society including privacy from a variety of respected institutes, commissions, or scholars
(Data protection commission, AIV, Raad voor het Openbaar Bestuur, Rathenau Institute,
Koops 2000) seem to be overwhelmed by the pressure to combat terrorism. Accordingly this
call is ignored or denied by politicians resulting in increasing mandates for the security sector
without justification other than we cannot afford to not have it; we have to fill the informa-
tion gap; or bold statements like: increasing mandates and available means for Security and
Intelligence agencies protects, instead of threatens, privacy. It does not provide arguments of
why the current situation fails to comply with the terrorism threat, and if it fails this is be-
cause of the information gap (see also Koops 2006, p.37, 42; ROB 2005, p.44/46; Raad van



State 2005/6). Qualitative or quantitative data on how effective current means are, or how
effective the new mandates may be, is not provided or initiated. For example, data on the
number of taps in telecommunication was only provided once, in 2003, after significant ef-
fort from parliament to obtain these data. Unlike other countries, the security sector is not
required to report these facts and accordingly cannot be held accountable for increases or
decreases of the number of request for these data. This situation has resulted in non-
informed decisions in parliament that may have shifted the balance between privacy and na-
tional security significantly. An evaluation of the effectiveness of used means is often lacking
(Koops 2000, p. 37). This is unacceptable (ROB 2005, p.37 also referring to Raad van State’s
comments). In this respect, Canada’s Privacy Impact Assessment (PIA) may be a best prac-
tice, enforcing government to consider privacy issues at the start of the decision-making
process.

Politicians should be able to take a balanced view on these matters that not only may impact
individual citizens in the short term, but might undermine the democratic values underlying
our democratic society in the long run. They can only do this through informed decision
making. Informed implies knowledge about the use and effect of current means, and the ex-
pected effect of proposed means.

Location data may be useful for purposes of national security. However, additional informa-
tion is required for the execution of a security task. The interference with the right to privacy
depends on a variety of factors: the use of the cell phone (active or standby mode), the level
of detail of the location data (e.g., kilometres or 10 meter), the linkage with other datasets
(the context), and the timeliness of the data (real-time v. data from last year).

These situation specific elements make it difficult to assess to what extent the use of location
data interferes with the right to privacy. As a rule of thumb more detail is more sensitive than
less detail, linkage to a wide variety of databases with personal data is more likely to interfere
with the right to privacy than no linkages at all, and real-time data is more sensitive than
older data. However, in specific instances the outcome of the balancing may be different.



8 The Netherlands: Balancing privacy and law enforcement

Location data of mobile devices can also be used for law enforcement purposes. The objec-
tives of law enforcement and national security may compare with each other and sometimes
overlap (see Van der Bel et al. 2007). Both are typical tasks of government and in addressing
both objectives interferences with the right to privacy may arise. Location information may
have a comparable role for both objectives: revealing links between people and events based
on their location.

The balancing of law enforcement interests with privacy interests, including the use of loca-
tion data, has been addressed in publicly available sources such as Court cases. These provide
a more detailed overview of these matters than the information available on national security.
In the context of this research, the information on law enforcement provides insights in the
value of location data, and the way balancing law enforcement and privacy interests may be
accomplished. We consider this useful insights for balancing national security and privacy.

8.1 Value of location information for law enforcement

In their research of the need of data retention for traffic data of telecommunications, Mul et
al. (2005) found that in the Nethetlands, traffic data of terminal equipment is considered an
important instrument to reveal criminal networks (Mul et al. 2005, p.26). It is also important
in verifying the statements or testimonies of victims, suspects, witnesses (Mul et al. 2005,
p.26), or to assess or confirm the reliability of an informant, although the legitimacy is dis-
puted in the literature. Also location data may be used for verification purposes (Kamerstuk-
ken 2006-2007 nr. 31145 nr. 3 p. 9-10; Rotterdamse Politie 2003, p. 6 of appendix).

The identifying information of a cell-phone and the traffic information (who is calling who)
are often more important for law enforcement than the location data. Location data of a cell-
phone may be used to uncover a criminal network, but the other types of information can be
more useful. For fraud research of historic traffic data is critical to reveal connections be-
tween suspects (Rotterdamse Politie 2003, p.5). Traffic data were already in 2003 found to be
part of the standard procedures in law enforcement (Rotterdamse Politie 2003, p.5). In the
instance of serious crimes such as murder, the responses to a survey in one research suggests
that without historical traffic data approximately half of these crimes would not have been
solved. For other crimes (organized crime, serious crimes) alternatives as more taps, requir-
ing the traffic data eatlier (op voorband vorderen), more observations, and extending the time of
research would have resulted in similar results (Rotterdamse Politie 2003, p.5).

Location data of a cell-phone can be very useful in complementing other special means, es-
pecially in supporting the observation means (see Van de Pol 2006, p.139). Objective of ob-
servation is to identify participants of a supposed criminal organization and the people with
whom they maintain contact, the role of the participants within the network and the activities
they perform within the network, especially concerning the transfer of certain things (for ex-
ample, money or drugs) (Court of Appeal The Hague 25 January 2000 LN AE0196).

A beacon is only used in support of the dynamic observation means and serves only as a
suppottive means enabling to track an object at a certain distance. It is not an autonomous/
independent instrument in addition to the observation (HR 17 September 2002 LJN
AEA4200). For example, when an observation team follows a suspect and the team looses the
suspect, the cell-phone data may bring them back to the suspect. In a robbery case, the po-
lice used the traffic data (location data) of the cell-phone to determine the escape route of
the suspected device. Based on that information they found the murder weapon (see Court



Arnhem 30 July 2004 LJN AQ5858). Location data of a cell-phone is also valuable when an
individual has been reported missing, e.g., kidnapping, or in a state of emergency.

Reijne et al. (1996) investigated through interviews with law enforcement officers, public
prosecutors and judges (Magistrates), the value of phone taps as a law enforcement instru-
ment. The research shows that a phone tap provides a quick and reasonable well picture of a
criminal organization. In this respect it is not the content of the communication that is most
interesting, but the contact information: who is calling who. Most interviewees see an advan-
tage in using phone taps in combination with other investigative means, preferably with an
observation team.

Phone call frequencies in that matter may be used to identify ‘catch someone in the act’
situations. In such instances the frequency of phone calls increases and because of stress also
sensitive information may be revealed. Analysis of 95 criminal investigations shows that in
approximately 50% of the phone taps provided indirect evidence, and in 36 cases it provided
direct evidence. Phone call frequencies and content of a phone call are, however, difficult to
compare with location information of mobile devices (Reijne et al. 1996).

The significance of the cell-phone in law enforcement might be increasing provided a quick
scan on www.rechtspraak.nl with “mobiele telefoon” for 1999-2007 (1 in 1999, 37 in 2000,
41 in 2001, 82 in 2002, 103 in 2003, 146 in 2004, 176 in 2005, 254 in 2006, 252 for 2007).

8.2 Reliability of cell-phone data

Data from cell-phones are not by definition reliable law enforcement means. Some suspects
use this knowledge to give their cell-phone to their husband on the day of a robbery and use
another (prepaid) cell-phone. This cell-phone may then be destroyed directly after the rob-
bery. The location data of a beacon (peilzender) does not domore than provide the location of
the object — and for that matter not necessarily also of the subject — on which the beacon
was placed (HR 17 September 2002 LJN AE4200; HR 10 December 2002 LJN AE9632;
Kamerstukken 2001-2002, 28 059, nr. 3, p.8). Location data of a cell-phone provides some
evidence of the presence of a device at a certain location at a certain time (see, for example,
HR 7 September 2004 LJN AO9090). However, in chapter 6, it is explained that it is not
necessarily the nearest BTS that is used in the communications. It may very well be a BTS
several kilometres away from the location of the cell-phone. In addition, in the Netherlands,
only traffic data (i.e. information that is required for the phone bill) is stored. Thus, only the
BTS used at the start of a communication and the BTS that is used at the moment of ending
the communication are stored. The BTS-s used in between ate not stored. In (Court Am-
sterdam 20 April 2006 LJN AW2513) the court ruled, although the cell-phone of the victim
used BTS tower A and the cell-phone of the suspect did use BTS tower B 20 minutes later,
and the BTS-s were only 300 meter apart, this was insufficient to evidence the relation that
the suspect was the murderer. Thus, fully depending on the location data of a cell-phone for
preventing a crime or for solving crimes is insufficient. Location data of the cell-phone may
be useful if combined with other information or means. Tactical information such as the ad-
dress of friends, family, other suspects may be useful in combination with the location data
of a cell-phone. The same applies to physical observation in combination with location data.

The Supreme Court holds that if the subscriber of the cell-phone does not dispute that the
phone was in his possession at the time of the crime, it is assumed that he was the user of
the cell-phone located at the crime scene (HR 5 June 2007 LJN BA1024; Court of Appeal
The Hague 29 June 2004 LJN AQ1112). Also if the subscriber cannot explain who else
might have used the suspected device at the time and location of the act, it is assumed that



the subscriber is the user (see HR 7 September 2004 LJN AO9090). In the instance that the
cell-phone was found on the suspect at the moment of ‘arrest’, several minutes after a critical
phone call was made, it was assumed that he was the user (Court Haarlem LN AX9578). In
another case, the suspect used the EMEI-code (the phone) of the stolen cell-phone in com-
bination with his own IMSI-code (code linked to the phone number). Since he called several
identical numbers before and after the robbery with the same IMSI-code but with a different
EMEI-code he was assumed to be the user of the stolen phone (Court Maastricht LJN
AZ8384). Also in the instance of a kidnapping, the victims had stressed that the suspects
used their cell-phones at the time of the kidnapping. Based on the location and the time of
the kidnapping, the used phones could be identified, and a tap on these phones resulted in
the arrest of the suspects (Court of Appeal in The Hague LJN AQ1112).

8.3 Balancing law enforcement needs with privacy

In chapter 3, we developed six principles to which personal data processing should adhere
to. These principles are:

Principle 1: interference for national security purposes must have some basis in domestic
law, law must be accessible to all, and the means of interference should be foreseeable for
citizens.

Principle 2: a fair balance has to be struck between the demands of the general interest and
the interest of the individual.

Principle 3: interference should be proportionate to the legitimate aim pursued.

Principle 4: interference is only allowed if adequate and effective guarantees against abuse ex-
ist.

Principle 5: guaranteed accuracy of the data for the purposes of use.
Principle 6: individual participation in the process whenever possible.

In this section, we will provide for each principle an assessment of the extent to which the
Netherlands for law enforcement adheres to these principles.

8.3.1 Principle 1: interference for law enforcement purposes must have some basis
in domestic law, law must be accessible to all, and the means of interference
should be foreseeable for citizens.

In the Netherlands, the Data Protection Act (Wer bescherming persoonsgegevens (Wbp)), the Act
on Judical and Criminal Proceedings Data (Wez justitiéle en strafvorderlijke gegevens) and the Tele-
communication Act (Tw) provide the framework for the data processing for all purposes ex-
cept for purposes of national security and preventing, tracing and prosecuting criminal acts.
For the latter, a legitimate basis for interferences of the right to privacy for law enforcement
purposes can be found in the Code on Criminal Proceedings (Wethoek voor Strafvordering), the
Police Act (Politiewed), and the Act on special authorities for law enforcement (Wez bijzondere
opsporingsbevoegdheden (Wet BOB)).



Transparency of the means available to law enforcement

The means available to law enforcement are specified in the Police Act, Code on Criminal
Proceedings. More specifically, the Act on special authorities for law enforcement, Decree
Technical Means Supportive to Criminal Proceedings (Besluit technische hulpmiddelen strafvorder-
ing), Act on the police registers (Wet op de politieregisters), the Decree police registers (Bes/uit
politieregisters), Decision powers of criminal investigation (Aanwijzing opsporingsbevoegdheden), and
Act on local government (Gemeentewet), among others, provide what means are available for
law enforcement. Other relevant legislation are the Decree Security Data Tapping Telecom-
munication and the Act on Secret Surveillance through Camera’s (Wet heimelijk toezicht cam-
era’s).

Transparency in what data can be claimed

The Code on Criminal Proceedings, Act Requisition Telecommunication Data, Decree Req-
uisition Telecommunication Data, Decree Dissemination Telecommunication Data, Decree
Special Acquisition Phone Numbers, and the Telecommunication Act specify what data can
be claimed. All telecommunication data (i.c., identifying data, traffic data, and location data)
can be claimed depending on the (seriousness of the) suspicion.

The Code on Criminal Proceedings (Wethoek van Strafvordering) distincts now six categories of
data, each with separate regimes (from least sensitive down to most sensitive for which
stricter regime applies):

- identifying data (data that determine the identity of individuals and that connect peo-
ple and situations: name, address, sex, birth date, administrative characteristics such
as phone number, bank account number, client number, license plate number);

- user data;

- traffic data;

- certain stored data (e.g., location data of cellphone in standby mode);

- certain stored data that are processed after the requisition date and need to be di-
rectly provided to law enforcement;

- sensitive data (data concerning racial or ethnic origin, political opinions, religious or
philosophical beliefs, trade-union membership, or concerning health or sex life and
data in the category of the letter and phone secret (brief en telefoongeheins art. 13 of the
Dutch Constitution).

8.3.2 Principle 2: a fair balance has to be struck between the demands of the gen-
eral interest and the interest of the individual.

The more precise the suspicion, and the more serious the criminal act, the higher the societal
interest to solve the crime and the more legitimate an infringement of the right to privacy
(HR 12 February 2002 LJN AD9222; see also Nouwt et al. 2004, p.336). If a privacy in-
fringement is assumed, then the Supreme Court accepts a light legal basis as sufficient for
meeting the ‘in accordance with the law’ requirement (Buruma 2001, p.35). Generally, suspi-
cion of a serious crime (carrying at least a maximum of four years detention), participation in
criminal organisation, or terrorism are sufficient to use special authorities. For the most in-
fringing means it is required to have a suspicion of a serious crime that has a major impact
on public order, participation in criminal organisation with a major impact on public order,
or terrorism. In addition, these can only be used if the investigation requires this urgently.



In balancing privacy and law enforcement relevant aspects are: the consecutive period of ob-
servation (hours, days, weeks), the intensity (continuous, periodic or with intervals) and fre-
quency, the (intimacy of the) place (public road, home, office), the objective of the observa-
tion, the way the observation is accomplished (technical means as camera’s or beacons and
their possibilities), the urgency of the investigational need, the inconvenience for the ob-
served person, and the degree of suspicion of the observed person (see Buruma 2001, p.306;
Mevis 2001, p.66/91; Kamerstukken 98-99 25403 nr. 25, p.5; Kamerstukken 97-98 25403, nr.
7, p.47; Kamerstukken 1996-97 25403 nr. 3, p.27; Supreme Court 21 March 2000 LJN
AA5254; Supreme Court 12 February 2002 LN AD9222). The longer the period of observa-
tion, the more intimate the place of observation, the higher the intensity or frequency of ob-
servation, and the more possibilities the supportive means provide, the higher the chance
that an almost complete picture of a part of someone’s private life will be obtained (Kamet-
stukken 1996-97 25403, nr. 3 p.27). The tapping of cell-phones is a far-reaching means to use
in law enforcement and can only be used if there is a serious infringement of the system of
law (Kamerstukken 1996-97 25403 nr. 3, p.23). The use of an IMSI-catcher is regarded as the
technically most advanced means to use. It can only be used with consent of the responsible
Minister on request of the public prosecutor (art. 13.4(1) Tw).

The procedure to use a special means, e.g., tapping a cellphone, is as follows. First, the law
enforcement officer creates a report (proces-verbaal) explaining why a special means is neces-
sary. This report, together with a standard form, is provided to the public prosecutor. If the
public prosecutor agrees, he signs the request and both documents are submitted to the Mag-
istrate for approval. When approval is obtained, the public prosecutor orders law enforce-
ment to use the special means. Law enforcement then claims the data from the telecom pro-
viders, and finally the data is provided.

Balancing different interests of society takes place in five instances: with the initial report, in
the public prosecutor, the Magistrate (rechter commissaris, an especially appointed judge), in the
specialised services of law enforcement executing the request and ultimately in court (if ap-
plicable). For identifying and traffic data, the Magistrate’s approval is not required.

Nouwt (et al. 2004) refers to the Supreme Court case on evidence obtained from perma-
nently installed cameras that the cameras were covering areas in public space, where the sus-
pect had no reasonable expectation of privacy. There was no true interference with the right
to privacy due to the limited time the suspect and his accessories had been observed. The
purpose of preventing disorder in public spaces was judged to be legitimate, and the place-
ment of the camera was in accordance with a legitimate procedure.

In the Dutch Supreme court judgment of Zwolsman, the court has ruled about the legitimate
cavesdropping of cell-phones. It notices that users of cell-phones should accept a limitation
in their expectation of privacy when using such a device since it is generally known that it is
technically relatively easy to ‘tap’ cell-phones. However, if the tapping is ‘on purpose’ and for
a consecutive period of time (i.c. three weeks), article 8 ECHR applies. In this instance, a le-
gitimate basis is required under atticle 8.2 ECHR. The Police Act of 1993 did not provide
the legitimate basis required under art. 8.2 ECHR. Therefore, the Court ruled a violation of
art. 8 (CBP 2004, p.32). Further, the Court ruled that since the tapping was only for three
weeks, only one side of the conversation was eavesdropped, the specified purpose of the
cavesdropping, and the use of the “scanners” was ineffective, the invasion of the privacy was
not sufficiently enough to hold the public prosecutor non-admissible (niet-ontvankelijk) in its
criminal procedure (CBP 2004, p.32).

In instances of missing people or kidnappings, the Code on Criminal Proceedings does not
apply since the cell-phone that is the object of investigation does not belong to a suspect but
to the (potential) victim. Thus, the Data protection act applies and it is the telecom provider



that has to be convinced that the processing is necessary in order to protect the vital interests
of the data subject (art.7(d) 95/46/EC; art.8 (d) Wbp). A similar situation may arise when
there is information that someone is going to be killed at a certain location and time. Loca-
tion data of the cell-phone of the potential victim may then confirm the reliability of the in-
formation and safe the life of the potential victim.

In the 2004 case of a girl kidnapped by someone detained under a hospital order, it was not
allowed to track his mobile phone (Kamerstukken 29452, nr. 6) because he was not a suspect
of a criminal offence. Later when his personal data were linked to a stolen car, he became a
suspect and could be tracked. Based on this case the Minister announced new powers for law
enforcement (see Kamerstukken 29413), which became law on 1 July 2005.

8.3.3 Principle 3: interference should be proportionate to the legitimate aim pur-
sued.

The subsidiary criterion
Table 8-1 provides some insight in the different regimes for different types of data. For iden-
tifying and user information the requirement is that it should concern a suspect of crime, or-
ganised crime or terrorism. Traffic and location data (historic or future) of telecommunica-
tions can be requisited by the public prosecutor for investigative research”, i.e., indications
of serious crimes; investigations of committed crimes or pro-actively addressing organised
crime through identifying criminal networks (Sietsma 2007, p.38); or investigations on terror-
ism.
Sensitive data processing requires the highest authority (the Magistrate) to consent. The
highest authority consent requirement also applies to the content of communications (email,
voice mail, phone tap), and the real-time (location) data of cell-phones (see Table 8-1).
For the real-time tracking and tracing of individuals the Magistrate not only needs to confirm
the urgency for the use of such means, but also whether this would not demand an unrea-
sonable effort for the telecom provider (Explanatory Memorandum Kamerstukken 2003-
2004, 29441, nr. 3 p.9). Therefore, these means should be used to the minimum extent pos-
sible (only in very urgent instances) (Explanatory Memorandum Kamerstukken 29441, nr.3
p.25). Mevis (2001, p.66, p.91) holds that the public prosecutor misuses his powers when he
demands special efforts from telecom providers if he can arrive at similar results with the
special authorities available to him such as ‘physical observation’. Only if such data cannot be
reasonably collected through these means and a pressing investigative need is present, the
monitoring may be accomplished through the cell-phone data.
The order of sensitiveness in Dutch law (Sv) may be as follows (from most sensitive down):

- sensitive data; content of the communication (conversation; email/ voice mail), real-

time (location) data;
- (historical and future) traffic and location data (standby or active use);
- user data, and identifying data.

The Minister has argued that the registration of images or movements of individuals with a
technical means is more far-reaching than the observation of images or movements by an
obsetver who reports the movements ex-post. A registration makes it possible to process at
any time an exact and complete picture of what is being observed. It further allows for

% | ocation data can be requisited for those suspicions of crimes as described in art. 67 Code on Criminal Proceedings (for
which a 4 year detention penalty applies and other more serious criminal acts).



searches specifically focussing on a certain time and place (Explanatory Memorandum wet
BOB Kamerstukken 1996-1997 25403, nr. 3, p. 27, referred to in Buruma 2001, p. 43).

Commissie Strafvorderlijke gegevensvergaring in de informatiemaatschappij (Mevis
commission, 2001) (Commission Data Collection for Criminal Proceedings in the
Information Age)

Provided developments in information and communication technology, the Commmissie
Strafvorderiijke gegevensvergaring in de informatiemaatschappy (Mevis commission) was asked in
2000 by the Minister of Justice to investigate the extent to which the Code on Criminal
Proceedings provided an adequate legal framework for those (new) means of data collec-
tion and processing necessary for criminal proceedings. The commission supervised by
P.A.M. Mevis recommended to introduce in the Dutch Code on Criminal Proceedings dif-
ferent regimes for different types of data. It distinguished the content of the communica-
tions, traffic data, identifying data, and other data, and identified the difference between
historical data and realtime data. Most of their recommendations were introduced in the
current Code.

The proportionality criterion
For the proportionality criterion, interviewees indicated that it is difficult to provide a general
decisional framework to assist in the balancing of law enforcement and privacy since each
case is unique; the standard case does not exist. Therefore, what may be proportionate in one
case, might be disproportionate in another. Several examples may clarify this.
1. A series of purposely lighted fires in Amsterdam may not have a great impact on the
public order as a similar series in a small town.
2. A marihuana plantation in a villa may be something else than a marihuana plantation
of a similar size in a small apartment in the centre of a town, where also energy is il-
legally tapped and neighbours complain about smell and water nuisances.
3. A woman complains that she is being stalked by someone frequently calling her

number. It appears that this concerns her ex-husband calling her to stop harassing
him.

In each of the cases different means may be applied for apparently a similar offence. Another
example is in the following situation. A description of a suspect is developed and based on
this information cell-phone data of the suspect might be tapped and historical data re-
quested. The AIV (2007, p.80) refers to Jacobs with noting that previously first possible sus-
pects were selected and then additional information about them was collected. Now first a
huge amount of data on innocent citizens is processed and then attempted to find the most
likely suspect (translation BVL). One interviewee argues that it is unjust to first request data
on all cell-phones in the neighbourhood at the time of a committed crime and based on this
information go after the subscribers of the cell-phones. Other interviewees find such an ap-
proach useless for law enforcement since it provides very much (irrelevant) information, also
from cell-phones several kilometres away. However, if no other means are available, it can be
used (see LJN AQ1112 Court of Appeal The Hague).

Many would not realize that with a tap for a consecutive petiod of time a complete picture of
someone’s life can be obtained. It may provide much more detailed information on someone
than a house search. However, for a search warrant (buisgoeking), interviewees indicate that it
will be much more difficult to obtain approval from the Magistrate. One of the interviewees



argues that for a phone tap a similar strict regime as for a search warrant should apply. Simi-
larly, one may wonder why a search of a shed or the secret observation at a market requires
higher authorities to approve and stricter procedures than systematic observation (Buruma
2001, p. 42).

The number of taps that are executed on a daily basis, 1681 taps (Minister of Justice 2008),
suggests that either a significant part of law enforcement is involved in the tapping business,
or that a significant part of these taps is placed without being used. The latter situation would
imply a disproportionate interference with the right to privacy.

For telecommunication data the extent to which the proportionality criterion is being ad-
hered to may be questioned. Concerning telecommunications data, a public prosecutor typi-
cally does not specify what data can be processed from a cell-phone tap. A typical order, to
which the Magistrate consents, includes all data that is processed in telecommunication: the
content of conversations, identification data, traffic data and location data. Together, these
data may have a greater interference with the right to privacy than only one aspect of the
telecommunications data. It may very well be that the use of only one type of data is suffi-
cient to fulfil the law enforcement task. The proportionality requirement is in such instance
inadequately fulfilled.



Type of data (Wetboek van Straf- Examples To be used if suspicion of: Decision/ Requisition by/ Max. period Sv article
vordering)? (reported by) requisition
(+ ext)
Identifying data Name, address, sex, birth date, admin- | Ctrime, organised crime with major impact on | Law enforcement officer - 126nc;
istrative characteristics? public order, or terrorism (Law enforcement officer te- 126uc;
ports) 126zk;
User data® 24 Name, address, phone number | Crime, organised crime with major impact on | Law enforcement officer - 126na;
(MSISDN), IMSI code, EMEI code, | public order, or terrorism (Public Prosecutor 126ua;
and type of service used® reports) 126zi;
Traffic data 27 Historic traffic data (including location | Serious crime?, organised crime with major | Public Prosecutor 3 months (ex- | 126n;
data of cell-phone if actively been | impact on public order, or terrorism tension possible) | 126u;
used) (incl. date and time of use); and (Public Prosecutor reports) 126zh;

future traffic data

Certain stored data: other data

location data of cell-phone if in stand-

by mode?

Serious crime, organised crime with major im-

pact on public order, or terrorism

Public Prosecutor

(Public Prosecutor reports)

126nd(1) via 126ng(1);
126ud(1) via 126ug(1);
12621(1) via 126z0(1)

Certain stored data processed after | location data of cell-phone if in stand- | Serious crime, organised crime with major im- | Public Prosecutor 4 weeks (+ 4 [ 120ne(1) via 126ng(1);
requisition date by mode pact on public order, or terrorism (Public Prosecutor reports) weeks) 126ue(1) via 126ug(l);
126zm(1) via 126z0(1)
Certain stored data: other data location data of cell-phone if in stand- | Other criminal fact than serious crime Magistrate 4 weeks (+ 4 [ 126nd(6)
by mode (Public Prosecutor reports) weeks)
Certain _stored data processed after | Real-time location data of cell-phone; | If the investigation of setious crime, organised | Magistrate 4 weeks (+ 4 | 126ne(3) via 126ng(1);

?'In the Netherlands only art. 126n and 126na Sv are commonly used.

2 Administrative characteristics are characteristics that relate the suspect and a third party to whom the data requisition is directed, or the characteristics of the services provided to the suspect.

These may be membership number, number of an insurance, bank account number or client number (Kamerstukken 2003-2004, 29441, nr. 3, p.7)
2 See Wet bijzondere opsporingsbevoegdheden (§ 2.3.4)
* See Besluit verstrekking gegevens telecommunicatie

% Type of service refers to speech, fax, SMS, MMS, WAP, GPRS, among others (see Stratix 2003, p.23, 38)
% See Wet bijzondere opsporingsbevoegdheden

" See Besluit vorderen gegevens telecommunicatie
% Serious crime is in this context a crime for which preventive custody (voorlopige hechtenis) can be executed (see www.zakboekenpolitie.com).
% Since Dutch telecom providers do not store standby data. These data are not claimed by law enforcement.




requisition date and directly (or each
time within a certain period after proc-

essing) available to law enforcement

real-time financial transfers

crime with major impact on public order or ter-

rorism requires this urgently

(Public Prosecutor reports)

weeks)

126ue(3) via 126ug(l);
1262m(3) via 126z0(1)

Sensitive data Data concerning racial or ethnic origin, | If the investigation of serious crime with major | Magistrate - 126nf(1/3);
political opinions, religious or philoso- | zmpact on public order, organised crime with major | (Public Prosecutor reports) 126uf(1/2);
phical beliefs, trade-union member- | impact on public order or terrorism requires this 126z0(2/3)
ship, or concerning health or sex life urgently

Content of communication Conversation If the investigation of serious crime with major | Magistrate 4 weeks (+ 4 [ 120m;

impact on public order, organised crime with major | (Public Prosecutor reports) weeks) 120t;
impact on public order or terrorism requires this 126zg;
urgently

Content of communication Email/ voice mail®/ SMS from, meant | If the investigation of serious ctime with major | Magistrate 4 weeks (+ 4 [ 126m
for, or concerning the suspect or the | impact on public order, organised crime with major | (Public Prosecutor reports) weeks) (from | 126ng(2); 126ug(2);
criminal fact impact on public order or terrorism requires this interviews) 126z0(2);

urgently

Table 8-1 Special means regimes for law enforcement

30 EK 2004-2005 29441 E, p.4; Kamerstukken2004-2005 24991, nr.3 p. 14; see Stcrt 16/10/2006, nr. 201 p. 14




8.3.4 Principle 4: interference is only allowed if adequate and effective guarantees
against abuse exist.

For each requisition of telecommunication data, a official report (proces-verbaal) is created in which
(ex-ante) the decision to use a special means is justified. The law enforcement officers should do
this for the requisition of identifying data, the public prosecutor for all other data. Directly after
the requisition, stakeholders can file a complaint with the Court (rechtbank, art. 552a Sv). Further,
there is an ex-post assessment by the criminal judge in the instance of prosecution. In addition,
the Supreme Court (12 February 2002 LJN AD9222) has stressed that a judge cannot be ex-
pected to accomplish further research into satisfaction of the requirements of proportionality and
subsidiarity of art. 8(2) ECHR, other than a check whether the legal requirements are satisfied,
and the judge has confirmed that the Magistrate in all reasonableness has come to a judgment
that the proportionality and subsidiary requirements were satisfied (at 73) (translation BVL).
Abuse of the data processing rules can be punished. The Dutch Penal Code (art. 1392 WvS) has
penalties with a maximum penalty of imprisonment for 6 months for those in law enforcement
abusing their legal mandates.

8.3.5 Principle 5: guaranteed accuracy of the data for the purposes of use.

The Act on Judicial and Criminal Proceedings Data (Wet justiti€le en strafvorderlijke gegevens)
requires that the data need to be accurate for the purposes of use (att. 39).

In their assessment of the security of the tapping systems of the interception organisation (tap-
kamers) PriceWaterhouseCoopers (2003) concluded that the technical security (authorization) for
use of the data in the system was insufficient (e.g., non-specific authorizations, non documented
access, no encrypted communications, no back-ups, no information security policy). One specific
issue was the inability in one of the interception organisations to remove the data that was gath-
ered through a tap order when the case has been finalised. Thus, even if the Public Prosecutor
has otrdered to delete the data, the data remained accessible (Price WaterhouseCoopers 2003,
p-20). In 2007, research accomplished by the Dutch Data Protection Agency (CBP) found that
data from taps that concerned communications with individuals (e.g., lawyers) for which the right
of non-disclosure (verschoningsrecht) applies were, contrary to the law, not always deleted (in-
time) (CBP 2007).

8.3.6 Principle 6: individual participation in the process whenever possible.

On request, individuals must be provided with information about their judicial and criminal pro-
ceeding records (artt. 18, 39j, 39m Act on Judicial and Criminal Proceedings Data). Individuals
have the right to correct or add personal data.

For serious crimes the records on Criminal Proceedings need to be removed after thirty years.
For minor crimes these need to be removed after five years.

Since 2003, with the Wet BOB, suspects have to be informed that their telecommunication were
being tapped”’. The evaluation of the Special authorities act indicated that this notification obliga-
tion was only been adhered to at a very limited scale, however (see Kamerstukken 29940, nr. 4, p.
1.

%" The Wet BOB specifies transparently which means may be used in what instances, among others.



8.4 Developments in Law enforcement

Several developments have pushed the balance between privacy and law enforcement towards the
latter. Since 1 February 2007, law enforcement agencies can apply special powers (including tap-
ping telecommunications) if there are indications of involvement in an act of terrorism or other
severe criminal acts (see Stb. 580; Kamerstukken 30164). This is a lighter requirement than the
previous required suspicion or reasonable suspicion of involvement in such acts (cf. US for simi-
lar developments in Levi et al. 2004, p.204).

Since 1 January 2006 (Stb 609, 2005; Stb 390, 2005; Kamerstukken 29441), the Telecommunica-
tion Act (art. 13.2b) and the Code on Criminal Proceedings (art. 126nc-126ni and 126uc-126ui)
require providers of telecommunication networks and services to obey requests of law enforce-
ment agencies (such as police) for certain stored or registered identifying data. This may not have
been necessary since especially telecom providers almost always provide the requested data to law
enforcement (Mul et al. 2005, p.18).

Since 1 July 2005 (Stb. 105, 2004; Stb. 311, 2005), the Telecommunication Act (art. 13.2a) and the
Code on Criminal Proceedings (Sv, art. 126n and 126 u) require providers of telecommunication
networks and services to provide for specific crimes the public prosecutor on request data con-
cerning a user and the telecommunication traffic with regard to this user.

In December 2003, the Minister acknowledged that for law enforcement purposes location data
could only be used for tracking if the user communicates ‘actively’. He concluded that the ability
to also track someone when the cell-phone is on stand-by, this would be a severe intrusion of the
right to privacy, similar to continuous observation of individuals. The Minister decided that such
deviation in the use of the data is undesirable (Kamerstukken II 2003-2004, nr. 28059 A, cf. De-
cree Requisition Telecommunication Data, art. 2e). However, two years later it was decided that
law enforcement agencies are allowed to track on a continuous basis those involved in or sus-
pected of severe criminal activities (Code on Criminal Proceedings art. 126ng/ug & art.
126ne/ue, see also Stert. 16/10/2006 nr. 201, p.14).

Requests for data have strongly increased over the years and it seems that this development will
not end in the near future (AIV 2007, p.70). The AIV suggests that intelligence and law enforce-
ment agencies unlawfully request data without respecting legal obligations of proportionality and
subsidiarity tests. For example, the financial sector has reported 180,000 unusual transactions
(e.g., transactions over 10,000 euro). Only 130 cases were, however, brought to court (less than
0.1%) (AIV 2007, p.74).

Interviewees indicate that the phone tap is the most used special BOB authority in law enforce-
ment. Some interviewees indicate that since the new Wet BOB public prosecutors may easier use
the tap authority. Before, they were more uncertain about the appropriateness of using the tap
authority and were more likely to better balance such a decision with privacy considerations and
alternative means. In this respect, the new law may have resulted in a devaluation of considered
decisions. Other interviewees, however, disagree with this suggestion.

Implementation Data Retention Directive

Through data analysis, location data can also be used to find users of unregistered phones, such
as pre-paid phones. For this reason, the telecom providers in the Netherlands are required to
store data concerning the time of communications, the numbers corresponding with the time and
telecommunication, and the BTS through which the communication was facilitated (Besluit bi-
jzondere vergaring nummergegevens telecommunicatie, Stb. 2002, 31). Based on this Decree the
location data are stored for three months. In the Explanatory Memorandum of the Implementa-
tion of the Data Retention Directive, the Minister confirmed that the data storing requirement
was not for law enforcement purposes (Explanatory Memorandum Kamerstukken 2006-2007



31145 nr. 3, p. 9-10). However, four sentences later in the same document the Minister notes that
government agreed with the Decree because it allows to identify unregistered users of cell-phones
for law enforcement purposes (referring to Kamerstukken 1997/98 25533, nr., 8, p.11). The pro-
posed Dutch implementation act of the Data Retention Directive requires telecom operators to
store all traffic data in telecommunications for 18 months. Supportive information why it is nec-
essary to store the data longer than the required minimum of six months is lacking, however.

One of the expected results of the implementation of the Data Retention Directive
(2006/24/EU) is an increase of requests for telecom and internet data (see Explanatory Memo-
randum Wetsvoorstel bewaarplicht telecommunicatiegegevens Kamerstukken 2006-2007 31145)
of 20% (see AIV 2007, p.44 referring to Kamerstukken 2006-2007 and Verdonck et al. 2000).
However, based on the provided information in the Explanatory Memorandum on the cost as-
pect one may expect an increase of 75% (see Explanatory Memorandum 31145, nr.3).

8.5 Balancing law enforcement with privacy interests

In the Netherlands, the interference with the right to privacy for purposes of law enforcement
has a basis in law, the law is accessible to all, and the means of interference are sufficient foresee-
able. Also the procedures specifying the balancing the interest of law enforcement with other in-
terests of society, i.c. privacy, are adequate. Overall, adequate remedies against abuse are available.
They are, however, not always effective.

Balancing aspects

Court rulings and discussions in parliament have provided a well-developed framework for bal-
ancing privacy and law enforcement needs. These considerations may very well apply as well to
the balancing of national security and privacy. In balancing privacy and law enforcement relevant
aspects are: the consecutive petriod of observation (hours, days, weeks), the intensity (continuous,
periodic or with intervals) and frequency, the (intimacy of the) place (public road, office, home),
the objective of the observation, the way the observation iss accomplished (technical means as
camera’s or beacons and their possibilities), the investigative urgency, the inconvenience for the
observed person, and the degree of suspicion of the observed person. The longer the period of
observation, the more intimate the place of observation, the higher the intensity or frequency of
observation, and the more possibilities the supportive means provide, the higher the chance that
an almost complete picture of a part of someone’s private life will be obtained. The tapping of
cell-phones is a far-reaching means to use in law enforcement and can only be used if there is a
serious infringement of the system of law.

Telecommunication data

There are several types of data that are part of the general telecommunications data pallet: the
content of the communication, identifying data, traffic data and location data. Also difference is
made between historical, real-time and future location data. Several observations may question
the extent to which requests for telecommunication data adhere to the proportionality criterion.
Concerning telecommunications data, a typical order to which the Magistrate consents, includes
all data that is processed in telecommunication: the content of conversations, identification data,
traffic data and location data (if available). Together, these data may have a greater interference
with the right to privacy than only one aspect of the telecommunications data. It may very well be
that the use of only one type of data is sufficient to fulfil the law enforcement task. Public prose-
cutor and Magistrate should be aware of the different types of telecommunications data and be
sensitive to the privacy impact of requiring all types of telecommunication data.



Transparency of the law

The increased transparency of the law, fully adhering to the requirements of the ECtHR may
have resulted in an increased use of the most privacy interfering means. One may conclude that
the more vague legislation is on the use of certain means interfering with human rights, the less
interferences with these rights are sought or agreed with. It would be beneficial if this suggestion
is backed with factual evidence. However, such data was lacking in the Netherlands since the
Minister did not find it useful to collect. On 27 May 2008, the Minister revealed that for law en-
forcement 12,491 tap orders were provided for the second part of 2007 (Minister of Justice
2008). These concerned 10,490 (84%) cellphone numbers. On each day, on average 1681 taps
were active.

Economics protecting privacy

Another observation is that the operations of the telecommunication providers aiming at cost ef-
fectiveness, are currently to a great extent safeguarding privacy. Standby data of cellphones is
typically not stored due to the costs associated with it. Also location data, being more detailed
than traffic data, is typically not stored. However, the increase of the coverage of the telecom
network may question the difference between location data and traffic data. Strictly taken, the EC
2002/58 only data necessary for the billing purpose of a telecommunication needs to be stored.
In the Netherlands, this billing information would generally only require that the call was from
within or outside the Netherlands. More specific information, i.e. information on use of BTS, is
not necessary for billing purposes. The development is, however, that the traffic data is becoming
more detailed as apposed to less detailed. In addition, in the European Union, it has been the im-
plementation of the Data Retention Directive that requires the retention of traffic data.

Improving effectiveness of current means

Currently, a phone tap or the requisition of traffic data is based on the unique characteristics of
the cell-phone (i.e., IMSI, phone number, IMEI). No other communication means than the ones
described in the warrant can be tapped.

From the perspective of law enforcement, it may be worthwhile to consider to introduce a sys-
tem that for tapping or requesting cell-phone data of a specific individual instead of requiring
data from a specific object (i.e. the cell-phone). Suspects may change frequently their cell-phones,
sometimes every day. For each of the cell-phones a separate warrant needs to be provided. It ap-
pears impossible to approve taps at this same pace so that they may always be several steps be-
hind the suspect.

One of the arguments used in explaining the significant growth of phone taps is the number of
communications means used per citizens. Through allowing a tap on communication means used
by a suspect, independent from the number of communication means a more objective assess-
ment of the number of taps can be acquired. Further, in a tap warrant the telecom provider needs
to be specified. It is not allowed to have a general warrant that applies to all telecom providers.
This seems to be ovetly restrictive.



9 Canada: balancing privacy and national security

This chapter focuses on the way privacy and national security interests are balanced with respect
to the use of location information of mobile devices for national security purposes. First, it ad-
dresses how privacy as a general concept is considered in Canada. The reasonable expectation of
privacy doctrine is central in this section. In the second section, Canadian national security is ad-
dressed and some practical information on surveillance provided. In section 3, the balancing of
national security needs with privacy is assessed through the balancing principles developed in
chapter 3. In section 4, the main findings on balancing are summarized. Finally, conclusions are
presented in section 5.

In 2007, Canada has approximately 33.5 million people spread over an area of 9,984,670 sq km
(wotldfactbook 2008). Canada is a member of the United Nations and the OECD.

9.1 Privacy in Canada

Canadian privacy law has been qualified as a comprehensive regulatory model with a public offi-
cial in charge of enforcing data protection legislation (Beresford 2005, p.34). Privacy legislation in
Canada has been assessed by Privacy International & EPIC as one with significant privacy pro-
tections and safeguards for almost every researched aspect (including constitutional protection,
statutoty protection, privacy enforcement, democratic safeguards, leadership and communica-
tion’s data retention) (Rotenberg et al. 2006). For communication’s data retention it was consid-
ered to have no invasive policy or widespread practice/ leading in best practice. In the 2007 rank-
ings of the Privacy International and EPIC Privacy Survey, Canada has decayed from an overall
‘significant protections and safeguards’ qualification to a ‘some safeguards but weakened protec-
tions’ status (Privacy International et al. 2007). The individual decreased scores on privacy en-
forcement, ID cards and biometrics, and surveillance of medical, financial and movement may be
causes for the poor overall score.

Canada’s Charter of Rights and Freedoms (Section 8: “Everyone has the right to be secure
against unreasonable search or seizure”) may be regarded as the constitutional basis to protect the
right to privacy. The values undetlying the privacy interest protected by Section 8 are dignity, in-
tegrity and autonomy (K. 2. Plant 1993). In addition, in K. ». Edwards (1996), the Court ruled that
the right to be free from intrusion or interference is a key element of privacy. It protects a bio-
graphical core of personal information which individuals in a free and democratic society would
wish to maintain and control from dissemination to the state. This includes information which
tends to reveal intimate details of the lifestyle and personal choices of the individual (R. ». Plant
1993).

Also section 7 of Canada’s Charter, which guarantees ‘the right to life, liberty and security of the
person and the right not to be deprived thereof except in accordance with the principles of fun-
damental justice’, encompasses aspects of privacy interests. Such rights are for example related to
physical or psychological integrity or the right to independently make basic personal choices
(O’Connor 2006, p.433).

The Charter protects people against unjustified government intrusions upon their privacy. The
degree of protection depends on the reasonable protection of privacy of the individual in the cir-
cumstances (R. v. Wise; Young 2007). The expectation is based on what privacy people reasona-
bly can expect in a free and democratic society (R. ». Wong; Nouwt et al. 2004, p.352). In R. ».
Duarte the Federal Court explained it as follows:



“A reasonable expectation of privacy demands that an individual may proceed on the as-
sumption that the state may only violate this right by recording private communications
on a clandestine basis when it has established to the satisfaction of a detached judicial of-
ficer that an offence has been or is being committed and that interception of private
communications stands to afford evidence of the offence.[..] Where persons have reason-
able grounds to believe their communications are private communications, the unauthor-
ized surreptitious electronic recording of those communications is an intrusion on a rea-
sonable expectation of privacy.”

The Canadian reasonable expectation of privacy does not distinguish between people’s activities
(criminals do have the same privacy expectation as anyone else). The activities of the person po-
tentially subject to an infringing measure are not central, but the infringing activity is (K. 2.
Tessling: R. v. Wong; Hunter).

Determining a reasonable expectation of privacy

A reasonable expectation is to be determined on the basis of the totality of the circumstances (R.
v. Edwards). R. v. Tessling categorized three types of privacy where a reasonable expectation of pri-
vacy exists: (1) privacy of the body, (2) territorial privacy, and (3) informational privacy. The latter
two may refer to location privacy.

Territotial privacy concern the location where the activity took place. A greater degree of privacy
may be expected in a private place such as a home, office or hotel room than in public areas,
commercial buildings, or a car (see Canadian Charter of Rights Decisions Digest 2004; see also R.
v. Wong, R. v. Wise). Although the place where a search occurs greatly influences the reasonable-
ness of the individual’s expectation of privacy (R. ». Tessling), it is not determinative (R. ». Wong);
the Charter protects people, not places. For example, in R ». Tessling, the Court ruled that infor-
mation obtained from a camera flying over property measuring heat generated by a house could
not permit any interferences about the precise activity in the house, did not touch on a biographi-
cal core of personal information, nor did it tend to reveal intimate details of a lifestyle. Therefore,
taken the totality of the circumstances, showing that some activities in the house generated heat,
no privacy interference was found. It was not relevant that this general, meaningless [no differen-
tiation between one source or another was possible| information could not be observed from the
outside with the naked eye (R. 2. Tess/ing).

Although in public places, such as stores, and restaurants one does not expect solitude and total
freedom of observation, equally one does not expect to be under secret surveillance (Westin
1967, p.112). Therefore, a lower expectation of privacy does not imply that one does not have
any human right protection.

For a property search, an interference with the most intimate territorial expectation of privacy, R.
v. Edwards considered in its assessment of a reasonable expectation of privacy:

(1) the presence at the time of the search;

(2) possession or control of the property or place searched;

(3) ownership of the property or place;

(4) historical use of the property or item;

(5) the ability to regulate access;

(6) the existence of a subjective expectation of privacy; and

(7) the objective reasonableness of the expectation.

With respect to informational privacy, R. . Plant (1993, p.16) considered in its assessment of the
expectation of privacy:



(1) the nature of the information itself;

(2) the nature of the relationship between the party releasing the information and the
party claiming its confidentiality;

(3) the place where the information was obtained;

(4) the manner in which it was obtained and the seriousness of the crime being inves-
tigated allows for a balancing of the societal interests in protecting individual dig-
nity, and

(5) integrity and autonomy with effective law enforcement.

R. v. Tessling further developed informational privacy as being information about a person’s activi-
ties. This includes information about the home (size, heat generation, colour front door), and the
quality of the information (content, level of detail). It applies to what is happening inside the
home; what interference can be drawn about the activity going on in the house?

It was argued that a conversation with an informer does not amount to a search and seizure
within the meaning of the Charter; it is not meant to protect against a poor choice of friends.
Electronic interception and recording of private communications [the conversation] does amount
to a search and seizure (R. v. Tessling).

In New Foundland the Supreme Court found a substantially greater expectation of privacy con-
cerning one’s financial information and transactions on one’s bank account than for one’s elec-
tricity consumption ([1994] N.J. No. 142, see also R. ». Plani). In R. ». Weir the Supreme Court
found for unencrypted email a lower expectation of privacy than for encrypted email or first class
letter mail since unencrypted mail is vulnerable to being read by unintended third parties (Young
2007, p. 53).

Informational privacy may include information on one’s movement. Concerning the expectation
of privacy in one’s movements, R. 2. Wong referred to Orwell’s 1984 where citizens had every rea-
son to expect that their every movement was subject to electronic video surveillance. This con-
trast with the expectation of privacy in a free and democratic society “could not be more strik-
ing” (R. ». Wong; see also R. ». Wise dissenting opinion of La Forest J.). Thus, there is generally a
reasonable expectation of privacy in (information on) one’s movements.

9.2 National security in Canada

In the 1970s, Canada dealt with a violent separatist movement in Quebec that was assessed as a
very dangerous threat to Canada’s public safety (Filmon 2007). Another major event was the
1985 Air india Flight 182. The airplane exploded through a bomb, killing 280 Canadian citizens.

Many federal organisations have national security responsibilities. These include the Canadian Se-
curity and Intelligence Agency (CSIS), Royal Canadian Mounted Police (RCMP), Canada Border
Service Agency, Communications Security Establishment Canada (CSEC), Department of Justice,
Canadian Air Transport Security Authority, Health Canada, Public Safety and Emergency Pre-
pardeness Canada, among others (O’Connor 2006, p. 127). CSIS is the primary focus of this re-
search. Where applicable other organisations may be included.

The National Security Advisor to the Prime Minister coordinates Canada’s security and intelli-
gence community and, together with the Deputy Minister of National Defence, is responsible for
the Communications Security Establishment. The National Security Advisor also oversees the
provision of intelligence assessments to the Prime Minister, other ministers and senior govern-
ment officials (website Privacy Council Office).

The key policy document addressing Canadian national security is “Securing an Open Society:
Canada’s National Security Policy” from April 2004. It defines three core national security inter-
ests:



- protecting Canada and Canadians at home and abroad,
- ensuring Canada is not a base for threats to our allies; and
- contributing to international security.

It aims to create an integrated security system to address security issues across government. The
scope of the national security policy has six key strategic areas: intelligence, emergency planning
and management, public health (e.g., contamination of food and water), transport security (e.g.,
aircraft/ airport security), border security, and international security.
CSIS is Canada’s security and intelligence agency. CSIS is mandated to collect, analyze, and retain
information and intelligence regarding activities that may pose a threat to the security of Canada
(O’Connor 2006, p. 129). CSIS is also empowered to investigate foreign states and foreign citi-
zens (but not Canadian citizens) more broadly in relation to the "defence of Canada" or "the
conduct of the international affairs of Canada", should the Minister of National Defence or the
Minister of Foreign Affairs request this assistance (see section 16 CSIS Act). Six priority areas
have been identified for CSIS (O’Connor 20006, p. 130/31):

(1) terrorism;

(2) proliferation of weapons of mass destruction;

(3) espionage and foreign-influenced activities;

(4) transnational criminal activity;

(5) information security threats; and

(6) security screening and assessments.

According to CSIS, domestic terrorism “includes the threat or the use of violence by groups ad-
vocating for issues such as the environment, anti-abortion, animal rights, antiglobalization, and
white supremacy, and the dissemination of militia messages by groups in the United States, and
secessionist violence” (website CSIS).
An Integrated Threat Assessment Centre (ITAC) has been established within the CSIS to provide
comprehensive threat assessments as a first step in the integrated security system. The threat as-
sessments are shared within the intelligence community and law enforcement, among others (see
ITAC 2007; O’Connor 2006, p.131). For the preparations of a security intelligence report on
someone several conditions need to be met, including (O’Connor 20006, p.137):

- The individual must be assessed as posing a significant threat to the security of Canada;

- CSIS must have sufficient threat-related information and intelligence;

- That information must be reliable and from multiple sources;

- The removal must be of strategic value in light of CSIS’ investigative priorities, and

- CSIS must have sufficiently releasable open-source information to support the unclassi-

fied summary document.

Another intelligence agency is the Communications Security Establishment Canada (CSEC). This
is the civilian agency of the Department of National Defence. It provides two key setvices: for-
eign signals intelligence in support of defence and foreign policy, and the protection of electronic
information and communication. It is mandated to acquire and use information from the global
information infrastructure for the purpose of providing foreign intelligence, in accordance with
Canadian intelligence priorities.

9.3 Practice of surveillance

In Canada, telecom service providers are not by law required to provide interception capability.
Under the proposed Modernization of Investigative Techniques Act (MITA), telecommunica-
tions service providers would have been required to have intercept capable networks. The MITA
would also have required telecommunications service providers to provide to designated officials,



upon request, a subscribet's contact information. This would have included a subscribet's name
and address, telephone number, e-mail address, Internet Protocol address and similar basic iden-
titiers. However, after introduction in parliament in November 2005, it died when the liberal
government was defeated in December 2005 (Young 2007).

A 2006 public opinion survey suggested that 49% of Canadians are willing to exchange personal
privacy safeguard for more investigative powers for government to increase security (Ekos cited
by SIRC 2000, p. 16; see also Brown Goldfarb 2004). However, some recent developments sug-
gest that Canada takes into account the effect of current law before passing new legislation. In
2004, an attempt to assess the impact of ATA for the security of Canada by a number of aca-
demic scholars in terrorism indicated that it was too eartly for an assessment as many of the most
contentious powers under it had not been used (Gabor 2004, p.59). In 2007, the sunset clauses
(clauses that expire after a given date unless extended) on investigative hearings and recogni-
sances with conditions (preventive arrests) of the Anti-Terrorism Act 2001 (ATA) were not ex-
tended by The House of Commons.

Further, the number of wiretaps in Canada that have been warranted has been assessed by
Albrecht et al. (2003) as very low in compatison with other western societies. According to
Albrecht et al. (2003) Canada had in 1999 approximately 0.4 wiretaps per 100,000 citizens. The
Security and Intelligence Review Committee (SIRC) reported that the Federal Court approved
176 warrant applications of CSIS in 2006-07, 227 applications in 2005-006, 247 in 2004-05 and 198
in 2003-04 (SIRC 2007, p. 53). In 2006-07, all warrant applications were approved while in 2005-
2000, two applications were not (SIRC 2007, p. 53; SIRC 2000, p.48). In 2007, CSIS was required
in three instances to modify the warrant application before they were approved (SIRC 2007,
p.54). The statistics do not specify to what extent the warrants involved telecommunications.

The Minister of Public Safety publishes as a legal obligation (Criminal Code section 195) the
number of interceptions of telecommunications by law enforcement. Also this number has
dropped: from 1679 interceptions in 2002 (5.2 per 100,000 citizens) to 584 interceptions (1.8 per
100,000 citizens) in 2005 (Minister of Public Safety 2007). More recent data is not available (see
table 9.1). In this period of decline there were no legislative changes that would have made ob-
taining a warrant any more (or less) difficult. The decline might be the result of law enforcement
using other investigative methods in dealing with these offences.

Method of interception Number of interceptions

2002 ’ 2003 ’ 2004 ’ 2005 “2006
Telecommunication 1679 1187 1049 584 403
Microphone 179 119 100 65 46
Video 38 38 37 21 7
Other 239 154 70 67 79
Total 2135 1498 1256 737 535

Table 9-1 Method and number of interceptions by law enforcement 2002-2006 (Minister of Public Safety
2007)32,

Also the most current information on telecommunication interception confirms Albrecht et al. ‘s
(2003) findings: Canada has a relatively low number of interceptions of telecommunication.

%2 |t was noted that the data reported for 2006 will likely rise in future reports as data updates are received.



9.4 Balancing national security needs with privacy

In chapter 3, we developed six principles relevant for this research. These principles are:

Principle 1: interference for national security purposes must have some basis in domestic law, law
must be accessible to all, and the means of interference should be foreseeable for citizens.

Principle 2: a fair balance has to be struck between the demands of the general interest and the
interest of the individual.

Principle 3: interference should be proportionate to the legitimate aim pursued.

Principle 4: interference is only allowed if adequate and effective guarantees against abuse exist.
Principle 5: guaranteed accuracy of the data for the purposes of use.

Principle 6: individual participation in the process whenever possible.

These principles stemming from a European context, reflect what the Canadian Supreme Court
found in R. v. Collins: “a search will be reasonable if it is authorised by law, if the law itself is rea-
sonable, and if the manner in which the search was carried out is reasonable” (Young 2007, p.
48). This not only applies to the quality of the law, but also to the quality of the execution of the
search. In this section, we will provide for each principle an assessment of the extent to which
Canada adheres to these principles.

9.4.1 Principle 1: Interference for national security purposes must have some basis in
domestic law, law must be accessible to all, and the means of interference should
be foreseeable for citizens.

The right to privacy finds its basis in Canada’s Charter of Rights and Freedoms, sections 7 and 8:

Everyone has the right to life, liberty and security of the person and the right not to be
deprived thereof except in accordance with the principles of fundamental justice (section
7)

Everyone has the right to be secure against unreasonable search or seizure (section 8)

Also the Privacy Act imposes obligations on federal government departments and agencies to re-
spect privacy rights by limiting the collection, use and disclosure of personal information. CSIS
investigations and CSIS investigational records (pertaining to activities suspected of constituting
threats to Canada) are exempted from the Privacy Act and accompanying policies. The Personal
Information Protection and Electronic Documents Act (PIPEDA) sets out ground rules for how
private sector organizations may collect, use or disclose personal information in the course of
commercial activities.

Further, each province and territory may have specific privacy laws governing the collection, use
and disclosure of personal information held by government agencies, such as for health informa-
ton.



With the introduction of the Canadian Security Intelligence Act (CSIS Act, R.S.C. 1985, c. C-23),
Canada was among the first countries that established a legal framework for its security service,
defining the tasks, powers and control mechanisms (see Filmon 2007). The CSIS Act, Ministerial
Direction, National Requirements for security intelligence, and CSIS operational policies are the
legislative and policy framework of CSIS (Filmon 2007, p.39). Further, the Anti-terrorism Act
2001 (ATA) amending the CSIS Act applies. The Anti-terrorism Act strengthened the capacity of
intelligence services to intercept the private communications of Canadians for certain purposes
(Commission Smith 2007). Concerning telecommunications also the following legislation are
relevant: Telecommunications Act, Radiocommunication Act, Radiocommunication Regulations
(SOR/96-484), and Radiocommunication Act (Paragraph 9(1)c) Exemption Order (National De-
fence and Security).

The necessity criterion
The CSIS is mandated to address "threats to the security of Canada". This means (art. 2 CSIS
Act):

(a) espionage ot sabotage that is against Canada or is detrimental to the interests of Canada or ac-
tivities directed toward or in support of such espionage or sabotage,

(b) foreign influenced activities within or relating to Canada that are detrimental to the interests
of Canada and are clandestine or deceptive or involve a threat to any person,

(c) activities within or relating to Canada directed toward or in support of the threat or use of acts
of serious violence against persons or property for the purpose of achieving a political, religious
or ideological objective within Canada or a foreign state, and

(d) activities directed toward undermining by covert unlawful acts, or directed toward or intended
ultimately to lead to the destruction or overthrow by violence of, the constitutionally established
system of government in Canada,

but does not include lawful advocacy, protest or dissent, unless carried on in conjunction with
any of the activities referred to in paragraphs (a) to (d).

The CSIS Act authorizes the investigation of threats to the security of Canada and, the collection
of information respecting activities that may, on reasonable grounds, be suspected of constituting
such threats (Canadian Charter of Rights Decisions Digest 2004).

The Minister that oversees CSIS can issue "Ministerial Directions" that serve to guide CSIS op-
erations (Section 6(2) of the CSIS Act). While the existence of the Directions is public knowl-
edge; the content is not. The understanding of the Privacy Commissioner is that these Directions
provide overarching guidance about how CSIS is expected to function, including how it is ex-
pected to balance privacy and national security interests. According to SIRC (2007), the latest di-
rection dates from June 2007; the National Requirements for Security Intelligence for 2006-08.

Transparency in what data can be claimed

CSIS can collect, by investigation or otherwise, to the extent that it is strictly necessary, and ana-
lyse and retain information and intelligence respecting activities that may on reasonable grounds
be suspected of constituting threats to the security of Canada and, in relation thereto, shall report
to and advise the Government of Canada (art. 12 CSIS Act).

With a judicial warrant CSIS can intercept any communication or obtain any information, record,
document or thing (section 21(3) CSIS Act). This includes any information held by a telecommu-
nication operator on a specific individual.



However, CSIS may only request information from telecommunication service providers that
those providers already collect. CSIS cannot demand providers to collect information that the
providers do not already collect. In this respect, the PIPEDA for the private sector and the Fed-
eral Privacy Act for federal government provide the framework for the availability of data that
may be used by CSIS.

For telecommunication data, there is not a minimum standard data set that should be stored by
telecom providers. In addition, despite the Canadian Standards Association Model Code for the
Protection of Personal Information, implemented in the PIPEDA (section 4.5.2/3 PIPEDA)
providing that personal information shall be retained only as long as necessary for the fulfilment
of the purposes for which it was collected, there is no strict standard on minimum or maximum
retention periods (Warner 2005). Recent litigation in Canada has shown that providers collect dif-
ferent types and amounts of data and retain it for different lengths of time; there is no industry
standard (see for the practise in IP-addresses: BMG v. John Doe; Written testimony of Shaw
Communications Inc.).

The Federal Privacy Act rules (Section 6(3)) that federal government “shall dispose of personal
information under the control of the institution in accordance with the regulations and in accot-
dance with any directives or guidelines issued by the designated minister in relation to the dis-
posal of that information.”

Sensitive data

CSIS is able to collect any and all personal data in the course of an investigation, regardless of its
sensitivity, provided a warrant is in place. Unlike European data protection laws, Canadian pri-
vacy law and related legislation does not specifically address the collection, use and disclosure of
sensitive data. Collection, use and disclosute of this data, however, is circumscribed by constitu-
tional protections (the Charter of Rights and Freedoms), operational policies and ministerial di-
rections, court jurisprudence on surveillance methods, warrant conditions, and administrative
oversight from both the Security Intelligence Review Committee (SIRC) and the Inspector-
General of CSIS.

Transparency of the means available to intelligence agency
CSIS has a wide variety of means at its disposal. Information comes from many sources including
(O’Connor 2000, p. 129 referring to Website CSIS):

- members of the public;

- foreign governments and their agencies;

- human sources;

- technical interception of telecommunications (e.g., wire-taps) and electronic surveillance
of targeted persons or places (e.g., placing ‘bugs’);

- other government national security actors; and

- open sources, including newspapers, periodicals, academic journals, foreign and domestic
broadcast, official documents and other published materials.

The CSIS Act is non-specific in these matters. The use of informants, infiltrants, or other special
investigative means is not specified. Therefore, it is not without doubt whether Canada adheres
to the transparency requirements of principle 1.



9.4.2 Principle 2: A fair balance has to be struck between the demands of the general in-
terest and the interest of the individual.

In balancing privacy and national security interests a first step is to determine whether the right to
privacy is invaded; is there a reasonable expectation of privacy?

Interferences with the reasonable expectation of privacy

The use of invasive technology must be looked at in context and in relation to the nature and
quality made accessible by the technology and to whom, and what information is exposed to the
public (R.z. Tessling).

In the instance of surveillance of a car through a beeper, R. ». Wise considered that a beeper is a
very rudimentary extension of physical surveillance attached to a car, not a person. In addition,
the device was unsophisticated and inaccurate; it provided only a very rough idea of the vehicle’s
location. The device, for example, was unable to track the location of the vehicle at all times. Fi-
nally, the beeper merely helped the police to gather evidence which, to a great extent, was already
obtained by visually observing the car (R. 2. Wise). The Supreme Court ruled a minimum intrusion
of the expectation of privacy.

Depending on the circumstances, the expectation of privacy can be higher or lower although the
infringement seems to be similar at first sight. In some instances, revealing traffic data of tele-
communications can be more intruding than revealing the content of the communications. For
example, the daily conversation with a family member may be considered less infringing than a
nonsense conversation with an assumed stranger who appears to be one’s mistress. Similatly, in-
formation on a visit to a gay party can be infringing for some (those who had not yet come out of
the closet) while others are not bothered by it (those that did come out of the closet a long time
ago). Thus, the expectation of privacy varies by its circumstances, depending on who infringes,
who’s privacy is infringed upon, by what, when, how, how intense, where, and how frequent.

Principled approach: balancing throngh a catalogue

The privacy expectation doctrine implies that the balancing, which must be undertaken to apply
for and to consent to use of privacy interfering means, will vary with the facts presented on each
application. Provided the bewildering array of different techniques available to the police the ap-
proach of a judicial “catalogue” of what is or is not permitted by Section 8 of the Charter has
been found scarcely feasible in R. . Tess/ing. However, the CSIS Act provides a general catalogue.
On a case-by-case basis, the exact means will be decided for and finally approved by a judge.

Balancing through a privacy impact assessment

A privacy impact assessment (PIA) may be helpful in the balancing of privacy and fundamental
rights with the national security interest. The Federal Privacy Act enumerates 10 principles often
referred to as the “Code of Fair Information Practices”: Accountability, Collection, Consent, Use,
Disclosure and Disposition, Accuracy, Safeguarding, Openness, Individual Access, and Challeng-
ing compliance (see also Marx 1998, p. 172). Since 2002, federal agencies are required to address
these 10 principles through a privacy impact assessment for proposals for programs and services
that raise privacy risks. Privacy issues need to be considered throughout (re-)design, implementa-
tion and evolution of federal programs or services (Lemieux 2007).

Creating a data flow table identifying how information flows or may flow through an organisation
may be extremely useful in determining potential privacy risks. Further, questionnaires appended
to the PIA are used to determine any significant privacy issue that need to be considered or ad-
dressed. In each questionnaire the 10 principles are addressed through several questions.



Provided that both CSES and CSIS are federal institutions, their activities are required to con-
form to the Charter, Privacy Act and any other applicable legislation (see Canadian Government
2007, chapter 6). However, the extent to which CSIS uses the PIA to support its applications to
the Federal Court remains unknown. A PIA may be a useful instrument for any operation, in-
cluding CSIS’ operations, potentially interfering with the expectation of privacy.

Use of special means

Canada distinguishes warrant and non-warrant investigative techniques. For the latter the CSIS
has the liberty to decide for its use. Investigations that require use of more intrusive techniques,
such as the interception of telecommunications (including telecommunications data), electronic
surveillance, mail opening, and covert searches are subject to a process of challenge and controls,
including the use of a Federal Court warrant.” That is, if a CSIS official designated by the Minis-
ter believes that a warrant should be sought, he can make an application for a warrant to a federal

judge.

Section 21 of the CSIS Act arranges for the warrant investigative techniques. The purpose of Sec-
tion 21 is to ensure an objective, detached analysis of the facts asserted in the application for a
warrant in order to determine whether the interests of the state should prevail over a person’s
constitutional right to be secure from unreasonable search and seizure (see Federal Court 1997,
see also Hunter at § 32; R. v. Thompson).

In assessing the need for the use of a warrant investigative technique, the judge must satisfy him-
self that the facts establish reasonable grounds for believing that the issuance of a warrant is re-
quired (see Federal Court 1997; section 21(2)a CSIS Act). The assessment of the constitutionality
of a search and seizure [..] must focus on its reasonable' or unreasonable' impact on the subject
of the search or the seizure, and not on its rationality in furthering some valid government objec-
tive (Hunter).

9.4.3 Principle 3: Interference should be proportionate to the legitimate aim pursued.

The power to authorize intrusive investigation techniques rests solely with the Federal Court of
Canada. Before such an authorization can be made, CSIS must provide solid justification for the
proposed use of these techniques in an affidavit, which is reviewed by a CSIS committee chaired
by the Director and comprised of representatives from the Department of Justice and Public
Safety Canada. If the committee endorses the intrusive technique, the affidavit is submitted to the
Minister of Public Safety Canada for approval. If the Minister gives approval, the affidavit is then
submitted to the Federal Court, which must issue a warrant before CSIS can proceed. This judi-
cial control function as specified in section 21 of the CSIS Act cannot be delegated to or per-
formed by CSIS employee (see Federal Court 1997).

Criterion of subsidiary

In the application to the judge for a warrant to use special authorities, CSIS has to show that
other investigative procedures have been tried and have failed or why it appears that they are
unlikely to succeed (art. 21 CSIS Act)™. Further, the application should address that the urgency
of the matter is such that it would be impractical to carry out the investigation using only other
investigative procedures or that without a warrant it is likely that, in this specific context, infor-
mation of importance will not be obtained (see section 21(2) CSIS Act). The application should

% |n 1984, parliament adopted the Canadian Security Intelligence Service Act establishing CSIS. It repealed the provision of the
Official Secrets Act allowing for the Solicitor General to approve wiretaps or other forms of electronic surveillance. This was re-
Elaced by a requirement that any such intrusive investigative technique be approved by a Federal Court judge (Breitkreuz 2007).
* This requirement does not apply (anymore) to law enforcement operations addressing terrorist offences (see Young 2007).



also include reference to any previous application made in relation to a person identified in the
affidavit, including date of that application, the name of the involved judge and his decision (sec-
tion 21(2) h CSIS Act).

Criterion of proportionality
The court authorization process is intended to address the balancing of national security with
other interests of society by setting limits on the amount of information that can be collected, the
duration of interceptions, conditions on collection, restrictions on use, among others.
The warrant shall specify the type of communication authorized to be intercepted, the type of in-
formation, records, documents or things authorized to be obtained, the identity of the person, if
known, whose communication is to be intercepted or who has possession of the information to
be obtained, the persons or classes of persons to whom the warrant is directed, a general descrip-
tion of the place where the warrant may be executed (if possible), the period for which the war-
rant is in force, and terms and conditions as the judge considers advisable in the public interest
(Section 21(4) CSIS Act).
In the warrant, the judge may decide to have specific provisions included to enable the CSIS to
investigate the threat. Examples are the “resort to” clause, and the “basket” clause. A "resort to"
clause permits CSIS to intercept the communications of a target and to use the other powers
granted in the warrant at a place, other than a named place, to which it believes he has resorted or
will resort. The "basket" clause permits the interception of communications of unknown persons
at places specified in the warrant. Warrants including these clauses have been issued (see Federal
court 1997).
A clause judged to be impermissible is the "visitors" clause. This clause would permit the CSIS to
use, at any place, the full range of powers granted in the warrant against the following class of
persons:

(a) a person being of a specific nationality;

(b) who is admitted to Canada as a visitor;

(c) who is identified in Service data banks as a known intelligence officer, and

(d) who is a person whom the Director General of Counter Terrorism (or other per-

son of similar level) has reasonable grounds to believe would engage in espionage
(or other threat related activity) while in Canada.

The judge found that this clause unlawfully delegates the judicial control function of section 21
CSIS Act to a CSIS employee (see Federal Court 1997).

Telecommunication interception by CSES

Not always Federal Court approval is required to use intrusive investigative means. The Anti-
terrorism Act (through the National Defence Act) allows the CSES to intercept private commu-
nications where one part of the communication either begins or ends in Canada as long as it is
directing its activities against "foreign entities" located abroad. Unlike the CSIS, the CSES's ac-
tivities involve Canadians only in those instances where, in targeting a foreign communication, it
intercepts a private communication using technical means (Lamer 2005).

The CSES does not need court authorization nor is there any Charter protection afforded to for-
eign entities located abroad”. With respect to the suggestion that the CSES should be required to
obtain prior judicial authorization rather than prior ministerial authorization before intercepting
private communications, the former CSES Commissioner advised that executive rather than judi-
cial authorization is necessary because warrants from Canadian courts have no jurisdiction out-

* The Special Senate Committee on the Subject Matter of Bill C-36 recommended in November 2001 that judicial authorization
be obtained where appropriate and feasible.



side of Canada (Commission Smith 2007). This justification was accepted by the Commission

Smith.

The Minister of Defence authorizes CSES interceptions based on certain conditions (Smith
Commission 2007):

(a) the interception will be directed at foreign entities located outside Canada;

(b) the information to be obtained could not reasonably be obtained by other means;

(© the expected foreign intelligence value of the information that would be detived from the
interception justifies it; and

(d) satisfactory measures are in place to protect the privacy of Canadians and to ensure that

private communications will only be used or retained if they are essential to international
affairs, defence.

In the instance of CSES and the use of information on foreigners it seems that a different (lower)
standard for privacy safeguards applies than for interferences by CSIS.

Telecommunication interception by Law enforcement

Court cases have developed a certain standard to be applied to telecommunication interception
by law enforcement agencies. In the instance of state security the relevant standard might well be
a different standard. This is not necessarily a lower standard (Hunter).

In the context of law enforcement, the Supreme Court (in Hunter) developed a minimum stan-
dard to be adhered to authorizing searches and seizures (through a search warrant) of section 8:
1. reasonable and probable grounds, established upon oath;
2. to believe that an offence has been committed, and
3. that there is evidence to be found at the place of the search.

Use of video surveillance requires that the judge must be satistied by information provided under
oath and in writing (i.e., a sworn affidavit) that there are reasonable grounds to believe that an of-
fence has been or will be committed, and that information about the offence can be obtained by
conducting video surveillance (Minister of Public Safety Canada 2007). These requirements also
apply to other forms of surveillance, such as electronic surveillance or surveillance through tele-
communications data.
R. v. Duarte (referring to R. v. Collins) added criteria to be considered in examining the totality of
circumstances on personal data processing:

- The kind of evidence to be obtained;

- The extent to which the right of the Charter will be violated (serious or merely of techni-

cal nature);

- The urgency of the circumstances;

- The availability of other investigatory techniques;

- Will the evidence be obtained in any event;

- The seriousness of the offence;

- The extent to which the evidence is essential to substantiate the charge.

If a judge decides to approve an application for a search and seizure warrant, he may impose
terms or conditions on the warrant, including conditions to ensure that the privacy of individuals

is respected as much as possible during the surveillance (Minister of Public Safety Canada 2007).

Available means and required permissions



The categorisation in the CSIS Act of required consent for different activities may imply an order
of privacy infringements. However, with respect to data, no order is a priori to be determined
through the CSIS Act. The CSIS Act does not specify telecommunications data, and does not dis-
tinguish the content of the communication, identification data, traffic data and location data. All
data applications of CSIS to telecommunication operators must adhere to the same rules and
need the approval of the responsible Minister and Federal Court (see table 9.1).

However, the Courts have distinguished between the content of a message, particularly a tele-
phone message, and the data related to the message — the length of the call, the originating num-
ber and the number called, and the location if it is a cell phone, among others. The courts have
concluded the expectation of privacy is greater with respect to the content. As a result, a judge
would typically require that a stronger case be made before issuing an authorization to intercept a
communication.

Type of data (CSIS Act) Examples Decision/ CSIS Act arti-

Requisition by cle

Identifying data Name, address, phone | Federal Court | 21
number, kind of service | judge
used, IMEI-code, type of
services used, identifying
data of subscriber (paying
the bill), bank account
number

Traffic data Historical and future loca- | Federal Court | 21
tion data of cell-phone if | judge
actively been used, date
and time of use

Content of communica- | Content of an email or | Federal Court | 21

tions voice mail judge
Certain stored data (3): | (Historical and future) lo- | Federal Court | 21
other data cation data of cell-phone | judge

in stand-by mode

Data processed after req- | Real-time location data of | Federal —Court | 21
uisition date and directly | cell-phone if actively been | judge
available to national secu- | used
rity and intelligence

Sensitive data (1) Data concerning racial or | Federal Court | 21
ethnic origin, religious or | judge
philosophical  beliefs, or
concerning health or sex

life

Sensitive data (2) Data concerning political | Federal —Court | 21
opinions, trade-union | judge
membership

Table 9-2 Required approval of data according to CSIS Act

For how long can location information of mobile devices be tracked and traced?



A warrant shall not exceed sixty days for enabling CSIS to investigate a threat to the security of
Canada by activities directed toward undermining by covert unlawful acts, or directed toward or
intended ultimately to lead to the destruction or overthrow by violence of, the constitutionally es-
tablished system of government in Canada. For other threats to the security of Canada the wat-
rant cannot exceed one year (section 21(5) CSIS Act). Renewal of a warrant requires again a judge
to balance the state’s interest with the individual’s (section 21(6) CSIS Act).

However, there is no requirement for (telecommunication) service providers to require automatic
data retention of all subscribers or to collect or maintain accurate subscribers information (Young

2007, p.62).

9.4.4 Principle 4: Interference is only allowed if adequate and effective guarantees
against abuse exist

Review of CSIS
The CSIS is reviewed by a Inspector General of the CSIS (IG), and the Security Intelligence Re-
view Committee (SIRC). The IG has three functions (art. 30 CSIS Act):
1. to monitor the compliance by the CSIS with its operational policies;
2. to review the operational activities of the CSIS, and
3. to submit certificates to the responsible Minister stating the extent to which the
1G is satisfied with the yearly CSIS report addressing CSIS operational activities.
In his review the IG addresses exercises of the CSIS that in the opinion of the IG
are unauthorized, or unreasonable or unnecessary.

The IG is entitled to access any CSIS information relating to the performance of the duties and
functions of the CSIS as the IG deems necessary. Only exception is Confidences of Cabinet. In
its certificates of 2004, 2005 and 2000, the 1G has reported positively on the CSIS: CSIS has not
acted beyond the framework of its statutory authority, has not contravened any Ministerial Direc-
tions, and has not exercised its powers unreasonably or unnecessarily. The I1G cannot render le-
gally binding decisions.

The SIRC is the external review committee that reports directly to Canadian parliament (Filmon
2007). It examines past operations of CSIS and investigates complaints. Its powers are limited to
the activities of CSIS. SIRC also reviews CSIS use of Federal Court warrants, including warrant
applications and implementation. Further, it collects warrant statistics (O’Connor 20006, p. 273).
SIRC consists of members from the Queen’s Privy Council for Canada, a Council to aid and ad-
vise in the Government of Canada. Its members consists of members of the present ministry but
also former ministers and other distinguished persons. Members of the review committee may,
however, not be a member of the Senate or the House of Commons (Art. 34 CSIS Act). SIRC is
supported by an executive director and 19 staff members (SIRC 2000). It is fully independent in
what it chooses to examine and how it goes about its work (Filmon 2007).

The SIRC reviews generally the performance by the CSIS of its duties and functions, for example
through reviewing the reports of the Director and certificates of the IG, but also through the
compilation and analyses of statistics on the operational activities of the CSIS (art. 38 CSIS Act).
Further, the SIRC may conduct or direct the CSIS, or the IG to conduct reviews to ensure adher-
ence of the CSIS activities to the CSIS Act, regulations and ministerial directions, and that activi-
ties do not involve any unreasonable or unnecessary exercise by the CSIS of any of its powers
(O’Connor 20006, p. 267). It may further investigate the CSIS to address complaints on the activi-
ties of the CSIS, among others (art. 38 CSIS Act). Also the SIRC may access any information of



the CSIS and the IG (art. 39 CSIS Act). Only exception is Confidences of Cabinet. The SIRC re-
ports every year to the Minister and the Minister provides this report to each House of patlia-
ment (see website SIRC). SIRC cannot render legally binding decisions.

CSIS also remains accountable for its operations through the existing structure of government,
specifically the Minister of Public Safety, central agencies, the Auditor General, the Information
Commissioner, and the Privacy Commissioner of Canada (SIRC 2006; O’Connor 2000, p. 284).
Finally, CSIS provides information to patliament and the public through the Ministet's Annual
Statement on National Security and the CSIS Public Report.

Also CSIS reviews its operations. In 2005, a rejection of a warrant application by the Federal
Court resulted in a moratorium of a year (June 2005- June 2006) imposed by the CSIS Director
(see SIRC 2007, p.54). The moratorium was internal to CSIS and reflected its decision to stop fil-
ing warrant applications with the Federal Court (except in urgent cases), until CSIS has reviewed
and improved its own processes, to prevent a reoccurrence of what triggered the initial morato-
rium (see SIRC 20006, p. 47-49). Thirty-eight so-called 'exceptional' warrants were considered
and/or approved by a Federal Court judge.

Further, a Federal Court judge scrutinizes the legality of the measure and confirms satisfaction of
the legal requirements.

Canada has a judicial control before the measure and a follow-up control mechanism through the
SIRC and the IG. This is important because the judge authorizing the special investigative meas-
ure may never see how it was implemented (Cameron 2007).

Review of CSES

Review of the CSES is much more limited. The Commissioner of the Communications Security
Establishment (CSE) oversees the activities of CSES (website CSEC). The Standing Committee
on Public Safety and National Security (Breitkreuz et al. 2007) recommended (recommendation
44 and 45) to require the Commissioner of the CSES to review the private communication intet-
ception activities carried out under ministerial authorization to ensure they comply with the re-
quirements of the Canadian Charter of Rights and Freedoms and the Privacy Act. It further rec-
ommends (recommendation 45) to require the CSES to only undertake activities consistent with
the Canadian Charter of Rights and Freedoms and the Privacy Act, in addition to the restraints on the
exercise of its mandate already set out in that section (website Ministry of Justice). Government
replied that CSES already considers the legislative requirements for their operations, including the
requirements of the Charter and the Privacy Act, and sees no reason to make this more explicit in
law (Canadian Government 2007).

The CSES commissioner has argued in favour of non binding decisions by review commissions
(Lamer 2005).

The Commission Smith (2007) found the SIRC and the CSES Commissioner generally to be ef-
fective oversight mechanisms. Oversight by the Commission for Public Complaints on the na-
tional security functions of the Royal Canadian Mounted Police (RCMP) are considered insuffi-
cient due to its limited powers (passive oversight only after complaints, limited access to informa-
tion, no involvement in any form of continuing review of the operations of the RCMP or the
adequacy of its practices).

Ubiquitous oversight of the security system

The oversight of the Canadian national security system is organised by organisation. SIRC does
not have jurisdiction over the entire secret national security scene (Cameron 2007). Oversight on
and review of data sharing and distribution across different organisations involved in secret na-
tional security operations may be lacking or insufficient.



At the end of 2005, the proposed National Security Committee of parliamentarians Act (Bill C-
81) introduced such ubiquitous patliamentarian review on the national security community. The
Bill proceeded no further due to dissolution of parliament. It would have included members from
parliament (both Senate and House of Commons) including the opposition. The mandate pro-
vided to the proposed committee appeared to be broad enough to allow it to engage in on-going
compliance audits of the departments and agencies making up the security and intelligence com-
munity in Canada (Breitkreuz et al. 2007, p. 84-85). The Standing Committee on Public Safety
and National Security recommended to introduce such a ubiquitous patliamentary oversight as
soon as possible (Breitkreuz et al. 2007; see also Commission Smith 2007).

The Government response warns for the danger of overlapping reviews and duplication of ef-
forts, and broad and unfocused proceedings if ATA would be the basis for the parliamentary
oversight. It stresses the importance of the thematic nature of the subject matter and the issues
that arise from time to time. It is considering options for an enhanced role for parliamentarians
as a key part of an improved national security review framework (Canadian Government 2007,
chapter 10).

Complaints

Complaints on CSIS should first be submitted to the Director of the CSIS. If the response of the
Director is not received in time or is dissatisfactory to the complainant, the complaint may be
made to the SIRC. Anyone can file a complaint to the SIRC concerning any act or thing done by
the CSIS (art. 41 CSIS Act). If the SIRC judges the complaint as appropriate (e.g., not trivial or
made in bad faith), it will investigate the complaint (art. 41 CSIS Act). In its investigation the
CSIS, and the complainant will be provided the opportunity to make representations to the SIRC.
The SIRC may ask the Canadian Human Rights Commission for advise on the complaint (art. 49
CSIS Act).

Concerning the complaint issue, the Standing Committee on Public Safety and National Security
(Breitkreuz et al. 2007, p. 78) identified possible improvements in the private pre-hearing confer-
ences of a complaint, which private nature of CSIS witnesses currently put the complainant at a
disadvantage.

SIRC has received in 2005 46 complaints, 2006 63 complaints, and in 2007 61 complaints (SIRC
2007). It has issued 125 written complaint reports over the past 20 years (SIRC 2006). The SIRC
reports its findings with recommendations to the Minister.

9.4.5 Principle 5: guaranteed accuracy of the data for the purposes of use.

The CSIS Act does not specify specific requirements concerning the guaranteed accuracy for the
purposes of use of the data. This requirement may be taken into account by the judicial control
(see section 21 CSIS Act).

Article 6(2) of the Federal Privacy Act rules that “A government institution shall take all reason-
able steps to ensure that personal information that is used for an administrative purpose by the
institution is as accurate, up-to-date and complete as possible.”

9.4.6 Principle 6: individual participation in the process whenever possible.

Except for complaints on activities of CSIS, individuals are withheld from participation in the
process. Individuals will not be informed of their communications being intercepted, even if this
would not harm any CSIS operations. The Federal Privacy Act addresses this issue in article 22
(1) a. Government may refuse to disclose any personal data if these were collected for investiga-
tions pertaining to activities suspected of constituting threats to the security of Canada within the



meaning of the CSIS Act, among others. This information can be withhold as long as the infor-
mation came into existence less than twenty years prior to the request.

Only in the instance of security clearance, the CSIS Act requests to inform the individual of the
denial of the security clearance (art. 42 CSIS Act).

Canada generally adheres to the principles developed. Although it may be questioned whether
Canada fulfils the transparency requirement for the available means to address national security
threats, the balancing process can be summarised as adequate.

9.5 Developments Canada

Also in Canada developments have stressed the balance between privacy and security interests of
society towards the latter. For law enforcement, the ATA has eliminated the need to demonstrate
that electronic surveillance is a last resort in the investigation of terrorist offences, which is an ex-
ception to the general rule applicable in other circumstances. It further extends the period of va-
lidity of a wiretap authorization from sixty days to up to one year when police are investigating a
terrorist offence; and permits a delay of up to three years in notifying a target after surveillance
has taken place, as opposed to the 90 day period that is applicable for other criminal offences (see
Young 2007).

Despite these developments, other developments were not approved, such as the MITA and the
extension of the sunset clauses in the ATA.

9.6 Summary on Canada

Privacy in Canada

Canada is generally considered to have a high level of privacy safeguards. Its understanding of
privacy is captured by the reasonable expectation of privacy doctrine. The doctrine is based on
what privacy people reasonably can expect in a free and democratic society. The degree of pro-
tection depends on the reasonable protection of privacy of the individual in the circumstances.
Generally, the interception of telecommunications, including location data, is considered to inter-
fere with the reasonable expectation of privacy.

Federal agencies are required to address privacy through a privacy impact assessment for propos-
als for programs and services that raise privacy risks. Privacy issues need to be considered
throughout (re-)design, implementation and evolution of federal programs or services.

Interferences with the reasonable expectation of privacy

Federal Court warrants are required for intrusive investigative means such as telecommunication
data requests. Before applying for a warrant, Canada Security and Intelligence Service (CSIS) bal-
ances the national security interest with other interests, including the privacy interest of individu-
als. The Security and Intelligence Review Committee (SIRC) may review the execution of the
warrant by CSIS, and rule on complaints of activities of CSIS.

Facts on the use of special means, such as the number of warrants approved and denied by a
Federal Court judge are published by the SIRC. In addition, as a legal obligation, the number of
interceptions by law enforcement are published. This contributes to the transparency of the use
and effectiveness of government operations. There is at least some indication of the size and fre-
quency of the use of special means. Significant increases or diminished use of special means may



readily be accessed and used by members of patliament. Uncertainty on the number of special
means, gives raise to speculation and possibly unfair frichtening prospective.

Number of interferences relatively low

Interferences with the reasonable expectation of (Location) privacy is also limited due to several
other aspects. Telecommunication service providers are not by law required to provide intercep-
tion capability. Further, there is no requirement for (telecommunication) service providers to re-
quire automatic data retention of all subscribers or to collect or maintain accurate subsctibers in-
formation. Moreover, strict general requirements on data retention for telecommunication opera-
tors (e.g., with respect to type of data, length of time to store) is non-existent.

These aspects guarantee that the use of the cell-phone data is primarily for the purposes for
which it is collected. In this respect, national security and law enforcement are not the core focus
of data retention in telecommunication. The length of time telecommunication data will be
stored, depends on the purpose of the processing, to enable the communications and to bill the
user. As soon as the communication has ended and the bill has been paid, the data will typically
be removed. The data retention varies among providers, but is typically far less than the Euro-
pean requirement of a minimum of six months. This may explain why Canada has, according to
the published public figures, compared to the other cases in this report, a small number of tele-
communication taps and/or warrants both in absolute and relative terms.

Also the non-specific telecommunication data clause in Section 21 of the CSIS Act serves the
privacy of Canadians relatively well. CSIS can only obtain any telecommunication data through a
Federal Court order; in the CSIS Act, no difference is made between identification data, traffic
data, location data, the timeliness of the data (real-time v. historical data), and the use of the cell-
phone (either active or non-active (standby)). Also sensitive data such as data on one’s religion or
race is not specifically addressed in Canadian privacy law and related legislation. The Courts are
expected to balance each application respecting the ‘totality of the circumstances’. The totality
may vary per case, and the introduction of a catalogue of (presumably) standard applications that
automatically would obtain approval from the Court, was considered scarcely feasible by the Fed-
eral Court.

Finally, although adherence to the transparency requirements of principle 1 may be doubted,
some support may be found for the suggestion that the greater the transparency of which means
can be used for certain categories of crime, the more they will be used. Or in the instance of Can-
ada, the lack of transparency may have resulted in a relatively low number of wiretaps. This may
also be explained by the use of other more appropriate means, the lack of legislation requiring a
interception capability on the telecommunications networks, or because of the balance between
national security or law enforcement with privacy was favouring the latter.

Role of location technology

The role of location technology and information compared to other techniques remains unre-
solved. The use of these means are not transparently provided in the law or otherwise specified
other than any means. Nor did this research find documents of parliament discussing or specify-
ing the means available to CSIS for specific circumstances or cases.

No ubiquitous oversight for security sector

Canada has several organisation that have a security task. Each of these organisations have some
kind of review mechanism in place. However, As Cameron (2007) explained these organisation
specific safeguards with respect to review may imply gaps or ovetlap in reviews of both domestic
and international cross organisational data and intelligence use/ exchange. It is recommended to
review the current situation and to identify gaps or overlaps. Ultimately, a new review body may
be necessary to provide a safeguard that meets the Canadian privacy standard.
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10 Germany: balancing privacy and national security

This chapter focuses on the way privacy and national security interests are balanced
with respect to the use of location information of mobile devices for national secu-
rity purposes. First, it addresses how privacy as a general concept is considered in
Germany. In the second section, German national security is addressed and some
practical information on surveillance provided. In section 3, the balancing of national
security needs with privacy is assessed through the balancing principles developed in
chapter 3. Finally, conclusions are presented in section 4.

In 2007, Germany has approximately 82 million people spread over an area of
357,021 sq km (worldfactbook 2008). Germany is a member of United Nations,
OECD, the Council of Europe, and the European Union.

10.1 Privacy in Germany

Privacy International & EPIC has qualified Germany’s privacy law as one of the
strictest in Europe (Rotenberg et al. 2006). Germany was assessed to have significant
ptrivacy protections and safeguards for almost every researched aspect (including
constitutional protection, statutory protection, privacy enforcement, communications
interception, data sharing, visual surveillance, and communication’s data retention).
In 2007s Privacy international and EPIC’s survey, Germany’s privacy qualification
dropped significantly to a “some safeguards but weakened protections” partly due to
the implementation of the Data Retention Directive. Protections towards surveil-
lance of medical, financial and movement were still assessed to be significant (Privacy
International et al. 2007).

10.1.1 Right to privacy

There is no general right to privacy in the German Basic Law (Grundgeserg). Instead, it
is linked to the concept of human dignity and personality. The legal basis for the
principle right to privacy is in the German Basic Law articles 1 (dignity) and 2 (per-
sonality). Human dignity is absolute (wnantastbar). It must be respected and pro-
tected.” Article 2 of the Basic Law guarantees that “[e]very person has the right to
free development of his personality, insofar as he does not injure the rights of oth-

3 German Basic Law (Grundgeserz) reads:

Art1

(1) Die Wiirde des Menschen ist unantastbar. Sie zu achten und zu schiitzen ist Verpflichtung aller staatlichen Ge-
walt.

(2) Das Deutsche Volk bekennt sich darum zu unverletzlichen und unverduBerlichen Menschenrechten als Grundla-
ge jeder menschlichen Gemeinschaft, des Friedens und der Gerechtigkeit in der Welt.

(3) Die nachfolgenden Grundrechte binden Gesetzgebung, vollziehende Gewalt und Rechtsprechung als unmittel-

bar geltendes Recht.

Art 2

(1) Jeder hat das Recht auf die freie Entfaltung seiner Persénlichkeit, soweit er nicht die Rechte anderer verletzt und
nicht gegen die verfassungsmafige Ordnung oder das Sittengesetz verstoBt.

(2) Jeder hat das Recht auf Leben und kérperliche Unversehrtheit. Die Freiheit der Person ist unverletzlich. In diese

Rechte darf nur auf Grund cines Gesetzes eingegriffen werden.

OTB Research Institute for Housing, Urban and Mobility Studies



ers” (translation by Whitman 2004). It protects the right to act as one pleases and en-
sures that one can freely develop his personality without having to consider the ex-
pectations of society (Jacoby 2006, p.22; Whitman 2004). Thus, the protection of
ptivacy in the German tradition can be regarded as an aspect of the protection of
one’s ‘personality’. Whitman (2004) argues that this implies the ability to exercise free
will, and the defining characteristic of creatures with free will was that they were un-
predictably individual. Each individual should be able to fully realize his potential as
an individual: to give full expression to his peculiar capacities and powers.

In the Census Act Case (Volksziblung 1983) the Federal Constitutional Court stated
that under Articles 1 and 2 of the Grundgesety an individual has “the authority to de-
cide for himself, on the basis of the idea of self-determination, when and within what
limits facts about his personal life shall be disclosed” (Jacoby 2005, p.1090). The
Court noted that if a person is unable to oversee what of his personal information is
available in specific contexts, it could impact his decisional freedom (Jacoby 2000,
p.33). Technological developments provided, the Court was concerned about the
possibility that government officials could use automatic data processing to construct
a ‘complete personality profile’ (Jacoby 2005, p.1090). In 2005, in addressing the
permissibility of GPS surveillance, the Court reaffirms that the degree of privacy pro-
tection depends on the nature of the information, which the technology discloses.
When the GPS data are combined with other surveillance techniques in ways that
yield too comprehensively the construction of a personality profile (wmfassenden Per-
sonlichkeitsprofils), the use of a tracking device may violate a suspects’ constitutional
right to ‘Informational self-determination’ (Ross 2005, p.1810).

Although the Court determined that the use of GPS as a surveillance tool did not
violate Articles 1 and 2 of the Basic Law, the Court also made clear that other emerg-
ing surveillance technologies could be constitutionally impermissible (Jacoby 2005,
p.1092). The Court also stated that the right to informational self-determination was
not unlimited and that certain restrictions on an individual’s right to informational
self-determination for reasons of compelling public interest would be acceptable
(Jacoby 2005, p.1091).

10.1.2 Specific aspects of privacy in legislation

Article 10 and 13 of the Basic Law address specific rights to privacy. Article 10 con-
cerns the privacy of post and telecommunications and article 13 the privacy of the
home.

Article 13: inviolability of the home

Under German law, the right to privacy must especially be respected in homes. In the
Lanschangriff Case (2004), the Court ruled that acoustic surveillance of the home by
the state was constitutionally prohibited. The home was considered the most private
place where all citizens were entitled to a sphere of intimacy in which to conduct pri-
vate conversations without fear of government intrusion: the ‘last refuge’ for the de-
velopment of one’s personality and preservation of one’s dignity. One may choose to
forego writing letters or making telephone calls to preserve their privacy, but the
right to retreat into one’s home is absolute (Jacoby 2005, p.1090). Therefore, people
enjoy less protection for privacy in public areas than in their home or workplace.
Filming a suspect in public is permissible, while filming him in his home is not. But
appearing in public only diminishes privacy protections; it does not cancel them alto-
gether. Surveillance can only be conducted with judicial authorization even if the sur-
veillance is completely in public areas (Ross 2005, p.1810).



Article 10: inviolability of post and telecommunications
Article 10 of the Grundgesetz (Basic Law) protects the post and telecommunication
from government intrusions, among others. It reads (translation ECtHR in Weber):

1. Secrecy of mail, post and telecommunications shall be inviolable.
Restrictions may be ordered only pursuant to a statute. Where such
restrictions are intended to protect the free democratic constitutional
order or the existence or security of the Federation or of a Land, the
statute may provide that the person concerned shall not be notified
of the restriction and that review by the courts shall be replaced by a
system of scrutiny by agencies and auxiliary agencies appointed by the
people’s elected representatives.

The inviolability of telecommunications privacy secks to avoid that the exchange of
opinions and information by means of telecommunications equipment ceases
altogether or is modified in its form and content. This is because communication
partners do not expect government to interfere with their communication, or to take
note of the circumstances or the content of their communication (Federal
Constitutional Court 1999 at 162).

The protection of fundamental rights (i.c. telecommunications) is not only restricted
to shielding the content of the communication. The Federal Constitutional Court has
ruled that the protection of fundamental rights also covers the circumstances of
communication, particularly including: (1) information about whether, when and how
often telecommunications traffic has taken place or has been attempted; (2)
information about the individuals between whom telecommunications traffic has
taken place or has been attempted; and (3) information about which subscriber lines
have been used. The state cannot claim to be allowed to take note of the
circumstances of acts of communication. The use of the medium of communication
is supposed to remain confidential in all respects (Federal Constitutional Court 1999
at 161).

Article 10.2 of the Basic Law permits restrictions of telecommunications privacy. The
Federal Constitutional Court (1999 at 219) ruled that because individuals are
integrated in the community and depend on the community, they must tolerate
restrictions of their fundamental rights if they are justified by prevailing public
interests. Such restrictions require a legal regulation that serves a legitimate aim in the
public interest and respects the principle of proportionality (Federal Constitutional
Court 1999 at 164).

Thus, privacy in Germany can be considered as the right to self-determination, a lim-
ited access to self including limited access to one’s personal data. In addition, tele-
communications, both the content and the circumstances (e.g., traffic and location
data), are protected by the German constitution. Restrictions of privacy are permitted
if these are justified by prevailing public interests.

10.2 Protecting National security in Germany

For several decades, Germany has experienced threats to its national security (e.g.,
Rote Armee Fraktion RAF), PKK). At the federal level there are three security and in-
telligence agencies operating: the Bundesamt fiir 1 erfassungsschutz (BfV, "Federal Office
for the Protection of the Constitution"), the Bundesnachrichtendienst (Federal Intelli-
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gence Service, BND) and the Militarischer Abschirmdienst (military security and intelli-
gence service, MAD). Here, we focus on the BfV. Where applicable reference is
made to the BND.

The Bundesamt fiir Verfassungsschutz

The BfV is Germany's domestic intelligence agency. Its main function is the surveil-
lance of anti-constitutional activities in Germany. Its’ 16 counterparts at the Land
level are the Landesimter fir Verfassungsschutz (LfVs; State Offices for the Protec-
tion of the Constitution).

BfV and the LfVs are tasked with the collection and analysis of information, espe-
cially of such information, intelligence and documents relating to individuals or sub-
ject-matters, concerning

1. efforts directed against the free democratic basic order, the existence or the
security of the Federation or one of its States or aimed at unlawfully ham-
pering constitutional bodies of the Federation or one of its States or their
members in the performance of their duties;

2. activities threatening security or intelligence activities carried out on behalf
of a foreign power within the area where this Act applies;

3. efforts within the area where this Act applies, which jeopardise foreign
concerns of the Federal Republic of Germany by the use of violence or
preparation thereof;

4. efforts within the area where this Act applies, directed against the idea of
international understanding (Art. 9 §2 of the Basic Law refers), especially
against the peaceful coexistence of peoples (Art. 26 {1 of the Basic Law re-
fers).

(§ 3(1) BVerfSchG; website BfV).

Focus of the BfV is currently on (website BfV):
- (German) right-wing extremism/- terrorism;
- (German) lef-wing extremism/ - terrorism;
- extremism of foreigners;
- Islamism (extremism/ terrorism);
- Espionage, security and countersabotage;
- Scientology.

The federal law pertaining to the BfV is the "Act Regulating the Cooperation be-
tween the Federation and the Federal States in matters relating to the Protection of
the Constitution and the Federal Office for the Protection of the Constitution” -
Bundesverfassungsschutzgesety (BverfSchG). BfV employs approximately 2400 people
(O’Connor 2006, p.339).

Every state also has its own Office for the Protection of the Constitution, with a
structure comparable to that of the BfV. Each office has regional jurisdiction and is
subject to state regulation. The BfV does not have direct control over the activities of
the state offices, but is required to co-operate with them. When a surveillance target’s
activities extend beyond the territory of a single state, the BfV will take over respon-
sibility for the investigation. Intelligence gathered by the states is stored centrally by
the BfV (O’Connor 20006, p. 339).

Bundesnachrichtendienst
The Bundesnachrichtendienst (BND) is the foreign intelligence agency of the German
government, under the control of the Chancellot's Office.



The BND acts as an eatly warning system to alert the German government to threats
to German interests from overseas. It depends heavily on wiretapping and electronic
surveillance of international communications. It collects and evaluates information
on a variety of areas such as international terrorism, WMD proliferation and illegal
transfer of technology, organized crime, weapons and drug trafficking, money laun-
dering, illegal migration and information warfare. BND may not target the individual
communications of German citizens. BND has approximately 6000 staff members
(O’Connor 20006, p.340).

The MAD focuses on anti-constitutional activities within the German armed forces
and on activities against the German armed forces such as espionage. The MAD em-
ploys approximately 1300 people (O’Connor 2006, p. 340).

G 10 Commission

The independent G 10 Commission decides on the necessity and admissibility of
restrictions on the privacy of correspondence, posts and telecommunications
pursuant to Article 10 of the Basic Law as well as on specific data categories as
specified in § 8 of the BVerfSchG.

The G 10 Commission consists of a president who is qualified to hold judicial office
and three additional members who are appointed by the parliamentary Supervisory
Board for the duration of one legislative term and who are independent in the exer-
cise of their functions (§ 15(1) G 10 Act).

10.3 Practice of surveillance

Albrecht et al. (2003, p.6) have assessed that Germany has approximately 15 wiretaps
on telecommunication per 100,000 citizens. This was a moderate petcentage com-
pared to other countries. The number of wiretaps has increased significantly from
3,828 wiretaps in 1997 to 18,110 taps in 2001 (Albrecht et al. 2003, p.9). However,
Albrecht et al. (2003, p. 8) notice that the relative percentage on wiretapped cell-
phones decreased from 0.5 cell-phones per 1,000 cell phones to 0.3 cell-phones per
1,000. Thus, the number of cell-phones is growing faster than the number of wire-
taps. The number of taps on cell-phones has increased from 6,391 in 1998, to 29,017
in 2004 and 35,816 in 2006 (Bundesnetzagentur 2007, p. 119; Heise online, 2005 &
2007). Since 2002, the absolute increase was approximately 5,000 taps per year. In
2000, the increase in the number of new taps has dropped to a thousand taps. This
suggests that a new ‘balance’ has been found. The number of taps on permanent
phones has remained relatively constant around 5,000 taps.

The number of taps on cell-phones may be explained by the growing number of cell-
phone users and the number of cell-phones one may have (e.g., one for work, one
for private use for each member of the family).

Albrecht et al. (2003) assessed that almost in 75% of the convictions at least one
wiretap was used. However, the data from the wiretap was only of limited signifi-
cance for the evidence of the case (Albrecht et al. 2003, p.28). Zoller (2004) noticed
that 66.5% of the convicted persons concerned minor crimes (less than five years of
detention).
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10.4 Balancing national security needs with privacy

In chapter 3, we developed six principles to which personal data processing should
adhere to. These principles are:

Principle 1: interference for national security purposes must have some basis in do-
mestic law, law must be accessible to all, and the means of interference should be
foreseeable for citizens.

Principle 2: a fair balance has to be struck between the demands of the general inter-
est and the interest of the individual.

Principle 3: interference should be proportionate to the legitimate aim pursued.

Principle 4: interference is only allowed if adequate and effective guarantees against
abuse exist.

Principle 5: guaranteed accuracy of the data for the purposes of use.
Principle 6: individual participation in the process whenever possible.

In this section, we will provide for each principle an assessment of the extent to
which Germany adheres to these principles.

10.4.1 Principle 1: Interference for national security purposes must have some
basis in domestic law, law must be accessible to all, and the means of
interference should be foreseeable for citizens.

A wide variety of German legislation applies to the surveillance and privacy aspects.
Particularly the following legislation is relevant:

o Basic Law of Germany (Grundgesetz, fiir die Bundesrepublik Dentschland)

e  G-10 Act (Act on Restrictions on the Secrecy of Mail, Post and Telecommu-
nications) (Gesetg zur Beschrankung des Brief-, Post- und Fernmeldegebeimnisses (Ar-
tikel 10-Gesetz - G 10)

e Act Regulating the Cooperation between the Federation and the Federal
States in Matters Relating to the Protection of the Constitution and on the
Federal Office for the Protection of the Constitution (Geserz iiber die Zusam-
menarbeit des Bundes und der Lander in Angelegenbeiten des 1 erfassungsschutzes und
diber das Bundesamt fiir Verfassungsschutz (Bundesverfassungsschutzgesetz -
BVerfSchG))

e BND-Act, Act on the Federal Intelligence Setrvice (Geserz iiber den
Bundesnachrichtendienst (BND-Gesety; - BNDG))

e Telecommunication act — (Lelekommunikationsgesetz (IKG))

e Ordinance concerning the Technical and Organisational Implementation of
Measures for the Interception of Telecommunications (Telecommunications
Interception Ordinance - TKUV)- (Verordnung iiber die technische und organisa-
torische Umsetzung von Mafnabmen zur Uberwachung der Telekommunikation (Tele-
kommunikationsUberwachungsverordnung- TKUT)).



e Telecommunications Customer Protection Otrdinance (Telekommunikation-
skundenschutzverordnung (IK1))

e Counter-Terrorism Act II replacing the Counter-Terrorism Act — (Gesetz zur
Erginzung des Tervorismusbekdampfungsgesetzes (IBEG) vom 5. Januar 2007; Ter-
rorismusbekimpfungserginzungsgesetz (TBEG); (). (BGBI 1 seite 2))

e Data protection act — (Bundesdatenschutzgesetz (BDSG))

e Actimplementing EU Data retention directive 2006/24/EC — (Gesetz, zur
Neuregelung der Telekommunikations nberwachung und anderer verdeckter Er-
mittlingsmafnahmen sowie zur Umsetzung der Richtlinie 2006/ 24/ EG)

The legislative framework provides indications when one may expect an interference
with the right to privacy. The instances for individual monitoring and strategic moni-
toring are discussed below.

Individual monitoring

BfV is tasked with individual monitoring, the interception of telecommunications of
specific persons. It serves to avert or investigate certain grave offences which the
persons monitored are suspected of planning or having committed (Weber).

Personal data (personenbegogene Daten) obtained through the interception of telecom-
munications can only be processed if the person concerned is either subject to indi-
vidual monitoring because of mere factual indications (fatsdachliche Anbaltspunkte) for
planning, committing, or having committed one of the offences listed in the G-10-
Act and in certain other provisions, such as the Criminal Code. These offences in-
clude high treason against the peace or security of the State, crimes threatening the
democratic order, the external security of the State or the security of the allied forces
based in Germany, the formation of terrorist associations, murder, manslaughter,
robbery, infiltration of foreigners and the production, importation and trafficking of
illegal drugs, participation in organisations that aim to commit criminal facts directed
at the democratic order, or the security of the state or one of its Lander (G-10 Act §
3(1); Weber). For high treason against the peace or security of the State (as specified
in BVerfSchG §3(1).1, the special data authority can only be used if inciting hate or
arbitrary rule against parts of the society is involved, or if it involves the use or
preparation of violence including the support of organisations that support such ef-
forts (BVerfSchG § 8a(2)).

Strategic monitoring of international telecommunication

BND is tasked with strategic monitoring. This aims at collecting information by in-
tercepting telecommunications in order to identify and avert serious dangers facing
Germany. § 5(1) of the G-10-Act provides that restrictions on the secrecy of tele-
communications are permitted only to collect information about which knowledge is
necessary for the timely identification and avoidance of certain dangers. These are:

1. an armed attack on the Federal Republic of Germany;

2. the commission of international terrorist attacks in the Federal Republic of
Germany;

3. international arms trafficking within the meaning of the Control of Weapons
of War Act and prohibited external trade in goods, data-processing pro-
grammes and technologies in cases of considerable importance;

4. the illegal importation of drugs in substantial quantities into the territory of
the Federal Republic of Germany;

5. threatening the monetary stability in the Eurozone through counterfeiting of
money (Geldfilschung) committed abroad,;
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6. the laundering of money in international context in instances of significant
importance.

Transparency in what data can be claimed

Restrictions in the secrecy of mail, post and telecommunications are specified in the
BverfSchG and the G-10 Act, among others. The G-10 Act specifies that to protect
the ‘national security’ telecommunications may be strategically or on an individual
basis be monitored (§ 3(1)).

Monitoring by the Bundesverfassungsamt (Bfl/)
The BVerfSchG (§ 8(1)) rules that the BfV may claim personal data and use these in
so far this does not conflict with the applicable provisions in the Federal Data Pro-

tection Act (Bundesdatenschutzgesers) or other special arrangements provided for in the
BVerfSchG.

Since 2002”7, the BVerfSchG (§ 8a(2, nos 1-5)) arranges for special intelligences re-
quests by BfV. Five categories of special data can be requested:

1) data from airline companies (data on names, addresses and the use of trans-
portt services and other circumstances of air services);

2) data from credit institutions, financial service institutes and financial institu-
tions (data on accounts, account holders and other entitled parties as well as
other individuals involved in payment transactions and on monetary transac-
tions and investments);

3) data from individuals and companies providing postal services on a commer-
cial basis (data on names, addresses, post office boxes and other circum-
stances of postal services);

4) traffic data from companies providing telecommunications services and

5) traffic data from commercial teleservices.

With respect to traffic data, the law refers to the Telecommunication law (§ 96 § 1 —
4) and other data that are required for the set-up and maintaining of the necessary
traffic data. The teleservice providers are required to provide data that identify the
user of a service, data concerning the beginning, ending, and volume of the service
being used, and data concerning the used service (for example, type). Data on tele-
communications connections and the use of teleservices comprise:

1) identification codes, card codes, location codes and call numbers or code
numbers of the terminal connections calling or being called or of the terminal
equipment;

2) commencement and termination of the connection with date and time;

3) information on the kind of telecommunications and teleservices the client is
making use of;

4) terminals of dedicated connections, their commencement and termination
with date and time.

(English translation of BverfSchG d.d. 21 June 2005).

According to §96 Telecommunication act, traffic data include location data of the
BTS that was used (information on the "Funkzelle" from which a call was initiated as
well as information on the "Funkzelle" in which the call was received). Telecommu-
nication providers assign in case of mobile devices information to each call which
identifies the locality in which the call was initiated. In addition, information on the

% Counter-Terrorism Act replaced in 2007 by the Counter-Terrorism Act Il.



location of the mobile device is generated as long as the device is operational. This
type of location data is not more detailled as it refers also to "Funkzellen" (but is in-
dependent from actual communication). Passive (standby) location data of a cell-
phone may be used to develop and maintain the necessary traffic data. However, the
data retention law that went into force November 2007 does not require retention of
such location data.

For cell-phones in the standby mode, only the real-time location data can be re-
quested from the telecom providers (based on § 8a(2) No. 4 BVerfSchG). This may
also be through silent SMSs (Bundestag 2005, 15/4725 at 55). Government uses real-
time information to use the IMSI catcher to determine the location of the cell-phone
more accurately. Location data (up to 6 months) can only be requested if the cell-
phone was actively been used.

Sensitive data

The German data protection act (BDSG § 3(9)) has defined sensitive personal data
(besondere Arten personenbezogener Daten) as data concerning racial or ethnic origin, reli-
gious or philosophical beliefs, political opinions, trade-union membership or con-
cerning health or sex life. The use of these data is restricted (BDSG § 13(2)), but this
restriction does not apply to the BfV for purposes of national security (see
BVerfSchG § 27). The BfV can claim sensitive personal data through § 8 (1)
BVerfSchG (Befugnisnorm zur Erhebung, Verarbeitung und Nutzung von pet-
sonenbezogenen Daten).

Monitoring by the BND

The BND is allowed to accomplish individual or strategic monitoring of telecommu-
nications. It is only authorised to carry out international monitoring measures with
the aid of catchwords (Suchbegriffé)® which served, and were suitable for, the investi-
gation of the dangers described in the monitoring order (G-10 Act § 5(2)). That pro-
vision prohibits the catchwords from containing distinguishing features (Identi-
[fizierungsmerkmale) allowing the interception of specific telecommunications. How-
ever, this rule does not apply to telephone connections situated abroad if it can be
ruled out that connections concerning Germans or German companies are deliber-
ately being monitored. The catchwords have to be listed in the monitoring order
(BVL building on Weber 32). For the identification of threats in the field of weapons
proliferation, approximately 2,000 search concepts had been employed, in the field of
conventional arms trade almost 1,000, in the field of terrorism about 500 and in the
field of drug trade about 400. Due to the poor results in the fields of terrorism and
the drug trade, these restriction orders were not renewed in 1998 (Federal Court

1999 § 87).

Transparency of the means available to intelligence agency

The security and intelligence service (BfV) may use methods, materials and instru-
ments such as trusted persons and informants, surveillance, image and sound re-
cordings, cover documents and cover licence plates for the clandestine collection of
information which are to be specified in a service regulation at the same time regulat-
ing the responsibility for ordering such collection of information (BVerfSchG § 8(2)).

To track ot localize a cell-phone, law enforcement can use data from an active/
communicating cell-phone, silent SMSs, and an IMSI-catcher to determine the loca-
tion of a cell-phone. Also the Bundesamt fir Verfassungsschutz (BfV) and the

® For example, through scanning the communication for these catch words
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Bundesnachrichtendienst (BND) can use these means (Bundestag 2005, p.23).
Standby data cannot be ordered so that the creation of a behaviour pattern (Bewegung-
sprofile) is impossible (Bundestag 2005, p.22).

The Bundeskriminalamt (BKA — Federal Bureau of Criminal Investigation) claimed
only to use GPS in six to ten investigations annually, and reports suggest that police
have begun to favor the tracing of cell phones (e.g., silent text messages) as a means
to track the physical movements of criminal suspects (Jacoby 2005, p.1092).

The law is accessible to citizens. The tasks of security and intelligence agencies are
specified by law and it is foreseeable when an interference with the right to privacy
may be expected. The means available to security and intelligence agencies are trans-
parent as are the data that may be claimed and used to protect the national security.
Principle 1 is being adhered to.

10.4.2 Principle 2: A fair balance has to be struck between the demands of the
general interest and the interest of the individual.

In balancing interests of society and the interests of individuals, the important
questions with respect to the fundamental rights of the individual are (Federal
Constitutional Court 1999):
1. under what circumstances are how many and which holders of fundamental
rights subject to impairments; and
2. what is the degree of intensity of these impairments? The standards for
determining this include:
a. which thresholds for intervention have been created;
b. the number of persons affected; and
c. the intensity of the impairments. The intensity of the impairment, in
turn, depends on:
(1) whether the communication partners' identities remain
anonymous;
(2) which calls and
(3) which contents can be screened, and
(4) what disadvantages threaten, or are justly feared by, the holders of
fundamental rights on account of the monitoring measures.

On the other hand are the considerations of public interests. The decisive factors in
this context are:
1. how great are the dangers that are to be recognised with the help of
telecommunications monitoring; and
2. how probable is their occurrence.

10.4.3 Principle 3: Interference should be proportionate to the legitimate aim
pursued.

Criterion of subsidiary

From among several appropriate measures, the BfV shall select the one prospec-
tively least restrictive for the data subject (§9 BVerfSchG). Data from publicly acces-
sible sources (like newspapers, flyers, programs, appeals, public events (see website
BfV) or government soutces (e.g., police) are considered less infringing than other
means of data collection (§ 9(1) and § 18(3) BVerfSchG).



Concerning location data of terminal devices, if an interest of the BfV can be satis-
fied through identifying information, there is no need to claim traffic data or location
data. Similarly, if traffic data can satisfy the requirements, there is no need to process
the location data. If historical location data can satisfy the needs then real-time loca-
tion data should not be requested.

Monitoring of individuals through (telecommunications) is permissible only if less
intrusive means of investigation have no prospect of success (aussichtslos) or are sig-
nificantly more difficult (wegentlich erschwerd) (§ 3(2) G 10 Act). It may be regarded as
the ‘last resort’ in investigating a catalogued crime or in locating the suspect. A ‘last
resort’ situation may be assumed only if other investigative methods would be unsuc-
cessful (Albrecht 2006, p. 16). In the GPS case the Court reasoned that electronic
tracking is considerably less intrusive than electronic listening, and facilitating the use
of the former might obviate the need for the latter (Federal Constitutional Court 12
April 2005; Ross 2005 p. 1807).

Criterion of proportionality

For the use of a (special) means by BfV, a proportionality requirement applies (a
Verhdlmismafigkeitsgrundsarg). This implies that an infringement of a protected inter-
ests of a subject (e.g., right to privacy) is only allowed if this is inevitable (§ 8(1) 3"
sentence BVerfSchG). Further, the law rules that a measure shall not cause a preju-
dice being recognisably disproportionate to the intended result (§ 8(5) BVerfSchG))).
The BfV has to specify the type of data it requests as well as the time petiod for
which such data are requested and the grounds that justify access to such data. As ac-
cess to such data is only justified under certain conditions laid out in the law on the
BVerfSchG, such specification is necessary as part of a proportionality test. Further,
the proportionality requirement is visible in the condition that accessing such data
has to be justified in writing and permitted by the Ministry of the Interior which
again has to report to the G-10 commission.

For data sharing, the Federal Court noted that transferring personal data to others
can result in greater privacy interferences than the actual interference through
telecommunications monitoring (Federal Constitutional Court 1999 at 269).

GPS case

In its April 12, 2005 opinion, the Bundesverfassungsgericht agreed that the use of GPS
technology in police investigations of crimes of considerable importance was consti-
tutional and proportionate (i.c. without a judicial warrant™). Although the Court
noted that GPS surveillance did constitute an attack on the suspect’s personality
rights, the extent and intensity of the invasion was not at a level that violated human
dignity or the untouchable core sphere of privacy. The Court emphasized the useful-
ness of GPS technology was limited to revealing a person’s location and the length of
time spent in a given location, and that GPS did not function effectively in closed
rooms or on streets in dense neighborhoods (GPS case; Jacoby 2005, p.1088).

Further, the Court found that Rundiiberwachung, or total surveillance (i.e. multiple si-
multaneous observations), leading to the construction of a personality profile of a
suspect, would be constitutionally impermissible. However, the Court did not find
that periodically reading the suspect’s mail, tapping the suspect’s phone lines, observ-
ing his home via video, tracking his car by GPS technology, and limited ‘particularly
sensitive’ acoustic surveillance was at the level of a Rundiiberwachung (Jacoby 2005,

p.1089).

¥ The Generalbundesanwalt successfully argued that in this instance GPS surveillance involved a non “Richter
vorbehaltene MaRnahme (BvR 581/01 at 39).
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The effective overlap of different surveillance techniques had been small. The inves-
tigators used the GPS technology because the suspect was successful in evading ob-
servation teams and in disabling other surveillance technologies such as electronic
beepers. The police conducted minimal wiretapping since the suspect, who suspected
that his phone lines were being monitored, had spoken very little by telephone (Ross
2005, p.1808). Thus, strategies of avoidance by suspects may result in justification for
the use of more invasive technologies.

Terrorist profile

One of the 9/11 responses in Germany was to pro-actively find potential terrorists
among students enrolling in German universities, among others. Personal data was
required to be provided to the authorities (see Achelpohler et al. 2004). The threaten-
ing profile they sought was: male, between 18 and 41 years old, Islamic, student or
former student, valid permit of residence without any local restriction, unknown to
the police, no children of his own, financially independent (not understandable, ir-
regular deposits in the bank account). This very abstract profile resulted in a total of
31,988 cases. These all appeared in the “Verbunddatei Schlifer”, a central database of
the state police agencies. The Federal Constitutional Court has ruled that the infor-
mational right to self-determination can only be invaded in concrete and significant
dangers to Germany or the life and limb of individuals. Preventive measures such as
these were ruled to be unconstitutional (see Rasterfabndung case).

Monitoring of telecommunications

In 1999, the Federal Constitutional Court took the view that allowing the monitoring
of telecommunications in order to prevent the counterfeiting of money abroad con-
stituted a disproportionate interference with the secrecy of telecommunications as
protected by Article 10 of the Basic Law. It argued that this danger as such could not
be considered to be as serious as an armed attack on the German State, among other
dangers listed. The counterfeiting of money should therefore be included only if it
was restricted to cases in which it threatened the monetary stability of the Federal
Republic of Germany (Weber at 29). The G-10 Act has been adjusted accordingly.
Concerning the transmission of telecommunication data processed for national secu-
rity purposes to law enforcement, the Federal Constitutional Court judged several
provisions as disproportionate.

Duty of Care (how to process/ use the data)

Sections 4 and 6 of the G-10 Act provide that personal data obtained by means of
monitoring measures about a person involved in the telecommunications monitored
has to be destroyed if they are no longer necessary for the purposes listed in the Act
and are no longer of significance for an examination by the courts of the legality of
the measure. The destruction has to be carried out under the supervision of a person
qualified to hold judicial office. The destruction has to be recorded in minutes. It is
necessary to examine every six months whether personal data obtained can be de-
stroyed. Access to data which are merely kept for the purpose of judicial review of
the monitoring measure, or data necessary for notifying the subject of the monitoring
have to be blocked. They can only be used for these purposes (BVL building on We-
ber).

Remaining data have to be marked so that they will only be used for specified put-

poses (§1 (1.1) and § 4 G-10 Act).

B



For post and telecommunication data the provisions of § 4 of the G-10 Act apply
(documenting the goal of data collected, use only in accordance with collection ob-
jective, every 6 months review of need to maintain the collected data, documenting
removal of data, strict rules on data transfers etc.).

Data management is also arranged in § 14 of the BverfSchG. It rules that the file
name, purpose of the file, conditions to be complied with when storing, transferring
and using the data, supply or input, access authorization, time periods for reviews,
duration of storage, and recording of access must be documented.

The measure shall be stopped as soon as its purpose has been achieved or if there are
indications that it cannot be achieved at all or by employing these assets (§ 9(1)
BVerfSchG).

Bundesnachrichtendienst

The transmission of personal data, can be performed solely for the purposes which
justified the collection of the data (Zweckbindung) (§ 4(4)). The receiving organisation
can use the personal data only for the purposes for which the data were provided (§
4(5)).

The execution of the monitoring process as such has to be recorded in minutes. The
data contained in these minutes can be used only for the purposes of reviewing data
protection and have to be deleted at the end of the year following their recording
(BVL building on Weber 32).

Available means and required permissions

The BfV, BND and MAD are entitled to monitor and record telecommunications
within their own sphere of activities (§1(1) and § 9 G 10 Act, Weber at 19). They
submit requests to monitor individuals or for strategic monitoring to the G-10 com-
mission.

B
The head of BfV or his deputy shall submit the application for requested information
(of § 8a(4) BVerfSchG) and give reason for it in writing, specifying the exact nature,
scope and duration of the monitoring measure (§10(2) G-10 Act). For orders con-
cerning individual monitoring the order has to specify the individual concerned, and
the phone number or other characteristics of the telecommunication (Telekommunika-
tionsanschlusses) (§ 10(3) G-10 Act).

The Federal Ministry commissioned by the Federal Chancellor shall decide on the
application and notify the G-10 Commission of the applications granted prior to
their implementation on a monthly basis. The G-10 Commission shall decide on the
admissibility and necessity of seeking information (§ 8a(5) English version
BVerfSchG). The G-10 Commission has to authorize both surveillance measures
(§ 15(6) G 10 Act), and measures involving special data categories (BVerfSchG §
8a(5)). In urgent cases, the Minister may obtain ex post facto approval (G-10 Act art.
15(6) & art8a(5) BVerfSchG) (building on Weber ar 115).
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The use of an IMSI catcher is only allowed if location data, or EMEI or IMSI data
cannot be recovered otherwise or this is significantly more difficult (BVerfSchG §
8a(2) & § 9(4)). Typically, first real-time location data is acquired from telecom pro-
viders. Then the IMSI catcher is used to determine more accurately the position of
the cell-phone.

Strategic monitoring

As to strategic international monitoring, only the head of the BND or his deputy are
entitled to lodge an application for a surveillance order. The application has to be
lodged in writing, had to describe and give reasons for the nature, scope and duration
of the measure. The parliamentarian Review Commission (PKG) has to consent.

For strategic monitoring, the new G-10 Act does not require to explain that other

means of carrying out the investigations either have no prospect of success or ate
significantly more difficult (§ 5 G 10 Act; §9(3) G-10 Act; cf. Weber at 19)

Data category Data request by Data warrant by Legitimacy and
proportionality
test by

Data from airline | Head of the security | Federal Ministry of | Federal Ministry of

companies and intelligence | the Interior the Interior

service

Data from financial | Head of the security | Relevant Ministry Relevant Ministry

institutes and intelligence

service (or servant
allowed to hold

legal office)
Data from mail | Head of the security | Relevant Ministry G-10 Commission
delivery companies | and intelligence
service
Traffic data from | Head of the security | Relevant Ministry G-10 Commission
telecom providers and intelligence (see art.8a(2) no. 4)
service
Data from tele | Head of the security | Relevant Ministry G-10 Commission
service providers and intelligence (see art. 8a(2) no.5
service BVerfSchG)

Table 10.1 Data categories that may be requested by BfV




Type of data (Law
on BfV/ G-10 Act)

Examples

Permission/
Requisition
by

Identifying data

Name, address, phone
number, kind of service
used, IMEI-code, type
of services used, identi-
fying data of subscriber
(paying the bill), bank

account number

BfV

) 8(1)
BVerfSchG)

Traffic data

Historical and future
location data of cell-
phone if actively been

G-10 commis-
sion

§ 82 (2.4, 4, 5
BVerfSchG) &
§ 9(4) (IMSI

used, date and time of catchet)
use
Content of communi- | Content of an email or | G-10 commis- | G-10 Act
cations voice mail sion
Certain stored data: | (Historical and future) | N/A N/A

other data

location data of cell-
phone in  stand-by
mode

Data processed after

Real-time location data

G-10 commis-

§ 8a (2.4, 4, 5

requisition date and | of cell-phone if actively | sion BVerfSchG)

directly available to | been wused, real-time

national security and | standby traffic data

intelligence

Sensitive data (1) Data concerning racial | BfV § 8(1)
or ethnic origin, reli- BVerfSchG
gious or philosophical
beliefs, or concerning
health or sex life

Sensitive data (2) Data concerning politi- | BfV § 8(1)
cal opinions, trade- BVerfSchG

union membership

Table 10-2 Sensitiveness of data according to German law applying to BfV

For how long can location information of mobile devices be tracked and

traced?

The limit on the duration of monitoring telecommunications measures is three
months. The implementation of the measure can be prolonged for a maximum of
three months at a time (Weber at 98 see also § 10(5) G-10 Act). The warrants on spe-
cial data categories (including telecom data) are equally valid for a maximum of 3
months with a possibility to extent for another 3 months (§ 8a(4) BVerfSchG).
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The categorisation of required consent for different activities may imply an order of
privacy infringements. With respect to data, the following order was found in the G-
10 Act/ BVerfSchG:

- Historical (location data of cell-phone in stand-by mode)

- Home

- Personal communications: Content of an email or voice mail

- One’s whereabouts and movements: Real-time location data of cell-phone if
actively used AND Historical location data of cell-phone if actively been used
(incl. date and time of use)

- Information concerning racial or ethnic origin, religious or philosophical be-
liefs, or concerning health or sex life, data concerning political opinions,
trade-union membership AND Name, address, phone number, kind of ser-
vice used

10.4.4 Principle 4: Interference is only allowed if adequate and effective guar-
antees against abuse exist

Monitoring measures of the BfV, BND and MAD are supervised by two bodies, the
parliamentary Supervisory Board (Parlamentarische Kontrollgremium, PKG; § 1(2)
G-10 Act) and the G 10 Commission for the review of interceptions of private
communications (see § 14 and 15 G 10 Act; PKG-Act).

Parliamentary Review Board (PKG)

The Gesetz diber die parlamentarische Kontrolle nachrichtendienstlicher Tiétigkeit des Bundes (Kon-
trollgreminmgesetz - PKGrG) provides the framework for the tasks of the patliamentary
Review Board. The Board is the controlling mechanism for the activities of the fed-
eral security and intelligence agencies. It has the right to access all documents or data
of the security and intelligence services, interview servants, visit the services and re-
quest information (§ 2a PKGrG). The data cannot be provided if this would preju-
dice the proper fulfilment of tasks, or if the data that are being stored must be kept
secret on account of an overriding justified interest of a third party (§ 2b(2) PKGrG).
The Federal Minister authorising monitoring measures has to inform the board at
least every six months about the implementation of the G 10 Act (§ 14(1) G 10 Act).
The same applies to the implementation of § 8a(2) (on special data categories) with
the addition that the Federal Minister shall particularly give an outline of the reason,
scope, duration, results and costs of the measures taken (BVerfSchG § 8a (6)). On an
annual basis, and in the middle and at the end of one legislative term, the PKG shall -
for evaluation purposes - submit a summary report to the German parliament on the
implementation of the measures specified in § 14(1) G 10 Act and §8a(2) BVerfSchG
(on special data categories) and their nature and scope and the reasons for ordering
them (§ 14(1) G 10 Act; BVerfSchG § 8a(6); § 6 PKGtG; Schmid 2001 §9.3).

The patliamentary Supervisory Board consists of nine members of patrliament, in-
cluding representatives of the opposition (see website Bundestag). They are meeting
in strict secrecy which they are required to maintain after residing from the commis-
sion. The PKG meets at least every 3 months (§ 5(2) PKGrG). The PKG has a five
person staff (O’Connor 206, p.342).

G-10 Commission
The G-10 Commission is founded by the G-10 Act. The G 10 Commission decides
on the necessity and admissibility of restrictions on the privacy of correspondence,



posts and telecommunications pursuant to Article 10 of the Basic Law as well as on
specific data categories as specified in § 8 of the BVerfSchG. The Federal Minister
authorising surveillance measures, and measures involving special data categories, has
to inform the G 10 Commission monthly about planned monitoring measures and
has to obtain its prior authorization (BVerfSchG § 8a(5)). In urgent cases, the Minis-
ter may obtain ex post facto approval (§ 8a(5) BVerfSchG) (building on Weber at 115).

Complaints

Article 19 (Restriction on basic rights) of the Grundgesetz rules that (translation

ECtHR in Weber):
“If a person’s rights are violated by a public authority he may have recourse
to the courts. If no other jurisdiction has been established, the civil courts
shall have jurisdiction.”

(Weber)

Subjects can claim their personal information to be provided, corrected, or deleted
(BVerfSchG § 15 - Auskunftsrecht - § 12 Berichtigung, Loschung). If the BfV does
not act accordingly, a complaint can be filed with the Court (Ierwaltungsgerich?). 1f the
BfV refuses to provide access to the personal data, one can turn to the federal data
protection agency (Bundesbeanftragten fiir den Datenschutz und die Informationsfreibeit
(BFDI) (§ 15(4) 3* sentence BVerfSchG). For G-10 Act measures one can apply to
the G 10-Commission.

The G-10 Commission receives approximately 25 complaints per year (O’Connor

20006, p. 345).

10.4.5 Principle 5: guaranteed accuracy of the data for the purposes of use.

The BVerfSchG (§ 12(1-3) text from English version) details the accuracy require-
ments for BfV:
(1) Incorrect personal data stored in files shall be corrected by BfV.
(2) Personal data stored in files shall be erased by BV if their storage was in-
admissible or knowledge of them is no longer required for the fulfilment of
its tasks. The data shall not be erased if there is reason to believe that erasure
would impair legitimate interests of the data subject. In this case the data shall
be blocked and shall only be transferred with the data subject's consent.
(3) When dealing with particular cases, BfV shall check within given petiods,
after five years at the latest, if stored personal data must be corrected or
erased.

If it is ascertained by BfV that personal data stored in records are incorrect or if their
correctness is contested by the data subject, a note to this effect shall be made in the
record or it shall be recorded by some other means. Further, personal data shall be
blocked if it is ascertained by BfV in particular cases that without blocking, legitimate
interests of the data subject would be impaired and the data are no longer required
for the future fulfilment of its tasks. Blocked data shall be marked accordingly; they
may no longer be used or transferred. The blocking of data can be repealed if the
conditions are not complied with any more (§ 13 (1&2) BVertfSchG English version).

Personal data transmitted to others (within government) needs to be marked and
connected to purposes which justified their collection (see BVerfSchG; Weber at
150).

OTB Research Institute for Housing, Urban and Mobility Studies



10.4.6 Principle 6: individual participation in the process whenever possible.

B

BfV shall provide the data subject, at his request, with information free of charge on
personal data stored on him, if he refers to concrete matters and proves to have a
special interest in the information which he has asked for (§ 15 BVerfSchG). Subjects
of the data warrant have to be notified about its existence as soon as this does not
interfere with the objectives of the investigation (BVerfSchG § 8a(4)).

The data cannot be provided if this would prejudice the proper fulfillment of tasks,
expose sources or if BfV's knowledge or its modus operandi might be exposed, this
would be detrimental to the Federation or a Federal State, or if the data that are be-
ing stored must be kept secret in accordance with a legal provision or by virtue of
their nature, in particular on account of an overriding justified interest of a third
party (§ 15(2) BVerfSchG).

The Federal Minister has to inform the G-10 Commission whether or not persons
concerned by such surveillance measures have been notified of them. If the G-10
Commission decides that notification is necessary, the Federal Minister has to at-
range for it to be given without undue delay (§ 15(7) G 10 Act; Weber at 25). The ob-
ligation to provide information does not refer to information on the origin of the
data and the recipients of the data transfer (§ 15(3) BVerfSchG).

If the BfV refuses to provide information on a data subject, the data subject must be
informed of the legal basis for this decision. He should further be notified that he
may appeal to the Federal Commissioner for Data Protection. This Commissioner
shall, at his request, be supplied with the information unless the Federal Minister of
the Interior determines in a particular case that this would jeopardise the security of
the Federation or a Federal State (G-10 Act § 15 (4)).

BND

BND or the recipient authorities has to inform the persons monitored about the re-
striction imposed on the secrecy of telecommunications as soon as such notification
could occur without jeopardising the achievement of the aim pursued by the restric-
tion and the use of the data (§ 12(1) G-10 Act & Weber).

However, the Data protection agency has found in 2003 that 75% of the conducted
wiretaps violated the law. Law enforcement agencies did not notify the subjects of
the wiretap, something they are required to do as soon as this is possible (see Roten-
berg et al. 2004). In 2007, the German public broadcast organisation NDR revealed
that for the G8-top journalists were being monitored by the police.

10.5 Balancing national security and privacy

Privacy in Germany can be captured by the right to freely develop one’s personality.
This includes the decision when and within what limits personal data shall be dis-
closed. Telecommunications data, both the content of the communication and the
circumstances of communication (e.g., traffic data) are considered personal data and
are explicitly protected by the German constitution (Art. 10). Restrictions of privacy
are permitted if these are justified by prevailing public interests. National security
may interfere with the right to privacy if this is necessary, and tests of subsidiarity
and proportionality are satisfied. It is required to explain that other means of carrying
out the investigations either have no prospect of success or are significantly more



difficult. Privacy safeguards are in the independent G-10 commission deciding, prior
to the use of a measure, on the need and appropriateness of using special means such
as the monitoring of individuals through their telecommunications.

The Federal Constitutional Court found that Rundiiberwachung, or total surveillance
(i.e. multiple simultaneous observations), leading to the construction of a personality
profile of a suspect, would be constitutionally impermissible. It is unclear to what ex-
tent 24/7 monitoring of telecommunications results in a personality profile of an in-
dividual. Government agencies are not permitted to collect telecommunication data
that stems from cellphones in the standby mode since this may reveal of pattern of
behaviour. A similar reasoning may come to a conclusion that the same applies to the
24/7 monitoring of one’s active cellphone use.

Balancing of interests in case of accessing telecommunication data is performed
through the law itself (which outlines the conditions under which access to telecom-
munication data is legal and justified) and the involvement of the independent G 10
Commission. Another control system is introduced through a parliamentary review.
Ultimately, one may seek a remedy through the civil Courts.

Federal Constitutional Court (1999 at 304) noted that it must be ensured that the
G 10 Commission, in view of the fact that the Fight against Crime Act has
considerably expanded the BND’s monitoring activities, is provided with the staff
needed to effectively fulfill its mission. The current capacity of the review and
control commission may be insufficient provided their legal tasks. The capacity of
the only commission that is pro-actively reviewing the security and intelligence
agencies, PKG, is currently five staff members.

Effectiveness of current means available to protect national security

The 1994 amendments to the G 10 Act considerably extended the range of subjects
in respect of which so-called strategic monitoring could be carried out. Whereas ini-
tially such monitoring was permitted only in order to detect and avert the danger of
an armed attack on Germany, now also allowed strategic monitoring in order to avert
further serious offences (Weber at 114 referring to § 3(1) of the G-10 Act). Since
2001, legislative changes were accepted to target extremist and terrorist organisations
broadening the scope of permissible actions for federal security and law enforcement
agencies including increasing information sharing between agencies (O’Connor 2000,
p.338).

The latest development is the implementation of the Data Retention Directive in
German Law. It attracted strong criticism (see website Vorratsdatenspeicherung). For
example, the former Minister of Justice Leutheusser-Schnarrenberger warned for de-
velopments towards a ‘Uberwachungsstaa? (total surveillance state) (Zwaap 2007). The
German implementation of the Data Retention Directive requires to store data on
who has contacted whom via telephone, mobile phone or e-mail for a period of six
months. In the case of mobile calls or text messages via mobile phone, the uset's lo-
cation will also be logged, and anonymising services will be prohibited (website Vor-
ratsdatenspeicherung).

The effect of the 1994 and 9/11 measures and also the prospect of the data retention
directive measures have not been assessed or reviewed. In a survey study of the
Bundeskriminalamt (Mahnken 2005) asking the Bundeskriminalamt, Ministry of Justice
and Ministry of the Interior about unavailable traffic data which might have been
useful in criminal proceedings, 381 cases were reported. The value of this number
remains unassessed since of the 6.4 million criminal proceedings in 2005, 2.8 million
remain unresolved (see BKA 2005; see also website Vorratsdatenspeicherung 2).
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As in Canada, the number of interceptions by law enforcement are published (re-
quired by par. 110 TKG). This contributes to the transparency of the use and effec-
tiveness of government operations. It provides some indication of the size and fre-
quency of the use of special means. Significant increases or diminished use of special
means may readily be accessed and used by members of patliament. Uncertainty on
the number of special means, gives raise to speculation and a possibly unfair frighten-
ing prospective.
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11  Balancing privacy and national security needs and
interests

Both privacy and national security are concepts that are difficult to capture. Despite
the difficulties to establish exact boundaries around privacy or national security sev-
eral conclusions from the literature review can be drawn.

First, in western societies, the limited access approach is commonly used as a concept
to understand privacy. This approach emphasizes the autonomous individual, choice
and control, and social relationships as voluntary or as barriers to independence. The
control over access to self and over the information about someone are central. The
extent to which individual’s privacy needs are satisfied depends on a variety of fac-
tors: the context, culture and the individual’s perception of privacy, amongst others.
Privacy is not an absolute right, however. Other interests may interfere with the right
to privacy. This does not imply that any purpose may interfere with the privacy right.
For the level of location privacy, the type of location data, the context of the infor-
mation available, and the timeliness of the information are decisive. The use of highly
detailed (e.g., scale 1:500), real-time location data linked to a sensitive context, such
as a church, can generally be expected to be at a higher ‘privacy level’ than less de-
tailed data (e.g., scale 1:25,000) of a decade ago without a link to a specific sensitive
context.

Directive 2002/58/EC distinguishes two types of location data as part of the traffic
data and location data. Traffic data are data that are required to enable the communi-
cations and those required for the billing process. It includes the phone numbers, du-
ration of communication, time of communication and also information on the loca-
tion of the cellphone at the time of calling (i.e. at the start and termination of the
connection). Location data of a mobile device are traffic data because they are neces-
sary to enable the transmission of communications (recital 35 Directive
2002/58/EC). The other location data are location data that are not necessary for the
transmission of communications, and which are typically more accurate than traffic
data.

National security may be defined as the universal process of surveillance by authori-
ties to enforce the rules and taboos of society (cf. Marx 2002, p.20; Westin 1967,
p-20; cf. Kamerstukken 28577 nr.3 p. 20 and Kamerstukken 25877, nr. 58; UN Eco-
nomic and Social Council Siracusa Principles (article 29)). Also national security needs
do not automatically prevail over other interests. States may not, in the name of pro-
tecting national security, adopt whatever measures they deem appropriate (see
Klass).*" As a practical fact, absolute privacy is difficult to accomplish, but absolute
security may be as problematic to reach (see AIV 2006, p.8).

Starting point in this chapter is that there is a need to address national security
threats. Question is then what means to use, for how long, among others. Special fo-
cus is on the use of telecommunication data.

11.1 Balancing national security and human rights

States may need “to take measures to protect the fundamental rights of everyone
within their jurisdiction against terrorist acts, especially the right to life” (art. 1
Guidelines EU 2002). Typically, these measures may be those performed by security

“* In this respect, it has been recommended to establish a requirement that if it is suggested that national secu-
rity is threatened this is supported by actual circumstances or a certain rate/index of specific notion or suspicion
to prevent that states can too easily do as they like (see Loof 2005, p.339; Koops et al. 2005 p.188).



and intelligence services to protect the national security. In this respect, national se-
curity and human rights are not conflicting, but complementary to each other.

The Charter of the United Nations may be exemplary for the discussion on balancing

human rights with security interests (see website UN). On the one hand it promotes

peace and security (in article 1.1):
“To maintain international peace and security, and to that end: to take effec-
tive collective measures for the prevention and removal of threats to the
peace, and for the suppression of acts of aggression or other breaches of the
peace, and to bring about by peaceful means, and in conformity with the
principles of justice and international law, adjustment or settlement of inter-
national disputes or situations which might lead to a breach of the peace”

On the other hand, it is also one of the UN’s key purposes to promote and encout-
age human rights (article 1.3):
“To achieve international co-operation in solving international problems of
an economic, social, cultural, or humanitarian character, and in promoting
and encouraging respect for human rights and for fundamental freedoms for
all without distinction as to race, sex, language, or religion”

“In a given instance, a balancing regulator needs to judge whether a data subject’s
rights (or at least, claims) outweigh the interests of the data user, without bringing
to bear a range of particular knowledge about the contending parties. This is a
difficult judgement, even in the abstract. But in another sense - and this may be
especially so when regulators seek to frame preventative policies, or to influence
the development of technologies — balancing requires not only a conception of
rights and legitimate interests, but some grasp of the distribution of hazards and
tears as well. Because privacy rights do not necessarily prevail over other interests,
without such knowledge it may be difficult to argue against data users’ persuasive
demonstration of the known and possibly measurable (or costable) harm to their
activities if their use of personal data were restricted.”

Raab and Bennett (1998, p.265-266)

What is the proper balance between national security and privacy? (O’Harrow Jr.
2005, p.13; Westin 1967; Margulis 2001; Altman 1975; Levi et al. 2004; Walters
2001). In the next section, we will use the six balancing principles as a starting point
for further developing a balancing framework for national security and privacy inter-
ests. Before we move towards the balancing part, first we discuss the most relevant
parties that are or may be involved in the balancing process.

11.2 Parties involved in balancing privacy and national security

Balancing of privacy and national security interests may be accomplished by many
parties. Here we address: the user of the mobile device, the telecom provider, the se-
curity and intelligence service, and an independent authority.
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11.2.1 User

Users may use (a) strategies of avoidance or (b) use preventive technologies to cit-
cumvent government surveillance. Technology may allow users to choose through
privacy enhancing technologies (PETSs) not to be traced or tracked. For mobile de-
vices one may think of a Faraday cage which prevents radio waves entering or leaving
ensuring no surveillance, but also disabling any communications (see Wheeler 2004).
If one still wants to communicate one may use an information diffusion approach to
scatter the user’s location information to confuse the attacker (Lee et al. 2005,
p.1007), or use frequently changing pseudonyms (Wong et al. 2005, p.83). Use of en-
crypted and anonymously purchased mobile phone communications between of-
fenders make both them and their content difficult to trace (IPTS 2003, 180).
Although these PETSs do protect the content of the communication, this excludes the
location of the device. Since the availability of the location information is a prerequi-
site for using the functionality of the mobile device, it cannot be encrypted or other-
wise withheld from intelligence or law enforcement agencies in the instance that
these have a legal mandate to access the location data. Therefore, these PETs may be
sufficient to guard against private intruders, for law enforcement and intelligence ser-
vices they may not.

In addition, encrypted data can be deciphered and anonymous identities can be de-
anonymised, even when they ate in the hands of trusted third parties/ intermediaties.
Often those who developed these deciphering technologies are working for or co-
operating with intelligence services.

In the context of this research, users of cellphones are no party in the balancing pri-
vacy and national security interests.

11.2.2 Telecom provider

To a certain extent telecom providers may be required to balance different interests
of the data they process. This may be true for data requests from marketing compa-
nies that aim to target cell-phone users for a specific product.

For national security purposes, telecom providers often do not have a choice: they
need to provide the data on request. Legislation on telecommunications may further
require the ability of telecom providers to cooperate with security and intelligence
services. For example, telecom networks may be required to be fit for placing gov-
ernment wiretaps. And legislation may require them to store all telecommunications
data for a five year period. In other countries these requirements may not exist, al-
lowing the telecom provider a lot of freedom in its operational activities.

Depending on the situation in each individual country, the extent to which national
security protectors can take advantage of the telecom providers varies with the legal
requirements for telecommunication and the legal powers of the security and intelli-
gence services.

11.2.3 Security and intelligence service

Security and intelligence services are often the first to identify a potential threat to
the national security. Further action may be necessary. The security and intelligence
service is likely to decide on further action. The initial decision to process further
with a threat is in the security and intelligence service. Based on the threat analysis
and the urgency of the threat, they may decide or propose to start an operation.

The ECtHR warns that allowing secret surveillance poses a threat of undermining or
even destroying democracy on the ground of defending it (K/ass). Therefore, it is rec-
ommended or required to have sufficient safeguards in the decision-making process



preventing misuse of the law to the greatest extent possible. These safeguards can be
the involvement of independent authorities in the decision-making process, or inde-
pendent review of the execution of the mandate.

11.2.4 Independent authority

It is key that the principles developed by the ECtHR are being adhered to to the
greatest extent possible. It is evident that some form of oversight or review is re-
quired to meet this requirement.

Independent authorities may also take part in the decision-making process before the
decision is executed. Such an ex-ante involvement is found in Germany and Canada.
Also in law enforcement in the Netherlands, a judge assesses the balance of human
right interests and criminal investigations interests.

11.3  Balancing through six balancing principles

In chapter three we developed six balancing principles that were the basis for the
case-studies. The principles were:

Principle 1: Interference for national security purposes must have some basis in do-
mestic law, law must be accessible to all, and the means of intetference should be
foreseeable for citizens.

Principle 2: A fair balance has to be struck between the demands of the general inter-
est and the interest of the individual.

Principle 3: Interference should be proportionate to the legitimate aim pursued.

Principle 4: Interference is only allowed if adequate and effective guarantees against
abuse exist.

Principle 5: Guaranteed accuracy of the data for the purposes of use.
Principle 6: Individual participation in the process whenever possible.

In this section, we will summarise the extent to which the cases adhered to the prin-
ciples, and how they gave interpretation to the principles.

11.3.1 Principle 1: Interference for national security purposes must have some
basis in domestic law, law must be accessible to all, and the means of
interference should be foreseeable for citizens.

Interference for national security purposes must have some basis in domestic
law

Although generally broad and vague terminology is used to describe national security,
in all cases national security is specified in law as a legitimate purpose to interfere
with privacy. The Dutch security and intelligence agency is tasked to protect the core
interests of the Netherlands, being among others the continuance of the democratic
order or the security of the state or other major interests of the Netherlands. Its Ca-
nadian counterpart is mandated to collect, analyze, and retain information and intelli-
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gence regarding activities that may pose a threat to the security of Canada. The Ger-
man security and intelligence agency (BfV) is tasked to address efforts directed
against the free democratic basic order, the existence or the security of the Federa-
tion or one of its States or aimed at unlawfully hampering constitutional bodies of
the Federation or one of its States or their members in the performance of their du-
ties, among others.

Accessibility of the law
In all cases, the law is accessible to all.

Means of interference foreseeable

Legislation provides the framework within which security and intelligence services
are operating. Legislation establishes the means that can be utilised, and the informa-
tion that can be used from third parties. In this way, it has balanced to a certain ex-
tent the needs of society and those of individuals.

In section 11.3.2 a categorisation of telecom data is provided based on the authority
that needs to approve the data acquisition. This categorisation by law is also used in
criminal law: for a serious crime, e.g., a kidnapping, more intrusive means are avail-
able than for minor crimes, e.g., shop lifting.

Intelligence and security agencies in the cases have a bucket full of available means
that may be utilized to address concerns of national security. The collection of in-
formation is among the core businesses of these agencies. This may be accomplished
through publicly accessible sources such as newspapers, internet, television, and
other published materials. Also members of the public, other government agencies,
and other intelligence agencies may be sources. An intelligence and security agency
may collect information actively through the use of infiltrators, technical interception
of (electronic) equipment (e.g., wire-taps) and electronic surveillance of targeted per-
sons ot places (e.g., placing ‘bugs’). Only one of these means is information available
from telecommunications. And location data is only one type of data available from
telecommunications.

In specifying what means of interference may be used (in what instances), the Ger-
man and Dutch intelligence law are explicit in what means are available and which
are not. For example, in Germany and the Netherlands, information on the location
of a mobile device which is not actively used (standby) cannot be required from tele-
com providers for national security purposes. In Canada, it is specified that all means
are available. It is upfront unclear which means may be used in what instances, and
which means ate not available. Common law in Canada, however, has provided more
direction in what means are considered proportionate in what situations (see further
under principle 3 of this section).

In some instances, practical reasons have led to the availability of certain data in one
country while in other countries it may not be available. One example is the require-
ment in the Buropean Union to store for at least six months traffic data of telecom-
munications, while Canada lacks such requirement. There is in Canada, for telecom-
munication data, not a minimum standard data set that should be stored by telecom
providers and there is no strict standard on minimum or maximum retention petiods.
In addition, in Canada, telecom service providers are not by law required to provide
interception capability. In this respect, Canadian security and intelligence agencies
cannot rely on the telecommunication providers’ data as much as their European
counterparts can.

However, strictly reading the EU Directive 2002/58/EC, telecom providers in the
European Union are not required to store location data (or the location data part of



traffic data) if the communication is within a country. For the billing purpose, the
traffic data can even be limited to the fact that the BTS was in one country instead of
documenting data from a specific BTS. Directly after the notification that a cell-
phone called from a specific country, the more detailed location data can be re-
moved. In cross-national communications it is necessary to document these detailed
data as long as the fees vary from country to country. But also here the knowledge
that the cellphone was calling from a specific country would be sufficient to satisfy
the billing requirement. The Data Retention Directive (2006/24/EC), however, re-
quires European Union Member States to store traffic data for at least six months.

For transparency requirement it should be noted that in this research it has been at-
gued that the more transparent the law is on the available means for specified cit-
cumstances (i.e., crimes) the more likely it is that these means are being used for
these specified circumstances. Several interviewees independent from each other,
both national and international, confirmed that increased transparency promotes the
use of infringing means. Affirmation of this hypothesis would argue against the
ECtHR requirements.

11.3.2 Principle 2: A fair balance has to be struck between the demands of the
general interest and the interest of the individual.

Several requirements are a prerequisite for true balancing of privacy and national se-
curity interests. First, the process itself must be just, that is, “the interests of all are
fairly represented’; and the outcome of the process must protect basic dignity and
provide ‘moral capital for personal relations in the form of absolute titles to at least
some information about oneself” (Walters 2001, p.11). In her methodology of bal-
ancing different fundamental rights, Gerards (2006), suggests that also for balancing
privacy and national security an equilibrium exist or can be accomplished. However,
in the context of national security, it is not a matter of balancing national security and
privacy with the suggestion of finding an equilibrium.
If a national security threat can be assumed, then the balancing is a matter of interfer-
ing with the right to privacy on reasonable grounds and based on arguments that
safeguard the right to privacy through adhering to the general privacy (and personal
data processing) principles. Therefore, in attempting to strike a fair balance between
national security and privacy, it is a matter of addressing the threat effectively and re-
specting the right to privacy to the greatest extent possible. Several relevant steps in
the balancing process can be distinguished (see Figure 11.1):
- assessing the need to address a potential national security threat (seriousness
and urgency);
- assessing the availability of means to neutralise the threat;
- selecting the most effective means with the least impact on the right to pri-
vacy;
- selecting the most effective data with the least impact on the right to privacy,
and
- establishing the safeguards for using the means such as review and complaint
mechanisms

From all the available means, the most effective may be selected. Then, it needs to be
assessed what the conditions need to be for using these means: what means may be
used when, for how long, and what safeguards need to be respected, among others.
If the selected means are telecommunications, the same questions will apply to the
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type of data to be used. The answers to these questions may vary from place to place,
and from situation to situation.

Seriousness threat Selection effective
Urgency threat means (short list)

|

Privacy interference
of short list means

|

Means selected
(general)

l

Means selected
(detailed)

]

Use of the Means

A threat?

Safeguards for a just decision-making process

Figure 11.1 General process of balancing national security and privacy for telecommunication

11.3.3 Principle 3: Intetference should be proportionate to the legitimate aim
pursued.

In this principle it is assessed whether the selected means and data and proportionate
to the legitimate aim. The first step is to assess the availability of means that can ef-
fectively address the threat. Or more specific in the context of this research: when is
location data of mobile device of use to protect national security interests?

The following table provides some insight in when location information may be use-
ful for the national security interests. It shows that in the first place it is complemen-
tary to traffic data to reveal a network of those suspected of threatening national se-
curity. The location component of the traffic data may be useful to some extent to
identify the places a suspect visits, or has visited. It may further show behaviour indi-
cating increased or decreased activity in a certain location. The location of a cell-
phone may further be linked to events that took place in the past in the surroundings
of that location suggesting that the cell-phone was at that specific time in that place.
Linking cell-phone and event may result in new, previously unknown, suspects.

It is unclear to which extent location information is a prerequisite to prevent urgent
threats. Preventing a threat would likely require additional measures, including physi-
cal observation. It should further be noted that we are here discussing the location of
the cell-phone. This implies all kinds of (potential) inaccuracies in the data acquired
(see chapter 6). This will result in (unacceptable) uncertainties in decisions based on
these inaccurate data.



Contributes

to

Contributes
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In combina-
tion with

Content of | Reveal  net- | Reveal relation | Link content | Observation
communications | work of or- | between peo-|to activities | to verify iden-
ganisation ple and hierar- | threatening tification data
chy in network | national secu-
rity
Real-time loca- | Reveal net- | To  prevent/ | Link location | Tactical in-
tion data work of or- | stop activity to  activities | formation"
(highly detailed) | ganisation threatening Observation
Real-time traffic national secu- | to verify iden-
data (including rity tification data
rough location & location
data) data
Historical loca- | Reveal net- Link location | Tactical  in-
tion data (active | work of or- to  activities | formation
use, Including | ganisation threatening Observation
stand-by  loca- national secu- | to verify iden-
tion data) rity tification data
& location
data
Traffic data Reveal  net- | Reveal relation | Link location | Tactical — in-
work of or- | between peo-|to activities | formation
ganisation ple and hierar- | threatening Observation
chy in network | national secu- | to verify iden-
rity tification data
& location
data
Identification Link cellphone Traffic  data,
data to user Observation

to verify iden-
tification data
(who is the
user)

Table 11-1 Mobile device data and use for national security purposes

Effect of location data in law enforcement
The identifying information of a cell-phone and the traffic information (who is call-
ing who) are more important for law enforcement than the precise location data. His-
toric traffic data is critical to reveal connections between suspects (Rotterdamse Poli-
tie 2003, p.5). Location data as part of the traffic data of a cell-phone can be very
useful in complementing other special means, especially in supporting the observa-
tion means (see Van de Pol 2006, p.139).

4! Tactical information may be information of relatives, friends, for example, their address.
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Subsidiary criterion: assessing an order of privacy interfering means

The ECtHR and all case study countries apply the subsidiary criterion. The subsidiary
criterion rules that from the available appropriate measures, the one prospectively
least restrictive for the data subject shall be used. Data from publicly accessible
sources (like newspapers, flyers, programs, public events or government sources (e.g.,
police) are considered less infringing than other means of data collection. Thus, only
if publicly or government accessible sources are insufficient (e.g., not timely available,
unreliable, not available), special means may be used.

In Canada, the CSIS needs to show that other investigative procedures have been
tried and have failed or why it appears that they are unlikely to succeed. Further, the
application should address that the urgency of the matter is such that it would be im-
practical to carry out the investigation using only other investigative procedures or
that without a warrant it is likely that, in this specific context, information of impor-
tance will not be obtained.

In Germany, monitoring of individuals through telecommunications is permissible
only if less intrusive means of investigation have no prospect of success (aussichtslos)
or are significantly more difficult (wegentlich erschwers). It may be regarded as the ‘last
resort’ in investigating a catalogued crime or in locating the suspect. A ‘last resort’
situation may be assumed only if other investigative methods would be unsuccessful.
Also in the Netherlands the subsidiarity criterion exists. The Minister has pointed
out, however, that it is difficult to assess the privacy infringement of available means
compared to each other since this is case depending.

Proportionality and subsidiarity seem to be principles that are very context-specific
and time-dependent. The content of these principles seems to differ with the social
and political developments (Nouwt et al. 2004, p.354).

Effectiveness of means and subsidiarity

Concerning the effectiveness of means, we may take the number of phone taps as an
example to compare differences of used means between case study countries. In the
Netherlands, the total number of new tap orders for 2007 is likely to be in the range
of 25,000 phone numbers. This equals 151 taps per 100,000 citizens. In Canada, the
number of interceptions of telecommunication has dropped from 1679 interceptions
in 2002 (5.2 per 100,000 citizens) to 584 interceptions (1.8 per 100,000 citizens) in
2005. In 2006, the number of taps in Germany on cellphones was 35,816, and ap-
proximately 5,000 taps on traditional phones. This amounts in approximately 50 taps
per 100,000 citizens. Figure 11.2 shows the differences.

These differences are difficult to explain, and raises the question whether some coun-
tries may relatively easy approve, without truly considering its effectiveness compared
to other means, the use of one of the most privacy-intruding means: the phone tap.
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Figure 11.2 The approximate number of taps for law enforcement in the case-study countries

per 100,000 citizens

Telecommunication data and privacy

Based on research of the value of location data, the categorisation of personal data in
legislation, and studies aiming at categorising different types of personal data, one
may come to a general order of sensitivity for data (from most sensitive down):

1. sensitive data: Data concerning racial or ethnic origin, political opinions, reli-
gious or philosophical beliefs, trade-union membership, or concerning health
or sex life and data in the category of the content of communications (letter,
email, voice-mail, phone conversations);

2. real-time data (location, financial transfers);

3. historical location data of cell-phone; traffic data of cell-phone; details about
savings, earnings, court judgments, credit ratings, one’s visitors, and medical
history;

4. education and job history, what one buys, club membership, TV viewing,
newspaper reading, and age;

5. identifying data; data that determine the identity of individuals and that con-
nect people and situations: name, address, sex, birth date, administrative
characteristics such as phone number, bank account number, client number,
license plate number.

These categories can be further specified with respect to the level of detail of the in-
formation, the type of data, the timeliness of the data, and the context in which the
information is used (see chapter 4).

The processing of location information is typically in the general personal informa-
tion category. However, if it is linked to a sensitive context or if it is tracked and
traced real-time it should be categorized as sensitive personal information. ‘Histori-
cal’ location information would be within in the general personal information cate-
gory (see chapter 4).
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Figure 11-3 Categorisation of location information and applicable legal regime

In a general sense, the use of highly detailed (e.g., scale 1:500), real-time location data
linked to a sensitive context, such as a church, can generally be expected to be at a
higher ‘privacy level’ than less detailed data (e.g., scale 1:25,000) of a decade ago
without a link to a specific sensitive context.

Aspects of proportionality

The decision whether a selected means or data is proportionate needs to address the
following issues (based on Buruma 2001, p.36; ECtHR rulings; Kamerstukken 98-99
25403 nr. 25, p.5; Kamerstukken 97-98 25403, nr. 7, p.47; Kamerstukken 1996-97
25403 nr. 3, p.27; Hoge Raad 21 March 2000 LJN AA5254; Hoge Raad 12 February
2002 LN AD9222, O’Harrow Jr. 2005, p.139; Marx 1998; Commissie van Toezicht
2004-2005, p. 37):

- What is the (intimacy of the) place (public road, home, office, church) to be
observed?

- How will the observation be accomplished (technical means as camera’s or
beacons and their possibilities)?

- What will be the inconvenience for the observed person?

- What is the consecutive period of observation (hours, days, weeks)?

- What is the intensity (continuous, periodic or with intervals)?

- What accuracy standards will be used?

- What is the timeliness of the data?

- Who will use the acquired data?

- What guarantees are available to ensure that sensitive data will be protected
against manipulation, theft or diffusion?

- What are the costs of using these means?

Figure 11.4 shows this graphically.
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Seriousness threat Selection effective
Urgency threat means (short list)

!

Privacy interference
of short list means

|

A threat?

Proportionality Means selected
requirements (general)

Proportionality Means selected
requirements (detailed)

J

Use of the Means

Safeguards for a just decision-making process

Figure 11.4 General process of balancing national security and privacy for telecommunication

including proportionality requirements

Proportionality aspect Netherlands Canada = Germany
of using means

Effectiveness yes yes yes
Pressing need/ urgency yes yes yes
Place involved in observation yes yes yes
Consecutive period of observation yes yes yes
Intensity of observation yes yes yes
Inconvenience for suspect yes yes yes
Accuracy of data (level of geographic detail) no no no
Timeliness of data yes yes yes
Required effort from telecommunication yes - -
providers

Cost yes - -

Table 11.3 Proportionality aspects considered in case study countries

The longer the period of observation, the more intimate the place of observation, the
higher the intensity or frequency of observation, the more accurate and timely the in-
formation, and the more possibilities the supportive means provide, the higher the
chance that someone’s privacy will be interfered with. In one case, we have seen that
avoidance strategies may justify the use of more privacy intruding techniques or data.
Adherence to the proportionality requirement requites a case-by-case approach,
which is difficult to model to the greatest detail. Especially the assessment of the pri-
vacy impact of the use location data is very context specific. Therefore, it is difficult
to provide a decisional framework in which a priori is decided what means are pro-
portionate to use in which situations. Use of most intruding means would typically be
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reserved for most urgent threats. A privacy impact assessment may be used to assess
the privacy impact of several selected effective means.

11.3.4 Principle 4: Interference is only allowed if adequate and effective guar-
antees against abuse exist.

Key of privacy protection is a just decision-making process and proper execution of
the national security mandate. If the quality of the process is central in protecting
privacy the question is then: how to ensure that the security and intelligence service is
doing what it is supposed to do, no more and no less in a way that infringes funda-
mental rights the least? Organisational remits may prevent a situation in which au-
thorities “take such liberties, in endeavouring to detect and punish offenders, as are
even more criminal than the offenses they seek to punish” (Westin 1967, p.332). AIV
(20006, p.52) states that for the protection of fundamental rights the role of independ-
ent judges as the legal protectors of these rights is of eminent importance (see also
ECtHR in Klass; UN Doc. E/CN.4/2005/13 par. 13-15). Concerning witetapping,
Westin found already in 1967 that an independent authority (e.g., a court) order was
required to authorize a wiretap (Westin 1967, p.181/2). In the cases, we see that in-
dependent authorities may have different roles. Figure 11-5 provides this in the con-
ceptual decision-making process.

Balancing V

Decision to act H Proposal how to act H Execution of task H Review report

Balancing | Balancing Il & I Balancing IV

Figure 11-5 Conceptual view of decision making process

Balancing I:  initiative to start the process for us of special means

Balancing II:  decision to proceed with the process to obtain approval for use of

special means

Balancing I1I: approval to use special means

Balancing IV: reactive or passive oversight/ review of activities of intelligence and
security agency

Balancing V:  continuing overall active review of the operations of the intelligence
and security agency

Each country has some kind of independent oversight or review. In Germany and
Canada independent authorities are part of the decision-making process: their ap-
proval is required to use the means (the balancing II step). The Netherlands has cho-
sen for a system in which the decision-making is the responsibility of the security and
intelligence service with political responsibility in the Minister of the Interior (or De-
fence).

In all cases, complaints on the security and intelligence agencies should be filed with
the security and intelligence agency’s review commission (balancing step IV). These,



however, cannot render legally binding decisions. In all cases, complaints on the exe-
cution of the tasks may (ultimately) be directed at a (civil) court.

Balancing V involves review for evaluation purposes. This will keep security and in-
telligence services sharp and as a result may improve the decision-making system.
Such an independent authority is required to oversee the execution of the activities of
the security and intelligence services (Schmid 2001 §9.3). An evaluation purpose may
be to periodically evaluate the available means and their necessity for the operations
of the security and intelligence agency (see AIV 2006, p. 8; see also Koops 20006).
Review by an independent commission is found in Germany, Canada, and for the se-
curity and intelligence services in the Netherlands. In Germany, this independent
commission is in a permanent parliamentary commission. In the Netherlands and
Canada, this is in independent review commissions. None of the review commissions
can render legally binding decisions. Parliamentary oversight is found in Germany,
Canada, and the Netherlands for national security (see Table 11.4). In law enforce-
ment in the Netherlands such a permanent review commission is non-existent. Spe-
cial commissions may be set-up by Parliament such as the Parliamentary review
commission Van Traa in 1994. This commission was tasked to review the Methods

for Criminal Investigations (Parlementaire enquétecommissie opsporingsmethoden). This is,
however, an exceptional instrument to use.

Balancing Balancing @ Balancing  Balancing Balancing V
I II ITI IV
Netherlands | Intelligence | Intelligence | Intelligence | Ombudsman, | Independent
(national and Secu- | and Secu- | and Security | Review review + pat-
security) rity Service | rity Service | Service Commission, | liamentary
Court review
Netherlands | Law en- Public Magistrate Court -
(law en- | forcement | Prosecutor [ (Coutt)
forcement) | officer
Canada Intelligence | Minister Federal Review Independent
and Secu- Court Commission, | review + pat-
rity Service Inspector liamentary
General, review
Court
Germany Intelligence | Minister Independent | G 10 Com- | parliamentary
and Secu- Commission | mission, review
rity Service Court

Table 11-4 Balancing for use of real-time location information of mobile devices (active use;

the darker the cell, the more independent the balancing)

It should be noted that independent oversight and review can only be effective with
adequate capacity, both qualitative as quantitative, in such body. In this respect, keep
pace with developments in the national security sector to fulfill the review task ade-
quately.
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Balancing III for telecommunication data: data from the case-studies

Table 11.5 summarises the required authority that needs to approve the requisition of
telecommunication data for the case-study countries. It shows that each country has
a different regime for information related to or concerning location.

In the Netherlands, no independent authority is involved in the decision to use spe-
cial authorities by the intelligence and security agency. Only if the operations involve
the content of communications, the Minister has to approve use of the measure. In
Canada no distinction is made in the law between any type of information. In Can-
ada, the expectation of privacy in private areas, Le., the home, is greater than in pub-
lic areas. Although the Federal Court might be likely to easier accept or require lower
standards for requests concerning solely identification data compared to the full
range of available telecommunications data, this was not confirmed in this research.
Depending on the totality of the circumstances of a case, a greater or lesser reason-
able expectation of privacy may be found. In Germany, the decision model is most
detailed developed in the law. The independent G-10 commission needs to approve
the surveillance of traffic data and location data of mobile devices, putting these at
the same level as the content of communications.

Stand-by information cannot be requested by the security and intelligence agencies in
the Netherlands and Germany, while it can in Canada. Further, the processing of
sensitive personal data appears to require a similar level of approval as identifying
data. In Canada, this is the same high level of approval by the Courts. In Germany
and the Nethetlands, this is at the level of the security and intelligence service. This
latter situation seems to ignore the universal understanding that these data are the
most intimate personal data. In the Netherlands, the sensitiveness of data concerning
political opinions, and trade-union membership is not represented in the approval
hierarchy if to be processed by intelligence agencies; it requires the lowest level of
approval.



Type of data

Examples

NL: Deci-
sion/ Requi-

sition by*

NL: Deci-
sion/ Requi-

sition by*

Canada: De-
cision/ Req-

uisition by

Minister &

Germany:
Decision/

Requisition

trade-union mem-

bership

judge

Identifying data | Name, address, | Head of secu- | Law enforce- Head of secu-
phone  number, | rity and intelli- [ ment office Federal Court | rity and intelli-
kind of setrvice || gence setvice judge gence setvice
used, IMElI-code,
type of services
used, identifying
data of subscriber
(paying the bill),
bank account num-
ber

Traffic data Historical and fu- | Head of secu- | Public Prose- | Minister & | Minister & In-
ture location data { rity and intelli- | cutor Federal Court | dependent
of cell-phone if | gence service judge commission
actively been used,
date and time of
use

Content of com- | Conversation, con- | Minister Magistrate Minister & [ Minister & In-

munications tent of an email or Federal Court | dependent
voice mail judge commission

Certain  stored | (Historical and fu- | N/A Magistrate Minister & | N/A

data: other data ture) location data Federal Coutt
of cell-phone in judge
stand-by mode
processed by tele-
communication
provider

Data processed | Real-time location | Head of secu- | Magistrate Minister & | Minister & In-

after requisition | data of cell-phone | rity and intelli- Federal Court | dependent

date and directly | if actively been J gence service judge commission
available used

Sensitive  per- | Data  concerning | Head of secu- | Magistrate Minister & | Head of secu-

sonal data (1) racial or ethnic ori- | rity and intelli- Federal Court | tity and intelli-
gin, religious or J gence setvice judge gence setrvice
philosophical ~ be- § (Only allowed
liefs, or concerning f if inevitable)
health or sex life

Sensitive ~ per- | Data  concerning [ Intelligence Magistrate Minister & | Head of secu-

sonal data (2) political ~opinions, | agent Federal Court | tity and intelli-

gence setrvice

Table 11-5 Sensitiveness of data based on required approval as specified in intelligence law in
the Netherlands, Canada, and Germany (the darker the cell the higher the level

of approval)

“2 for national security and intelligence agency

* For law enforcement
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The detailed legislation in Europe may ignore the totality of the circumstances in the
decision to use a special means such as a wiretap, or real-time tracking of an individ-
ual. This categorisation in law assumes that the right to privacy is a rather absolute
concept which can be applied in the same manner, whatever the specific circum-
stances of a case may be. However, real-time location information may sometimes be
considered very privacy sensitive information, while the content of a nonsense con-
versation with a family member may not. In addition, in some instances it is very
sensitive information with whom you communicated, no matter what was discussed.
These nuances may not be part of the decision-making procedure to use special
means like wiretapping, or claiming location information. At least, they are not nec-
essarily acknowledged in the hierarchy of the approval structure.

11.3.5 Principle 5: Guaranteed accuracy of the data for the purposes of use.

In the Netherlands, the WIV 2002 requires that the data processing is careful and
adequate. Metadata accompanies the data to indicate the reliability of the data or the
source of the data. Further, the AIVD should take care of adequate facilities to en-
sure that the data processed are correct and complete.

In Canada, the CSIS Act does not specify specific requirements concerning the guar-
anteed accuracy for the purposes of use of the data. This requirement may be taken
into account by the judicial control.

In Germany, the BVerfSchG requires to link the acquired data to the objective of the
acquisition. It further details requirements for correcting incorrect personal data.

The Netherlands has the most detailed requirements in this respect. This, however,
does not guarantee adherence to the legal requirements. Both the Commissie bes-
tuurlijke evaluatie AIVD (2004) and the AIV (2007) criticised the AIVD for this as-
pect.

11.3.6 Principle 6: Individual participation in the process whenever possible.

Individual participation in secret personal data processing is difficult to establish. In
the Netherlands, people can request information about which personal data, if any, is
being or has been processed by the national security and intelligence service. The re-
sponsible Minister decides that requests for information on processed personal data
are denied if data concerning the requestor are being or have been processed, unless:

- the data concerned was processed more than five years ago;

- there are no new data added;

- the personal data are irrelevant for current investigations.

In Canada, individuals are withheld from participation in the process, except for
complaints on activities of CSIS. Individuals will not be informed of their communi-
cations being intercepted, even if this would not harm any CSIS operations. This in-
formation can be withheld as long as the information came into existence less than
twenty years prior to the request.

In Germany, the BfV shall provide the data subject, at his request, with information
free of charge on personal data stored on him, if he refers to concrete matters and
proves to have a special interest in the information which he has asked for. Subjects
of the data warrant have to be notified about its existence as soon as this does not
interfere with the objectives of the investigation. The data cannot be provided if this
would prejudice the proper fulfillment of tasks, expose sources or if BfV's knowledge
or its modus operandi might be exposed, this would be detrimental to the Federation



or a Federal State, or if the data that are being stored must be kept secret in accor-
dance with a legal provision or by virtue of their nature, in particular on account of
an overriding justified interest of a third party.

Both European cases provide access to individual records if these are irrelevant for
the investigations, while in Canada such access would not be provided.

11.4 Privacy enhancing architectures

Developments in technology are expected to result in hybrid systems that incorpo-
rate a location identifying component. We foresee developments towards the integra-
tion of location information available within WiFi networks, RFID networks, cell-
phone networks, together with active GPS in mobile devices. Although we might be
several years from full integration of these networks, these potentially allow the per-
manent identification of individuals within a range of a few metres. It is almost im-
possible not to use devices attached to these networks since we then choose not to
participate in modern life. The development of a true privacy enhancing technology
that provides the user full control over his devices regarding location information
would be the challenge for location technology research. Directions for balancing
privacy interests with other interests of society may be found in non-centralised stor-
age of information. Such privacy-preserving directions are, for example, developed
for the Transport Information Monitoring Environment (TIME) (Evans et al. 2007).
In addition, hybrid systems such as using WiFi for VoIP and a mobile device, the
WiFi router only needs to know that a mobile device wants to use VoIP. Since VoIP
is free there is no need to process the identifiers of the mobile device. In this way,
hybrid systems may be not only a big threat to privacy, but also the privacy savior of
the future.

In the instance of the Dutch public transportation chipchard (OV~chipkaari), privacy
issues were addressed at the final stages of the implementation. It was only after the
opinion of the Data protection agency that it was truly considered to be important to
address. However, it was not very timely provided the significant investments already
made; it would be too costly to make the system more ‘privacy-friendly’.

For road-pricing (rekening rijden), a similar development may be followed in the Neth-
erlands. In an early stadium privacy issues were mentioned and several organisations
have recommended a privacy enhancing architecture of decentralised databases that
automatically erase personal data after the bill has been paid (see, for example, Eras

1998).

11.5 Summary

In balancing national security and privacy several relevant balancing steps can be dis-
tinguished. First the threat and its urgency need to be assessed. Then the available
and expected effective means explored. One of these means may involve telecom-
munications. In the decision to use an effective means, the privacy impact should
also be considered.

It is difficult to compare in a general way telecommunications with other available
means with respect to privacy interferences and effectiveness. Likewise, the privacy
impact of the use of telecommunication data is very context, time and type depend-
ing. Therefore, it should be decided on a case-by-case basis whether telecommunica-
tion data are the most effective means and which telecommunication data are the
most effective data to address the threat. In this respect, the least detailed legislation
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(Canada) is assessed to be the balancing framework that most adequately will respect
the totality of the circumstances which are key in determining the level of location
privacy.

Provided the context-specific characteristics of both the effectiveness and the level
of location privacy of telecommunication data, the decision-making process is key to
arrive at a fair balance between privacy and national security. The requirements of
proportionality and subsidiarity are similarly fulfilled in the case-studies. In this re-
spect, similar aspects are considered in the decision to use a privacy interfering
means. However, for the final decision to use a special means interfering with the
right to privacy, only the security and intelligence agency in the Netherlands can do
this without involvement of an independent authority. Safeguards in the Netherlands
are established in the overall pro-active tasks of the review commission, among oth-
ers.

Westin (2003) on balancing privacy and other interests of society

“|D]ebates over privacy are never-ending, for they are tied to changes in the norms
of society as to what kinds of personal conduct are regarded as beneficial, neutral,
or harmful to the public good”. “We can hope that the institutional mechanisms
our society uses to control investigative excesses will be applied. These include ac-
tive judicial oversight of surveillance systems, civil liberties and privacy group stud-
ies and advocacy, media exposures of surveillance-system violations and investiga-
tive wrong-doing, continuing executive-agency reviews of working procedures, and
legislative investigations resulting in installation of effective legislative safeguards.
None of this will be easy”




12 Conclusions

This research centralised around the question:

“How should the right to location privacy of users of mobile phones and other terminal equipment be
balanced with the tracing and tracking interests of the (national) security sector?”

The general concept of privacy, national security and the feelings with regard to their
balancing were applied to the specific issue of location privacy, and more specifically
to the tracing and tracking of mobile terminal devices by public authorities. This
chapter presents the main findings for each of these aspects.

12.1 General concept of privacy and its perception

Privacy exists and performs in many shapes and sizes. Although some, mostly pri-
vacy scholars, warn for the impact of the loss of privacy, many citizens ignore these
warnings, either because they are ignorant, unaware, or unable to oversee the conse-
quences of the loss of something that remains a vague concept and which does not
need to protect those that have nothing to hide.

Despite the difficulties to establish exact boundaries around privacy several conclu-
sions can be drawn from the literature review.

In western societies, the limited access approach is commonly used as a concept to
capture privacy. This approach emphasizes the autonomous individual, choice and
control, and social relationships as voluntary or as barriers to independence. The
control over access to self and over the information about someone are central. The
extent to which individual’s privacy needs are satisfied depends on a variety of fac-
tors: the context and the individual’s perception of privacy, amongst others.

The extent to which the use of location information interferes with the right to pri-
vacy depends on the type of information, the level of detail of the location informa-
tion, the timeliness of the information, and the context to which it is linked. As a
consequence, the extent to which location information can be considered personal
data or sensitive personal data varies from situation to situation. For example, con-
cerning telecommunication data, Directive 2002/58/EC distinguishes two types of
location data: traffic data and location data. Traffic location data is necessary to en-
able the communication. It may not necessarily be considered personal data since its
accuracy varies from a 100 meter in urban areas to several kilometres in rural areas.
However, linking traffic data to a specific context and time (who did you call yester-
day at 8pm) may change the non-personal traffic data into personal information to
which privacy restrictions applies. In a general sense, the use of highly detailed (e.g.,
scale 1:500), real-time location data linked to a sensitive context, such as a church,
can generally be expected to be at a higher ‘privacy level’ than less detailed data (e.g.,
scale 1:25,000) of a decade ago without a link to a specific sensitive context. It is the
totality of the circumstances that determine whether location privacy is at stake.

The detailed legislation in Europe may ignore the totality of the circumstances in the
decision to use a special means such as a wiretap, or real-time tracking of an individ-
ual. This categorisation in law assumes that the right to privacy is a rather absolute
concept which can be applied in the same manner, whatever the specific circum-
stances of a case may be. However, real-time location information may sometimes be
considered very privacy sensitive information, while the content of a nonsense con-
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versation with a family member may not. In addition, in some instances it is very
sensitive information with whom you communicated, no matter what was discussed
or where it was discussed. These nuances may not be part of the decision-making
procedure to use special means like wiretapping, or claiming location information. At
least, they are not necessarily acknowledged in the hierarchy of the approval struc-
ture.

Experimental research on telecommunication use and location based services suggest
that people generally do not value location privacy as high as one may expect. At
least, they do not act as if they value their location privacy. Walters observation may
also apply to location privacy: Generally privacy’s importance is not recognized by
individuals “until it is taken away... [..]” (Walters 2001, p.8).

12.2 Concept of national security

National security aims to protect a nation from internal and external factors threaten-
ing the continued existence of the norms that are the fundament of today’s society.
National security is an extremely flexible notion, however. It is difficult to assess
whether something or someone is a threat to the national security. The interpretation
of the concept may be different from society to society, culture to culture and may
change throughout time.

Many means may be used to protect the national security. Physical, and data surveil-
lance are among these. There are many examples available that show that these
means can be effective. However, there are many aspects that need to be taken into
account in using these means (e.g., accuracy of processed information, interpretation
of the data, competence of intelligence services).

Decisions based on the processed data may have a great impact on individuals and
eventually on society. Sufficient safeguards should be in place to ensure to the great-
est extent possible that it is only national security that is protected, not another inter-
est, and that the use of the means protecting national security are strictly limited to
what is listed in the task to which the means were assigned.

12.2.1 Role of technology

A wide range of privacy enhancing technologies are available. Location technology
does provide security and intelligence services with the means to track and trace indi-
viduals at varying levels of accuracy. Especially hybrid equipment, using both cell-
phone technology and navigation technology allow for increased positioning of mo-
bile equipment.

However, since the availability of the location information is a prerequisite for using
the functionality of the mobile device, it cannot be encrypted or otherwise withhold
from intelligence or law enforcement agencies in the instance that these have a legal
mandate to access the location data. Therefore, although these PETs may be suffi-
cient to guard against private intruders, for law enforcement and intelligence services
they may not. Thus, relying on technology alone to protect individual’s privacy may
be insufficient. The balancing has then be left to a decision in the extent to which
technological advances may be used for national security purposes.



12.3 Balancing national security and privacy

This chapter provides the findings of the study of relevant national and international
legislation and case law. The United Nations, OECD and European privacy regimes
clarify that privacy is a fundamental right, but may be invaded by other rights that
serve other (more absolute) objectives of general interest recognized by a society.
The right to privacy is in most international treaties recognized as a fundamental
human right. The right is, however, not absolute. National security interests can jus-
tify a limitation to the right to privacy. This national security interest is acknowledged
in all treaties as a legitimate purpose to interfere with one’s privacy. The specific cir-
cumstances to interfere with the right to privacy depend on the specific case. An
analysis of the European Convention of Human Rights, Convention 108, OECD
principles, European Union Directives, judgments of the European Court of Human
Rights resulted in six general principles that need to be satisfied to interfere with the
right to privacy for purposes of national security (see also Westin 1967, p.370):

Principle 1: Interference for national security purposes must have some basis in do-
mestic law, law must be accessible to all, and the means of interference should be
foreseeable for citizens.

Principle 2: A fair balance has to be struck between the demands of the general inter-
est and the interest of the individual.

Principle 3: Interference should be proportionate to the legitimate aim pursued.

Principle 4: Interference is only allowed if adequate and effective guarantees against
abuse exist.

Principle 5: Guaranteed accuracy of the data for the purposes of use.
Principle 6: Individual participation in the process whenever possible.

Adherence to these principles was sought in four case-studies: the Netherlands, Can-
ada and Germany for national security interests and finally law enforcement interests
in the Netherlands.

Balancing stages

In balancing national security and privacy several relevant balancing steps can be dis-
tinguished. First the threat, its seriousness and its urgency need to be assessed. Fur-
ther, from the available means, the most effective may be selected. Then, it needs to
be assessed what the conditions need to be for using these means: what means may
be used when, for how long, and what safeguards need to be respected, among oth-
ers. If the selected means are telecommunications, the same questions will apply to
the type of data to be used. The answers to these questions may vary from place to
place, and from situation to situation.

Intelligence and security agencies in the cases have a bucket full of available means
that may be utilized to address concerns of national security. The collection of in-
formation is among the core businesses of these agencies. This may be accomplished
through publicly accessible sources such as newspapers, internet, television, and
other published materials. Also members of the public, other government agencies,
and other intelligence agencies may be sources. An intelligence and security agency
may collect information actively through the use of infiltrators, technical interception
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of (electronic) equipment (e.g., wire-taps) and electronic surveillance of targeted per-
sons or places (e.g., placing ‘bugs’). Only one of these means is information available
from telecommunications. And location data is only one type of data available from
telecommunications.

It is difficult to compare in a general way telecommunications with other available
means with respect to privacy interferences and effectiveness. Likewise, the privacy
impact of the use of telecommunication data is very context, time and type depend-
ing. Therefore, it should be decided on a case-by-case basis whether telecommunica-
tion data are the most effective means and which telecommunication data are the
most effective data to address the threat. In this respect, the least detailed legislation
(Canada) is assessed to be the balancing framework that most adequately will respect
the totality of the circumstances which are key in determining the level of location
privacy.

Provided the context-specific characteristics of both the effectiveness and the level
of location privacy of telecommunication data, the decision-making process is key to
arrive at a fair balance between privacy and national security. The requirements of
proportionality and subsidiarity are similarly fulfilled in the case-studies. The longer
the period of observation, the more intimate the place of observation, the higher the
intensity or frequency of observation, the more accurate and timely the information,
and the more possibilities the supportive means provide, the higher the chance that
someone’s privacy will be interfered with. Use of most intruding means would typi-
cally be reserved for most urgent threats.

However, for the final decision to use a special means interfering with the right to
privacy, only the security and intelligence agency in the Netherlands can do this
without involvement of an independent authority. Safeguards in the Netherlands are
established in the overall pro-active tasks of the review commission, among others.

Effective remedy and adequate safeguards
An effective remedy should be considered as key to privacy protection. An effective
remedy is generally considered to include:
- well developed procedures within the security and intelligence services in ar-
riving at a decision to use special authorities;
- well developed procedures to execute the decision;
- involvement of independent authority in the decision to use special authori-
ties (ex-ante);
- independent oversight (ex-post);
- decision powers to interfere in the operations of the security and intelligence
service for the independent control mechanisms, and
- preferably with intern oversight by a privacy commissioner/ inspector.

Each country has some kind of independent oversight or review. In Germany and
Canada independent authorities are part of the decision-making process: their ap-
proval is required to use the means. The Netherlands has chosen for a system in
which the decision-making is the responsibility of the security and intelligence service
with political responsibility in the Minister of the Interior (or Defence).

In all cases, complaints on the security and intelligence agencies should be filed with
the security and intelligence agency’s review commission. These, however, cannot
render legally binding decisions. In all cases, complaints on the execution of the tasks
may (ultimately) be directed at a (civil) court.

Review by an independent commission is found in Germany, Canada, and for the se-
curity and intelligence services in the Netherlands. In Germany, this independent



commission is in a permanent parliamentary commission. In the Netherlands and
Canada, this is in independent review commissions. None of the review commissions
can render legally binding decisions. Parliamentary oversight is found in Germany,
Canada, and the Netherlands for national security.

Approval for using location data varies from country to country. In the Netherlands,
no independent authority is involved in the decision to use special authorities by the
intelligence and security agency. Only if the operations involve the content of com-
munications, the Minister has to approve use of the measure. In Canada no distinc-
tion is made in the law between any type of information. In Canada, the expectation
of privacy in private areas, i.e., the home, is greater than in public areas. Although the
Federal Court might be likely to easier accept or require lower standards for requests
concerning solely identification data compared to the full range of available tele-
communications data, this was not confirmed in this research. Depending on the to-
tality of the circumstances of a case, a greater or lesser reasonable expectation of pri-
vacy may be found. In Germany, the decision model is most detailed developed in
the law. The independent G-10 commission needs to approve the surveillance of
traffic data and location data of mobile devices, putting these at the same level as the
content of communications.

Effectiveness of using location data of mobile devices

Location information of telecommunications is only one of the available means for
national security. Location data as part of the traffic data of a cell-phone can be very
useful in complementing other special means, especially in supporting the observa-
tion means (see Van de Pol 20006, p.139). Real-time location data may help to prevent
someone going somewhere, but only in combination with physical surveillance. In
the future, this surveillance may be through under-the-skin-electronic-chips, or
bracelets controlled at a distance.

Often less private information is more useful to national security objectives than lo-
cation data. It is questionable how proportionate tracking someone is since it may re-
sult in an almost complete picture of someone’s life, especially in combination with
other information. Provided the limited additional information real-time location
adds to the national security objective, it should be claimed and used to the mini-
mum.

12.3.1 Other findings from the case-studies

Money as privacy’s savior

Privacy is currently protected by economic arguments: telecom providers refuse to
store the minimum of data no longer than necessary. Due to the cost of storing data,
they do not keep records of standby data of a cellphone. In Jamaica, road centreline
and parcel data maps are assessed to be crucial to 24/7 monitor the movements of
persons on parole, but the national mapping agency refused to provide these to the
private company contracted by government to monitor (Walker 2007).

This economic argument is a very fragile basis for the protection of privacy.

Transparency of law against privacy interests!?

The European Court of Human Rights’ foreseeability requirement requires that the
domestic law must be sufficiently clear in its terms to give citizens an adequate indi-
cation as to the circumstances in and conditions on which public authorities are em-
powered to resort to any such secret measures. However, in this research it has been
argued that the more transparent the law is on the available means for specified cir-
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cumstances (i.e., crimes) the more likely it is that these means are being used for
these specified circumstances. Several interviewees independent from each other,
both national and international, confirmed that increased transparency promotes the
use of infringing means. Affirmation of this hypothesis would argue against the
ECtHR requirements. Further research is required to test this hypothesis.

Reporting use and effect of available means

To assess the effectiveness of available means, qualitative or quantitative data on the
use and effect of these means are a prerequisite. In Canada and Germany, general
data on the number of phone taps placed by law enforcement per year are reported
as a legal requirement and publicly available. In Canada these ate also available for
the security and intelligence agency. Unlike these countries, in the Netherlands the
security sector, nor law enforcement is required to report these facts. Accordingly
they, or the Minister cannot be held accountable for increases or decreases of the
number of request for these data. Very recently (May 2008), the Minister of Justice
revealed that on a daily basis 1681 tap orders are executed. This suggests that either a
significant part of law enforcement is involved in the tapping business, or that a sig-
nificant part of these taps is placed without being used. The latter situation would
imply a disproportionate interference with the right to privacy. The reveal is likely to
attract the attention of members of parliament which have now a basis to question
the effectiveness of the used means, especially compared to other countries.

In all cases, no obligation exists to report on the number of requests for traffic data,
or location data of mobile devices. Therefore, information on the use of these data is
scant; their effectiveness remains unassessed.

Such a situation results in non-informed decisions in parliament that may shift the
balance between privacy and national security significantly. Politicians should be able
to take a balanced view on these matters that not only may impact individual citizens
in the short term, but might undermine the democratic values underlying our democ-
ratic society in the long run. They can only do this through informed decision mak-
ing. Informed implies knowledge about the use and effect of current means, and the
expected effect of proposed means.

12.4 Role of Technology in balancing

Location privacy has, for national security purposes, little to expect from location
technology. As long as the location data is a prerequisite for enabling the communi-
cation, the location data will be processed and as such available to security and intel-
ligence agencies if legislation allows them to use these data. In this respect, security
and intelligence agencies fully rely on the data that is been process and stored by the
telecommunication providers.

One may question whether the European telecommunication providers do not store
and process too much detailed data. Strictly reading the EU Directive 2002/58/EC,
telecom providers should not be required to provide location data (more than traffic
data) if the communication is within a country. The traffic data can even be limited
to stating that ‘the BTS was in country A’, instead of documenting data from a spe-
cific BTS. Only in cross-national communications it is necessary to document these
detailed data as long as the fees vary from country to country. However, the Data
Retention Directive (2006/24/EC) requites to store traffic data. In addition, it may
be difficult due to the way the telecom network (technology) currently is designed.
Further, providers may want to use the current characteristics to offer location spe-
cific discounts (e.g., calling for free in your neighbourhood). An assumed costly
change of the network technology and losing a potential marketing instrument are



likely arguments that will withhold telecom providers to introduce a privacy compli-
ant infrastructure.

In addition, for hybrid systems such as using WiFi for VoIP and a mobile device, the
WiFi router only needs to know that a mobile device wants to use VoIP. Since VoIP
is free there is no need to process the identifiers of the mobile device. In this way,
hybrid systems may be not only a big threat to privacy, but also the privacy saviour of
the future.

12.5 Technological developments

Developments in technology are expected to result in hybrid systems that incorpo-
rate a location identifying component. We foresee developments towards the integra-
tion of location information available within WiFi networks, RFID networks, cell-
phone networks, together with active GPS in mobile devices. Although we might be
several years from full integration of these networks, these potentially allow the per-
manent identification of individuals within a range of a few metres. It is almost im-
possible not to use devices attached to these networks since we then choose not to
participate in modern life. The development of a true privacy enhancing technology
that provides the user full control over his devices regarding location information
would be the challenge for location technology research. Directions for balancing
privacy interests with other interests of society may be found in non-centralised stor-
age of information. Such privacy-preserving directions are, for example, developed
for the Transport Information Monitoring Environment (TIME) (Evans et al. 2007).
In addition, hybrid systems such as using Wili for VoIP and a mobile device, the
WiFi router only needs to know that a mobile device wants to use VoIP. Since VoIP
is free there is no need to process the identifiers of the mobile device. In this way,
hybrid systems may be not only a big threat to privacy, but also the privacy savior of
the future.

12.6 International developments

The international developments are tending to develop towards one system of pro-
tecting national security. This development include that measures that one countries
deemed to be effective and sufficient are now introduced or considered in other
countties. That is only measures in addition to the current ones are considered result-
ing in harmonised legislation at the most intrusive level. For example, the govern-
ment of Canada (unsuccessfully) proposed to adopt similar legislation as EU on
mandatory data retention for communication services. Similarly, the Dutch legislators
introduced legislation on data from transportation providers/ cartiers, including tele-
communication services and aitline carriers, with legislation similar to that already ex-
isting in Germany. It seems that most ‘adopting’ take the success of these new meas-
ures for granted. Research on the effectiveness of these means is scant, but does not
withhold the development towards a worldwide standard of the most intruding level
of means available to security and intelligence services. Even if these means appear
not to be used at all in the country of origin. Independent scientific research assess-
ing the effectiveness of increased mandates for law enforcement and national security
agencies is required. The suggested 3% effectiveness of CCTV in the UK and the
0.01% effectiveness of financial transactions in the Netherlands suggest measures
that are disproportional with respect to privacy.
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The potential impact of surveillance and the ever-changing needs of society pro-
vided, societies need to be reserved about providing intelligence services ubiquitous
mandates to protect national security. Changing the law in favour of national security
considerations based on time dependent threats needs to be a conscious well-
balanced choice, which should not be taken overnight. Once the law is in place it will
be difficult to change or replace it even when the threat has disappeared (see IPTS
2003; Koops 20006, p.36). Developments to the other side, i.c., focused on the pro-
tection of privacy, are rare. For example, the introduction of the Canadian Privacy
Impact Assessment would be a welcome improvement in European Union member
states, but remains unconsidered.

12.7  Less privacy, more security?

Table 12.1 shows a general assessment of the balancing of national security and pri-
vacy in the case-studies. Although the table may provide reason to draw several con-
clusions, it does not imply that the Netherlands is a safer place than Canada. It does,
however, confirm the findings of privacy international and EPIC (2007) that privacy
protections are significant in Canada and Germany, while modest in the Netherlands.

Netherlands ‘ Canada Germany
Privacy protections - + +
Means to protect + - +
national security

Table 12.1 A rough indication of the privacy protections and means to protect national secu-

rity in case-studies relative to each other

Cameron (2007) argues that law enforcement and intelligence services are very well
able to combat crime and terrorism, but they will be unable to prevent the root
causes of discontent in societies. He further argues that the result of more investiga-
tive powers for law enforcement and intelligence services may not be more security
and less human rights, but less security and less human rights.

12.8 Summary

Central in this research was the question “How far should the right to privacy reach
with respect to the location data from mobile devices used by intelligence and secu-
rity agencies to protect the national security?” The answer this depends on the total-
ity of the circumstances. As for general interferences with the right to privacy also
interferences with location privacy are very context-sensitive. A true balancing should
be accomplished on a case-by-case basis. It is not a priori to be determined whether
and to what extent location privacy is at stake. Therefore, the balancing strongly
builds on the balancing process. This process should be just with adequate safeguards
against abuse.

The Canadian framework for deciding to use a special means, which is here tele-
communication data, to neutralise a national security threat, meets the requirements
of respecting the totality of the circumstances and adequate safeguards most ade-
quately. The law does not specify which means or data could be used in what specific
circumstances, but leaves this decision to an independent authority (Federal judge).
The use of the special means is reviewed actively by an independent review commis-




sion, and information on the number and type of special means by the security and
intelligence agency is published.

Opinion of ECtHR judge Pettiti

prevention of terrorism.

must share responsibility.”

“The legislation of numerous European States fails to comply with Article 8 of the
Convention where telephone tapping is concerned. States use — or abuse — the con-
cepts of official secrets and secrecy in the interests of national security. Where nec-
essary, they distort the meaning and nature of that term. Some clarification of what
these concepts mean is needed in order to refine and improve the system for the

The warnings of jurists and parliamentarians go back more than twenty years: the
Schmelck Report in France, the advisory opinion I gave to the Luxembourg parlia-
ment, the Government White Paper in the United Kingdom and the Court’s Klass,
Malone, Kruslin and Huvig judgments have all remained largely ineffective. The
people running the relevant State services remain deaf to these injunctions and to a
certain extent act with impunity. Apart from the specific problem, is this not a sign
of the decadence of the democracies; does it not reveal to what extent the meaning
of human dignity has been eroded? For this depressing trend States and individuals
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Appendix glossary of acronyms

AIVD Algemene Inlichtingen- en|Dutch Intelligence and Secu-
Veiligheidsdienst rity Agency
AuC Authentication Center
BtV Bundesamt fiir Verfassungss- | German Federal Office for the
chutz Protection of the Constitution

BND Bundesnachrichtendienst German Federal Intelligence
Service

BSC Base Station Controller (BSC). | A BSC manages the connec-
tion between one or more
BTSs

BTS Base Transceiver Stations telecommunication towers

BverfSchG Bundesverfassungsschutzgesetz | Act Regulating the Coopera-
tion between the Federation
and the Federal States in mat-
ters relating to the Protection
of the Constitution and the
Federal Office for the Protec-
tion of the Constitution of
Germany

CCTV Closed Circuit TV

Convention 108

Council of Europe’s Conven-
tion for the Protection of Indi-
viduals with regard to Auto-
matic Processing of Personal
Data

CSES Communications Security Es-
tablishment (Canada)
CSIS Canadian Security and Intelli-
gence Agency
ECHR (European) Convention for the
Protection of Human Rights
and Fundamental Freedoms
ECtHR European Court of Human
Rights
EIR Equipment Identity Register
EPC Electronic Product Codes’ “Streepjescodes”
ESRAB European Security Research|An in April 2005 formed
Advisory Board board of 50 high-level special-
ists and strategists and 5 mem-
bers of the European parlia-
ment and 14 members of the
European Commission, to
make a significant contribution
towards addressing security re-
search and technology needs.
GLONASS Global Navigation Satellite Sys- | Russian navigation system

tem
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GPS Global Positioning System US navigation system
GSM Global System for Mobile | Also acronym for cellphone
communications
HLR Home Location Register
ICCPR International ~Covenant on
Civil and Political Rights
IMEI International Mobile Equip- |identity of the cellphone
ment Identity
IMSI International ~ Mobile  Sub- | identity of the SIM card
scriber Identity
IRNSS Indian Regional Navigational | Indian  navigation  system
Satellite System (planned)
MAD Militirischer Abschirmdienst | German Military Security and
intelligence service
MSC Mobile  Services  Switching
Centre
MSISDN International ~ Mobile  Sub- | ‘phone number’ of the cell-
scriber Identity phone
OECD Organisation for Economic|The OECD groups 30 mem-
Co-operation and Develop- | ber countries (primarily coun-
ment tries with a high socio-
economic level of develop-
ment) sharing a commitment
to democratic government and
the market economy.
PDA Personal Data Assistant
PET Privacy enhancing technology
PIPEDA Personal Information Protec-|Canada’s privacy law for pri-
tion and Electronic Docu- |vate sector processing of per-
ments Act sonal information
PIT Privacy invading technology
PKG
Parlamentarische Kontrollgreminm | parliamentary Supervisory
Board on Intelligence and Se-
curity Agencies
PKGrG Gesetz tiber die parlamentari- | Act Regulating parliamentarian
sche Kontrolle nachrichten-|Control over the Intelligence
dienstlicher Tatigkeit des Bun-|and Security Agencies (in
des (Kontrollgremiumgesetz - | Germany)
RCMP Royal Canadian Mounted Po-
lice
RFID Radio Frequency Identification
technology
UWB Ultra wideband
VLR Visitor Location Register
Wbp Wet bescherming persoons- | Dutch Data Protection Act
gegevens
WIFI Wireless Fidelity
WLAN Wireless local area networks
WPAN wireless personal area network




WPS

Wireless Positioning Systems

XPS

Ubiquitous positioning system

Positioning system integrating
GPS and WPS
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